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* * * First Change * * *

[bookmark: _Toc68196218][bookmark: _Toc59208890][bookmark: _Toc162969006]7.2.2.5	5G ProSe direct link establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message. The PROSE DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for 5G ProSe direct link;
#13	congestion situation;
#15	security procedure failure of 5G ProSe UE-to-network relay;
#22	security procedure failure of 5G ProSe UE-to-UE relay;
#20	Failure from 5G ProSe end UE;
#21	5G ProSe direct link already exists; 
#23	MAC address not unique;
#zz		triggering security procedure not possible; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, e.g., based on operator policy or configuration parameters for ProSe direct communication over PC5 as specified in clause 5.2, or the target UE is acting as a 5G ProSe layer-3 UE-to-network relay UE, is in non-allowed area of its serving PLMN and the corresponding relay service code is not associated with high priority access as defined in clause 5.3.5 of 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
NOTE 1:	When the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE is involved into its own emergency services as specified in 3GPP TS 24.501 [11] or is handling an emergency services of another 5G ProSe layer-3 remote UE, and receives PROSE DIRECT LINK ESTABLISHMENT REQUEST message with an RSC that is specific for emergency services, the target UE is allowed to ignore the PROSE DIRECT LINK ESTABLISHMENT REQUEST message if the target UE decides to prioritize its own ongoing emergency services or prioritize the handling of the emergency services of the other 5G ProSe layer-3 remote UE, due to local regulations or implementation specific requirements.
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID and with one of following parameters different from the existing link or the link for which the link establishment is in progress:
a)	the source user info;
b)	type of data (e.g., IP, Ethernet or Unstructured); or
c)	security policy,
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE 2:	If the UE is processing a PROSE DIRECT DISCOVERY message from the same source layer-2 ID of the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message, it depends on UE implementation to avoid the conflict of destination layer-2 ID (e.g. send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected", or ignore the PROSE DIRECT DISCOVERY message).
NOTE 3:	The type of data (e.g., IP. Ethernet or Unstructured) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included and the type of data for the requested link is Ethernet or Unstructured if this IE is not included.
If the 5G ProSe direct link establishment fails due to the implementation-specific maximum number of established 5G ProSe direct links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the target UE receives a DIRECT LINK ESTABLISHMENT REQUEST message from a source UE, and the target UE does not have valid long-term credentials (see 3GPP TS 33.536 [37]) to establish a secure link, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible".
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-network relaying and:
a)	the NAS level mobility management congestion control as specified in clause 5.3.9 of TS 24.501 [11] is activated at the target UE acting as the 5G ProSe UE-to-network relay UE; or
b)	the target UE acting as the 5G ProSe UE-to-network relay UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. The target UE shall not accept any 5G ProSe direct link establishment request for relaying if the back-off timer for NAS level mobility management congestion control is running.
If the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, for Ethernet traffic, and the target UE acting as the 5G ProSe layer-3 UE-to-UE relay UE detects that the MAC address of the source 5G ProSe layer-3 end UE in the the PROSE DIRECT LINK SECURITY MODE COMPLETE message is not unique, i.e., the MAC address of the source 5G ProSe layer-3 end UE was also provided by another 5G ProSe layer-3 end UE in an existing ProSe 5G direct link, the 5G ProSe layer-3 UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #xx "MAC address not unique" to the source 5G ProSe layer-3 end UE. 
If the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, for Ethernet traffic, and the target UE acting as the 5G ProSe layer-3 UE-to-UE relay UE releases the 5G ProSe direct link between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE with PC5 signalling protocol cause value #23 "MAC address not unique", the 5G ProSe layer-3 UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified" to the source 5G ProSe layer-3 end UE.
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-network relaying, the NAS level session management congestion as specified in clause 6.2.7 and in clause 6.2.8 of TS 24.501 [11] is activated at the target UE which is acting as a 5G ProSe layer-3 UE-to-network relay UE, and the relay service code used in the 5G ProSe direct link establishment corresponds to a DNN and/or S-NSSAI for which the NAS level session management congestion is activated, and the target UE needs to perform the PDU session establishment procedure for the DNN and/or S-NSSAI or the PDU session modification procedure for the DNN and/or S-NSSAI, then the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
NOTE 4:	How the target UE determines that it is under congestion is implementation specific (e.g., any relaying related operational overhead, etc).
NOTE 5:	In case the target UE is under the NAS level mobility management congestion control, it is an implementation option that the provided back-off timer value to the initiating UE is set to the remaining time of the mobility management back-off timer T3346 or with an additional offset value.
If the 5G ProSe direct link establishment request is for 5G ProSe layer-3 UE-to-network relaying, the PDU session for relaying the service is an LADN PDU session, and the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE is outside the LADN service area, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the 5G ProSe direct link establishment request is for 5G ProSe layer-3 UE-to-network relaying, the request required the establishment of a PDU session by the 5G ProSe layer-3 UE-to-network relay UE which is a target UE, and the PDU session establishment was unsuccessful due to the reception of 5GSM cause #8 "maximum number of PDU sessions reached", #27 "Missing or unknown DNN", #28 "Unknown PDU session type", #29 "user authentication or authorization failed", #31 "request rejected, unspecified", #32 "service option not supported", #33 "requested service option not subscribed", #46 "out of LADN service area", or #65 "maximum number of PDU sessions reached" as specified in 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-UE relay and:
a)	the target UE acting as a target 5G ProSe end UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. 
The initiating UE, acting as a 5G ProSe UE-to-UE relay UE, upon reception of PROSE DIRECT LINK ESTABLISHMENT REJECT message from the target 5G ProSe end UE, and the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, the reject message contains a backoff value, and the initiating UE has not reached the maximum number of allowed retransmissions, the initiating UE shall send PROSE DIRECT LINK ESTABLISHMENT REJECT message to the source 5G ProSe end UE including a PC5 signaling cause value set to #20 "Failure from 5G ProSe end UE" and the backoff timer received from the target 5G ProSe end UE and the cause value from the target 5G ProSe end UE.
The UE acting as a source 5G ProSe end UE, upon reception of the PROSE DIRECT LINK ESTABLISHMENT REJECT message from the initiating UE acting as a 5G ProSe UE-to-UE relay UE, shall not re-attempt for the 5G ProSe direct link establishment procedure to the same target 5G ProSe end UE until the backoff timer has expired. 
The initiating UE, acting as a 5G ProSe UE-to-UE relay UE, upon reception of PROSE DIRECT LINK ESTABLISHMENT REJECT message from the target 5G ProSe end UE, the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, the reject message contains a backoff value, and the initiating UE has reached the maximum number of allowed retransmissions, the initiating UE may send a PROSE DIRECT LINK ESTABLISHMENT REJECT message with the appropriate PC5 signalling protocol cause value to the source 5G ProSe end UE. The initiating UE shall include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message PC5 protocol cause value #20 "Failure from 5G ProSe end UE" and include the PC5 end UE failure cause IE set to #13 "congestion situation" received from the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment or 5G ProSe direct link modification procedure. The initiating UE may include the target end UE info IE set to the user info of the target 5G ProSe end UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
The UE acting as a source 5G ProSe end UE, upon reception of PROSE DIRECT LINK ESTABLISHMENT REJECT message from the initiating UE acting as a 5G ProSe UE-to-UE relay UE, may abort the 5G ProSe direct link establishment procedure and may notify the upper layer that the target 5G ProSe end UE is unreachable, if the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #20 "Failure from 5G ProSe end UE" and the PC5 end UE failure cause IE is set to #13 "congestion situation".
If the 5G ProSe direct link establishment request is for 5G ProSe UE-to-UE relay and:
a)	the target UE acting as a 5G ProSe UE-to-UE relay UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
The initiating UE acting as a source 5G ProSe end UE, upon reception of PROSE DIRECT LINK ESTABLISHMENT REJECT message from the target UE acting as a 5G ProSe UE-to-UE relay UE, may abort the 5G ProSe direct link establishment procedure and may select another 5G ProSe UE-to-UE Relay to establish a PC5 link with the same target 5G ProSe end UE, if the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #13 "congestion situation".
If the target UE is acting as the 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link security establishment procedure is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE and:
a)	the indicated security procedure is without network assistance; and
b)	the 5G ProSe UE-to-UE relay UE does not have valid long-term credentials, as specified in 3GPP TS 33.536 [37];
the 5G ProSe UE-to-UE relay UE shall send PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible" to the source 5G ProSe end UE.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #15 "security procedure failure of 5G ProSe UE-to-network relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
NOTE 6:	The cause value #15 "security procedure failure of 5G ProSe UE-to-network relay" is also used when the CP-PRUK or the UP-PRUK is not found in the network.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #22 "security procedure failure of 5G ProSe UE-to-UE relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
NOTE 7:	The cause value #22 "security procedure failure of 5G ProSe UE-to-UE relay" is also used when the CP-PRUK or the UP-PRUK is not found in the network.
If the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and is using the security procedure with network assistance, and the target UE acting as the 5G ProSe UE-to-UE relay UE is not in NG-RAN coverage; the 5G ProSe UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible" to the source 5G ProSe end UE.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE with integrated discovery and a 5G ProSe direct link for the pair of initiating UE user info and target UE user info already exists and the data type unit is IP or Ethernet, the target UE acting as a target 5G ProSe end UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message to the 5G ProSe UE-to-UE relay UE containing PC5 signalling protocol cause value #21 "5G ProSe direct link already exists".
If the target UE is acting as a target 5G ProSe end UE and the 5G ProSe direct link establishment procedure is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, the target 5G ProSe end UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message:
a)	the source end UE info IE set to the user info of the source 5G ProSe end UE;
b)	the target end UE info IE set to the user info of the target 5G ProSe end UE; and
c)	the UE-to-UE relay UE info IE set to the user info ID of the 5G ProSe UE-to-UE relay UE.
[bookmark: _Hlk125469626]If the target UE is acting as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link establishment procedure is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, then the 5G ProSe UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message with PC5 signalling protocol cause value #20 "Failure from 5G ProSe end UE" to the source 5G ProSe end UE. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message the PC5 end UE failure cause IE set to the PC5 signalling protocol cause received from the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment procedure. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message:
a)	the source end UE info IE set to the user info of the source 5G ProSe end UE;
b)	the target end UE info IE set to the user info of the target 5G ProSe end UE; and
c)	the UE-to-UE relay UE info IE set to the user info ID of the 5G ProSe UE-to-UE relay UE. 
If the 5G ProSe direct link establishment fails due to other reasons, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
After sending the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
Upon receipt of the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5080 and abort the 5G ProSe direct link establishment procedure.
If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for 5G ProSe direct link", then the initiating UE shall not attempt to start the 5G ProSe direct link establishment procedure with the same target UE at least for a time period T.
NOTE 8:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #13 "congestion situation" and a back-off timer value is provided in the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall start timer T5088 associated with the layer-2 ID of the target UE and set its value to the provided timer value.
If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #15 "security procedure failure of 5G ProSe UE-to-network relay", and initiating UE, acting as the 5G ProSe remote UE, has included the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE shall initiate the UE-to-network relay reselection procedure as specified in clause 8.2.3. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #15 "security procedure failure of 5G ProSe UE-to-network relay" and the initiating UE, acting as the 5G ProSe remote UE, has included the User security key ID IE set to UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE may initiate the UE-to-network relay reselection procedure as specified in clause 8.2.3 and the UE shall further:
a)	if the same 5G ProSe UE-to-network relay UE is selected, discard the previously used CP-PRUK and associated CP-PRUK ID, or the UP-PRUK and associated UP-PRUK ID, if any, and include the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST when initiating the subsequent 5G ProSe direct link establishment procedure as specified in clause 7.2.2.2; or
b)	if a different 5G ProSe UE-to-network relay UE is selected, include the User security key ID IE set to the previously used UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #22 "security procedure failure of 5G ProSe UE-to-UE relay", and initiating UE, acting as the 5G ProSe end UE, has included the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE shall initiate the UE-to-UE relay reselection procedure as specified in clause 8a.2.3. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #22 "security procedure failure of 5G ProSe UE-to-UE relay" and the initiating UE, acting as the 5G ProSe end UE, has included the User security key ID IE set to UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE may initiate the UE-to-UE relay reselection procedure as specified in clause 8a.2.3 and the UE shall further:
a)	if the same 5G ProSe UE-to-UE relay UE is selected, discard the previously used CP-PRUK and associated CP-PRUK ID, or the UP-PRUK and associated UP-PRUK ID, if any, and include the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST when initiating the subsequent 5G ProSe direct link establishment procedure as specified in clause 7.2.2.2; or
b)	if a different 5G ProSe UE-to-UE relay UE is selected, include the User security key ID IE set to the previously used UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE and the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #21 "5G ProSe direct link already exists", then the initiating UE acting as the 5G ProSe UE-to-UE relay UE may initiate the 5G ProSe direct link modification procedure with the target UE to associate the source 5G ProSe end UE user info and the ProSe identifiers, as specified in the rejected PROSE DIRECT LINK ESTABLISHMENT REQUEST message, to the existing 5G ProSe direct link. 
After receiving the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable. 

* * * Next Change * * *
[bookmark: _Toc155372535]
[bookmark: _Toc162969288]8a.2.1.2.2.2	Announcing UE procedure for UE-to-UE relay discovery initiation
The UE is authorised to perform the announcing UE procedure for UE-to-UE relay discovery if:
a)	the UE is authorised to act as a 5G ProSe UE-to-UE relay UE in the PLMN indicated by the serving cell as specified in clause 5.2.7, and
1)	the UE is served by NG-RAN and the UE is authorised to perform 5G ProSe UE-to-UE relay discovery in the PLMN as specified in clause 5; or
2)	the UE is authorised to perform 5G ProSe UE-to-UE relay discovery when not served by NG-RAN as specified in clause 5 and intends to use the provisioned radio resources for 5G ProSe UE-to-UE relay discovery; and
b)	the UE is configured with:
1)	the relay service code parameter identifying the connectivity service to be announced as specified in clause 5.2.7 and the indicated security procedure for 5G ProSe UE-to-UE relay for the relay service code is supported by the UE as per 3GPP TS 33.503 [34]; and
2)	the user info ID for the 5G ProSe UE-to-UE relay discovery as specified in clause 5.2.7;
otherwise, the UE is not authorised to perform the announcing UE procedure for UE-to-UE relay discovery.
The protected user info of 5G ProSe end UE(s) shall be available in the announcing UE to perform the announcing UE procedure for UE-to-UE relay discovery. The protected user info of 5G ProSe end UE(s) may be retrieved from a previous 5G ProSe UE-to-UE relay discovery response message, or from a previous 5G ProSe UE-to-UE relay communication. The announcing UE shall store the list of the protected user info of 5G ProSe end UE(s) based on the validity timer(s) derived from the bit length of UTC-based counter LSB contents of the UTC-based counter LSB IE associated with the protected user info of 5G ProSe end UE as specified in clause 6.1.3.3 of 3GPP TS 33.503 [34]. If the validity timer associated with a protected user info of 5G ProSe end UE expires, the announcing UE shall remove the protected user info of 5G ProSe end UE from the stored list of protected user info of 5G ProSe end UE(s).
Editor's Note:	It is FFS whether and how to retrieve the protected user info of 5G ProSe end UE via the existing direct link between the end UE and the relay UE.
Figure 8a.2.1.2.2.2.1 illustrates the interaction of the UEs in the announcing UE procedure for UE-to-UE relay discovery.


[bookmark: _CRFigure8a_2_1_2_2_2_1]Figure 8a.2.1.2.2.2.1: Announcing UE procedure for UE-to-UE relay discovery
When the UE is triggered by the upper layers to announce availability of a connectivity service provided by a 5G ProSe UE-to-UE relay, if the UE is authorised to perform the announcing UE procedure for UE-to-UE relay discovery, then the UE:
a)	if the UE is served by NG-RAN and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages for 5G ProSe UE-to-UE relay discovery as specified in 3GPP TS 38.331 [13], shall perform a service request procedure or mobility registration procedure as specified in 3GPP TS 24.501 [11];
b)	shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in clause 11.2.5;
c)	shall generate a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement according to clause 10.2.1. In the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement, the UE:
1)	shall set the announcer info parameter to the User info ID configured for the 5G ProSe UE-to-UE relay discovery, as specified in clause 5.2.7;
2)	shall set the relay service code parameter to the relay service code configured for the connectivity service to be announced, as specified in clause 5.2.7. If the UE is not served by NG-RANserved by the NG-RAN, the security procedures selection is based on the relay service codes configured at the UE. Otherwise, the selected relay service code configured at the UE shall be associated with the network assistance security indication indicating the security procedure without network assistance is to be used;
3)	shall set the direct discovery set parameter to a list of stored protected user info of 5G ProSe end UE(s) of which the associated relay service code is the same as the relay service code to be announced;
NOTE 0:	The 5G ProSe UE-to-UE relay UE announces protected user info of 5G ProSe end UEs in proximity only if the PC5 signal strength of the UEs in proximity measured by the 5G ProSe UE-to-UE relay is above the configured signal strength threshold as specified in 3GPP TS 38.331 [16]
4)	shall include the MIC field computed as described in 3GPP TS 33.503 [34];
5)	shall set the UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter;
6)	shall set the Resource status indicator bit of the status indicator parameter to indicate whether or not the UE has resources available to provide a connectivity service for 5G ProSe UE-to-UE relay for additional ProSe-enabled UEs; and
7)	shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.12;
d)	shall apply the DUIK, DUSK or DUCK with the associated encrypted bitmask for the relay service code for 5G ProSe UE-to-UE relay discovery, along with the UTC-based counter, to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.503 [34];
e)	shall set the destination layer-2 ID to the default destination layer-2 ID as specified in clause 5.2.7 and self-assign a source layer-2 ID for sending the 5G ProSe UE-to-UE relay discovery announcement; and
NOTE 1:	The UE implementation ensures that the value of the self-assigned source layer-2 ID is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication as specified in clause 7.2, is different from any other provisioned destination layer-2 ID(s) as specified in clause 5.2 and is different from any other self-assigned source layer-2 ID in use for a simultaneous 5G ProSe direct discovery procedure over PC5 with a different discovery model as specified in clause 6.2.14.2.2.2, clause 6.2.15.2.2.2, clause 8.2.1.3.1.2 and clause 8a.2.1.3.1.2.
f)	shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement to the lower layers for transmission over the PC5 interface with the source layer-2 ID, destination layer-2 ID and an indication that the message is for 5G ProSe direct discovery.
Until the UE is triggered by the upper layers to stop announcing availability of a connectivity service provided by a 5G ProSe UE-to-UE relay UE, or until the UE stops being authorised to perform the announcing UE procedure for UE-to-UE relay discovery,
a)	if the list of protected user info of 5G ProSe end UE(s) of which the associated relay service code is the same as the relay service code to be announced remains the same, the UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message along with the same source layer-2 ID, destination layer-2 ID, and an indication that the message is for 5G ProSe direct discovery to the lower layer for transmission, and
b)	if the list of protected user info of 5G ProSe end UE(s) of which the associated relay service code is the same as the relay service code to be announced in the UE is updated, for example, new protected user info of 5G ProSe end UE(s) are available, or one or more protected user info of 5G ProSe end UE(s) are removed due to the associated validity timer(s) have expired, the UE shall generate and protect a new PROSE PC5 DISCOVERY message containing the updated list of protected user info of 5G ProSe end UE(s) of which the associated relay service code are the same as the relay service code to be announced and pass the PROSE PC5 DISCOVERY message along with the source layer-2 ID, destination layer-2 ID, and an indication that the message is for 5G ProSe direct discovery to the lower layer for transmission.
NOTE 2:	The announcing UE can stop announcing UE procedure for UE-to-UE relay discovery for power saving by implementation specific means e.g. an implementation-specific maximum number of 5G ProSe direct links configured in the UE, or an implementation-specific timer expires.
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[bookmark: _Toc68196349][bookmark: _Toc59209020][bookmark: _Toc51951248][bookmark: _Toc45882698][bookmark: _Toc45282312][bookmark: _Toc34404463][bookmark: _Toc34388692][bookmark: _Toc25070714][bookmark: _Toc162969417]10.3.2.1	Message definition
This message is sent by a UE to another peer UE to accept the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message. See table 10.3.2.1.1.
Message type:	PROSE DIRECT LINK ESTABLISHMENT ACCEPT
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_2_1_1]Table 10.3.2.1.1: PROSE DIRECT LINK ESTABLISHMENT ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK ESTABLISHMENT ACCEPT message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Source user info
	Application layer ID
11.3.4
	M
	LV
	2-256

	
	Configuration of UE PC5 unicast user plane security protection

	Configuration of UE PC5 unicast user plane security protection
11.3.23
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	O
	TLV-E
	6-65538

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	62
	IP address configuration
	IP address configuration
11.3.6
	O
	TV
	2

	61
	Target link local IPv6 address

	Link local IPv6 address
11.3.7
	O
	TV
	17

	65
	UE-to-UE relay UE user info
	User info ID
11.3.39
	O
	TLV
	3-257

	2E
	Target 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8

	6E
	Target end UE IP address
	UE IP address
11.3.49m
	O
	TLV
	7-19
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[bookmark: _Toc68196354][bookmark: _Toc59209025][bookmark: _Toc51951250][bookmark: _Toc45882700][bookmark: _Toc45282314][bookmark: _Toc34404465][bookmark: _Toc34388694][bookmark: _Toc162969440]10.3.6.1	Message definition
This message is sent by the UE to another peer UE to initiate the direct link modification procedure. See table 10.3.6.1.1.
Message type:	PROSE DIRECT LINK MODIFICATION REQUEST
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_6_1_1]Table 10.3.6.1.1: PROSE DIRECT LINK MODIFICATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK MODIFICATION REQUEST message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Link modification operation code
	Link modification operation code
11.3.19
	M
	V
	1

	
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	M
	LV-E
	5-65537

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	66
	Source end UE info
	Application layer ID
11.3.4
	O
	TLV
	3-257

	67
	Target end UE info
	Application layer ID
11.3.4
	O
	TLV
	3-257

	2D
	Target end UE layer-2 ID
	Layer-2 ID
11.3.25
	O
	TV
	4

	33
	Source 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8

	9-
	Relay reselection indication
	Relay reselection indication
11.3.46
	O
	TV
	1

	2F
	List of candidates U2U relay UE info
	List of user info ID
11.3.47
	O
	TLV
	7-257

	30
	Source end UE IP address
	[bookmark: _Hlk131963863]UE IP address
11.3.49m
	O
	TLV
	7-19

	31
	List of target end UE IP addresses
	List of UE IP addresses
11.3.n
	O
	TLV
	9-257

	32
	List of candidates U2U relay UE layer-2 ID
	List of candidates U2U relay UE layer-2 IDs
11.3.48
	O
	TLV
	5-257

	50
	New MSBs of KNRP ID
	MSBs of KNRP ID 2
11.3.52
	O
	TLV
	4
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This message is sent by the UE to another peer UE to indicate that the link modification request is accepted. See table 10.3.7.1.1.
Message type:	PROSE DIRECT LINK MODIFICATION ACCEPT
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_7_1_1]Table 10.3.7.1.1: PROSE DIRECT LINK MODIFICATION ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK MODIFICATION ACCEPT message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	O
	TLV-E
	6-65538

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	66
	Source end UE info
	Application layer ID
11.3.4
	O
	TLV
	3-257

	67
	Target end UE info
	Application layer ID
11.3.4
	O
	TLV
	3-257

	2E
	Target 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8

	9
	Relay reselection indication
	Relay reselection indication
11.3.46
	O
	TV
	1

	34
	New 5G ProSe UE-to-UE relay UE info
	User info ID
11.3.39
	O
	TLV
	3-257

	30
	Source end UE IP address 
	UE IP address
11.3.49m 
	O
	TLV
	7-19

	35
	Target end UE IP address 
	UE IP address
11.3.49m
	O
	TLV
	7-19

	53
	Target end UE IP address for new relay
	UE IP address
11.3.49m
	O
	TLV
	7-19

	40
	New LSBs of KNRP ID
	LSBs of KNRP ID 2
11.3.53
	O
	TLV
	4
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[bookmark: _Toc162969467]10.3.7a.1	Message definition
This message is sent by the UE to another peer UE to acknowledge the direct link modification procedure. See table 10.3.7a.1.1.
Message type:	PROSE DIRECT LINK MODIFICATION ACK
Significance:	dual
Direction:	UE to peer UE
	UE to peer UE
[bookmark: _CRTable10_3_7a_1_1]Table 10.3.7a.1.1: PROSE DIRECT LINK MODIFICATION ACK message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK MODIFICATION ACK message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Relay reselection indication
	Relay reselection indication
11.3.46
	M
	TV
	1

	
	Source end UE IP address for new relay
	UE IP address
11.3.49m
	M
	LV
	6-18

	30
	Source end UE IP- address
	UE IP address
11.3.49m
	O
	TLV
	7-19

	35
	Target end UE IP- address
	UE IP address
11.3.49m
	O
	TLV
	7-19
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This message is sent by a UE to another peer UE to initiate the direct link identifier update procedure. See table 10.3.18.1.1.
Message type:	PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_18_1_1]Table 10.3.18.1.1: PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
11.3.13
	M
	V
	1

	
	Source layer-2 ID
	Layer-2 ID
11.3.25
	M
	V
	3

	27
	Source user info
	Application layer ID
11.3.4
	O
	TLV
	3-257

	60
	Source link local IPv6 address

	Link local IPv6 address
11.3.7
	O
	TV
	17

	30
	Source end UE IP address
	UE IP address
11.3.49
	O
	TLV
	7-19

	A-
	IP address/prefix needed indication
	IP address/prefix needed indication
11.3.42
	O
	TV
	1

	69
	List of target end UE user info
	List of application layer IDs
11.3.5634
	O
	TLV
	3-257

	6A
	List of target end UE IP addresses
	List of UE IP addresses
11.3.50
	O
	TLV
	17-257



* * * Next Change * * *

11.3.34	VoidList of application layer IDs
The purpose of the list of application layer IDs information element is to indicate a list of application layer IDs of the UEs.
The list of application layer IDs is a type 4 information element with a minimum length of 9 octets and a maximum length of 255 octets.
The List of application layer IDs information element is coded as shown in figure 11.3.34.1 and table 11.3.34.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	List of Application layer IDs IEI
	octet 1

	
Length of List of Application layer IDs contents
	octet 2



	
Application layer ID 1
	octet 3

octet u

	
Application layer ID 2
	octet u+1*

octet v*

	...
	octet v+1*

octet w*

	
Application layer ID n
	octet w+1*

octet x*


Figure 11.3.34.1: List of Application layer IDs information element
Table 11.3.34.1: List of Application layer IDs information element
	Application layer ID (octets 3 to u)

The Application layer ID is encoded as defined in Figure 11.3.4.1 from octet 3 and Table 11.3.4.1.
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[bookmark: _Toc162969694]11.3.56	List of application layer IDs
The purpose of the list of application layer IDs information element is to indicate a list of application layer IDs of the UEs.
The list of application layer IDs is a type 4 information element with a minimum length of 9 octets and a maximum length of 255 octets.
The List of application layer IDs information element is coded as shown in figure 11.3.56.1 and table 11.3.56.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	List of Application layer IDs IEI
	octet 1

	
Length of List of Application layer IDs contents
	octet 2



	
Application layer ID 1
	octet 3

octet u

	
Application layer ID 2
	octet u+1*

octet v*

	...
	octet v+1*

octet w*

	
Application layer ID n
	octet w+1*

octet x*


Figure 11.3.56.1: List of Application layer IDs information element
Table 11.3.56.1: List of Application layer IDs information element
	Application layer ID (octets 3 to u)

The Application layer ID is encoded as defined in Figure 11.3.4.1 from octet 3 and Table 11.3.4.1.
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