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[bookmark: _Toc145429612][bookmark: _Toc42179551][bookmark: _Toc42177199][bookmark: _Toc51245759][bookmark: _Toc42246824]7.3.2	Nnef_AKMA_ApplicationKey_Get service operation 
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* * * * First change * * * *
[bookmark: _Toc58850112][bookmark: _Toc59018492][bookmark: _Toc68169498][bookmark: _Toc114211654][bookmark: _Toc129209019]4.4.23.2	AKMA Application Key Request
In order to retrieve the AKMA application key, the AF shall send an HTTP POST request message to the resource URI "{apiRoot}/3gpp-akma/v1/retrieve". The HTTP POST request shall include the AkmaAfKeyRequest data structure that shall contain the identification of AF and an A-KID, and if the "RoamingRestiction" feature is supported, may contain a notification URI for the AF to receive notifications on the AKMA service disablement information.
Upon receipt of the corresponding HTTP POST message from the AF, if the AF's request is authorized by the NEF, then the NEF shall interact with the AAnF to retrieve the AKMA application key by using Naanf_AKMA service as defined in 3GPP TS 29.535 [38]. After receiving a successful response from the AAnF, the NEF shall respond to the AF with an HTTP "200 OK" status code, including a KAF and the expiration time of the KAF, and if "anonInd" attribute contained in AkmaAfKeyRequest data type is not set to "true" in the incoming request, optionally the GPSI (external ID) which may be translated from the SUPI received from the AAnF. The SUPI shall not be included in the response to the external AF. If the NEF receives an error response from the AAnF, the NEF shall respond to the AF with a proper error status code.
If the NEF receives a response from the AAnF with an HTTP "403 Forbidden" status code and the response message body including a ProblemDetails data structure with the "cause" attribute set to the "K_AKMA_NOT_PRESENT" or "ROAMING_AKMA_SERVICE_DENIED" application error, then the NEF shall relay this response to the AF.
* * * * Next changes * * * *
[bookmark: _Toc114211686][bookmark: _Toc136554411][bookmark: _Toc151992804][bookmark: _Toc151999584][bookmark: _Toc152158156][bookmark: _Toc153791034]4.4.23.3	AKMA Service Disablement Notification
This procedure is used by the NEF to notify a previously subscribed AF of AKMA service disablement information.
When AKMA related sessions have already been started (before roaming was detected), and as soon as the PLMN change is detected at the AAnF, the AAnF may execute AKMA service disablement procedure via the NEF based on the roaming policy to indicate to the AF that the AKMA service is disabled.
In order to notify an AF of AKMA service disablement, the NEF shall send an HTTP POST request message to the AF with the request body including the ServiceDisableNotif data structure.
Upon reception of this notification request, the AF shall acknowledge its successful reception by sending a response message with an HTTP "204 No Content" status code and may stop providing the AKMA service to the UE.
On failure, the AF shall take proper error handling actions, as specified in clause 5.14.7, and respond to the NEF with an appropriate error status code.
* * * * Next changes * * * *
[bookmark: _Toc58850452][bookmark: _Toc59018832][bookmark: _Toc68169844][bookmark: _Toc114212134][bookmark: _Toc136554883][bookmark: _Toc151993323][bookmark: _Toc152000103][bookmark: _Toc152158675][bookmark: _Toc153791553][bookmark: _Toc58850459][bookmark: _Toc59018839][bookmark: _Toc68169851][bookmark: _Toc114212141][bookmark: _Toc136554890][bookmark: _Toc151993330][bookmark: _Toc152000110][bookmark: _Toc152158682][bookmark: _Toc153791560][bookmark: _Toc114212149][bookmark: _Toc129209512]5.14.4	Notifications
There are no notifications defined for this API in this release of the specification.
[bookmark: _Toc114212342][bookmark: _Toc136555093][bookmark: _Toc151993539][bookmark: _Toc152000319][bookmark: _Toc152158924][bookmark: _Toc153791802]5.14.4.1	General
Notifications shall comply to clause 5.2.5 of 3GPP TS 29.122 [4].
Table 5.14.4.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	AKMA Service Disablement Notification
	{notifUri}
	POST
	Enable the NEF to notify a previously subscribed AF of the disablement of the AKMA service for the UE.



[bookmark: _Toc114212343][bookmark: _Toc136555094][bookmark: _Toc151993540][bookmark: _Toc152000320][bookmark: _Toc152158925][bookmark: _Toc153791803]* * * * Next changes * * * *
5.14.4.2	AKMA Service Disablement Notification
[bookmark: _Toc114212344][bookmark: _Toc136555095][bookmark: _Toc151993541][bookmark: _Toc152000321][bookmark: _Toc152158926][bookmark: _Toc153791804]5.14.4.2.1	Description
The AKMA Service Disablement Notification is used by the NEF to notify the AF of AKMA service disablement for the UE.
[bookmark: _Toc114212345][bookmark: _Toc136555096][bookmark: _Toc151993542][bookmark: _Toc152000322][bookmark: _Toc152158927][bookmark: _Toc153791805]5.14.4.2.2	Target URI
The Callback URI "{notifUri}" shall be used with the callback URI variables defined in table 5.14.4.2.2-1.
Table 5.14.4.2.2-1: Callback URI variables 
	Name
	Definition

	notifUri
	Callback URI provided by the AF during retrievel of AKMA application key as defined in table 5.14.3.2.2-1.



[bookmark: _Toc114212346][bookmark: _Toc136555097][bookmark: _Toc151993543][bookmark: _Toc152000323][bookmark: _Toc152158928][bookmark: _Toc153791806]* * * * Next changes * * * *
5.14.4.2.3	Operation Definition
This method shall support the request data structures specified in table 5.14.4.2.3.1-1 and the response data structures and response codes specified in table 5.14.4.2.3-2.
Table 5.14.4.2.3-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ServiceDiableNotif
	M
	1
	Represents the AKMA Service Disablement Notification.



Table 5.14.4.2.3-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Successful case. The notification is received successfully and processed.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection.

The response shall include a Location header field containing an alternative URI representing the end point of an alternative AF towards which the notification should be sent.

Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [4].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection.

The response shall include a Location header field containing an alternative URI representing the end point of an alternative AF towards which the notification should be sent.

Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [4].

	NOTE:	The mandatory HTTP error status codes for the HTTP POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [4] shall also apply.



Table 5.14.4.2.3-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI representing the end point of an alternative AF towards which the notification should be redirected.



Table 5.19.4.2.3-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains an alternative URI representing the end point of an alternative AF towards which the notification should be redirected.



* * * * Next changes * * * *
[bookmark: _Toc58850454][bookmark: _Toc59018834][bookmark: _Toc68169846][bookmark: _Toc114212136][bookmark: _Toc136554885][bookmark: _Toc151993325][bookmark: _Toc152000105][bookmark: _Toc152158677][bookmark: _Toc153791555]5.14.5.1	General
This clause specifies the application data model supported by the AKMA API. Table 5.14.5.1-1 specifies the data types defined for the AKMA API.
Table 5.14.5.1-1: AKMA API specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	AkmaAfKeyRequest
	5.14.5.3.2
	Represents AKMA application key retrieval request information.
	

	AkmaAfKeyData
	5.14.5.3.3
	Represents AKMA application key information.
	

	ServiceDisableNotif
	5.15.5.3.4
	Represents a AKMA service disable information.
	



* * * * Next changes * * * *
[bookmark: _Toc58850455][bookmark: _Toc59018835][bookmark: _Toc68169847][bookmark: _Toc114212137][bookmark: _Toc136554886][bookmark: _Toc151993326][bookmark: _Toc152000106][bookmark: _Toc152158678][bookmark: _Toc153791556]5.14.5.2	Reused data types
The data types reused by the AKMA API from other specifications are listed in table 514.5.2-1. 
Table 5.14.5.2-1: Re-used Data Types
	Data type
	Reference
	Comments

	DateTime
	3GPP TS 29.122 [4]
	Represents a data and a time.

	Gpsi
	3GPP TS 29.571 [8]
	Represents a GPSI.

	ProblemDetails
	3GPP TS 29.122 [4]
	Represents error related information.

	Supi
	3GPP TS 29.571 [8]
	Represents a SUPI.

	SupportedFeatures
	3GPP TS 29.571 [8]
	Used to negotiate the applicability of the optional features.

	Uri
	3GPP TS 29.122 [4]
	Represents a URI.



* * * * Next changes * * * *
[bookmark: _Toc58850458][bookmark: _Toc59018838][bookmark: _Toc68169850][bookmark: _Toc114212140][bookmark: _Toc136554889][bookmark: _Toc151993329][bookmark: _Toc152000109][bookmark: _Toc152158681][bookmark: _Toc153791559]5.14.5.3.2	Type: AkmaAfKeyRequest
Table 5.14.5.3.2-1: Definition of type AkmaAfKeyRequest
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability
(NOTE)

	afId
	AfId
	M
	1
	Identification of AF
	

	aKId
	AKId
	M
	1
	A-KID
	

	anonInd
	Boolean
	O
	0..1
	[bookmark: _Hlk112445750]Indicates whether an anonymous user access. Set to "true" if an anonymous user access is requested; otherwise set to "false".
Default value is "false" if omitted.
	

	notifiUri
	Uri
	O
	0..1
	Contains the notification URI via which the AF desires to receive notifications on AKMA service disablement.
	RoamingRestriction

	suppFeat
	SupportedFeatures
	O
	0..1
	Indicates the list of Supported features used as described in clause 5.14.6.
	

	NOTE:	Properties marked with a feature as defined in clause 5.14.6 are applicable as described in clause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.



* * * * Next changes * * * *
5.14.5.3.3	Type: AkmaAfKeyData
Table 5.14.5.3.3-1: Definition of type AkmaAfKeyData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability
(NOTE)

	kaf
	String
	M
	1
	KAF
	

	expiry
	DateTime
	M
	1
	Expiration time of KAF.
	

	gpsi
	Gpsi
	O
	0..1
	Indicates an external ID of the UE. (NOTE 2, NOTE 3x)
	

	supi
	Supi
	C
	0..1
	Indicates the SUPI of the UE. (NOTE 2)
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Indicates the features supported by both the AF and the NEF.
	

	NOTE 1:	Properties marked with a feature as defined in clause 5.14.6 are applicable as described in clause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.
NOTE 2:	When the "AkmaAfKeyData" data structure is used in the current release of this specification, the "gpsi" attribute may be included and the "supi" attribute is not applicable.
NOTE 3 	When the "anonInd" attribute contained in AkmaAfKeyRequest data type is set to "true" in the incoming request, the "gpsi" attribute shall not be included.



* * * * Next changes * * * *
5.14.5.3.4	Type: ServiceDisableNotif
Table 5.14.5.3.4-1: Definition of type ServiceDisableNotif
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability


	aKId
	AKId
	M
	1
	Contains the A-KID.
	RoamingRestriction



* * * * Next changes * * * *
[bookmark: _Toc58850463][bookmark: _Toc59018843][bookmark: _Toc68169855][bookmark: _Toc114212145][bookmark: _Toc136554894][bookmark: _Toc151993334][bookmark: _Toc152000114][bookmark: _Toc152158686][bookmark: _Toc153791564]5.14.6	Used Features
The table below defines the features applicable to the AKMA API. Those features are negotiated as described in clause 5.2.7 of 3GPP TS 29.122 [4].
Table 5.14.6-1: Features used by AKMA API
	Feature number
	Feature Name
	Description

	[bookmark: MCCQCTEMPBM_00000211]1
	RoamingRestriction
	This feature indicates the support of roaming UE detection by the network and the denial of the AKMA services to roaming UEs.

	[bookmark: MCCQCTEMPBM_00000212]
	
	



* * * * Next changes * * * *
5.14.7.3	Application Errors
The application errors defined for the AKMA API are listed in table 5.14.7.3-1.
Table 5.14.7.3-1: Application errors
	Application Error
	HTTP status code
	Description
	Applicability

	K_AKMA_NOT_PRESENT
	403 Forbidden
	Indicates that the KAKMA identified by the A-KID provided in the AKMA Application Key retrieval request body is not present at the AAnF.
	

	ROAMING_AKMA_SERVICE_DENIED
	403 Forbidden
	Indicates that the Network identifies the request is for a Roaming UE and denies the AKMA service.
	RoamingRestriction



* * * * Next changes * * * *
[bookmark: _Toc11247941][bookmark: _Toc27045123][bookmark: _Toc36034174][bookmark: _Toc45132322][bookmark: _Toc49776607][bookmark: _Toc51747527][bookmark: _Toc58850480][bookmark: _Toc59018860][bookmark: _Toc68169872][bookmark: _Toc114212754][bookmark: _Toc122117143]A.12	AKMA API
openapi: 3.0.0
info:
  title: 3gpp-akma
  version: 1.1.0-alpha.1
  description: |
    API for AKMA.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
externalDocs:
  description: >
    3GPP TS 29.522 V18.3.0; 5G System; Network Exposure Function Northbound APIs.
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 5.2.4 of 3GPP TS 29.122.
paths:
  /retrieve:
    post:
      summary: Retrieve AKMA Application Key Information.
[bookmark: MCCQCTEMPBM_00000064]      operationId: RetrieveAKMAAppKey
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaAfKeyData'
        '204':
          description: No Content.
        '307':
          $ref: 'TS29122_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29122_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
      callbacks:
        ServiceDisablementNotification:
          '{$request.body#/notifUri}':
            post:
              requestBody:	
                description: >
                  Represents the AKMA service disablement information.
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/ServiceDisableNotif'
              responses:
                '204':
                  description: No content. The notification is successfully received and processed.
                '307':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes:
            nnef-akma:gpsi-access: >
              Return GPSI in the AKMA Application Key information for the UE.

  schemas: 
    AkmaAfKeyRequest:
      description: >
        Represents the parameters to request the retrieval of AKMA Application Key information.
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        notifUri:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        afId:
          $ref: '#/components/schemas/AfId'
        aKId:
          $ref: '#/components/schemas/AKId'
        anonInd:
          type: boolean
          description: >
            Indicates whether an anonymous user access. Set to "true" if an anonymous user access is 
            requested; otherwise set to "false". Default value is "false" if omitted.
          default: false
      required:
        - afId
        - aKId

    AkmaAfKeyData:
      description: Represents AKMA Application Key information data.
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        expiry:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        kaf:
          type: string
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      required:
        - kaf
        - expiry

    ServiceDisableNotif:
      description: Represents the AKMA Service Disable Notification.
      type: object
      properties:
        aKId:
          $ref: '#/components/schemas/AKId'
      required:
        - aKId


#Simple Data types

    AfId:
      description: Represents an AF identifier.
      type: string
    AKId:
      description: Represents an AKMA Key Identifier.
      type: string

* * * * End of changes * * * *
