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* * * First Change * * * *

[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc42953832][bookmark: _Toc43463149][bookmark: _Toc49847761][bookmark: _Toc56497890][bookmark: _Toc119699198][bookmark: _Toc155093559]5.1	Introduction
The NSSAAF offers the following services via the Nnssaaf interface:
-	Nnssaaf_NSSAA Service
-	Nnssaaf_AIW Service
Table 5.1-1 summarizes the corresponding APIs defined for this specification.
[bookmark: _CRTable5_11]Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nnssaaf_NSSAA
	5.2
	Slice-specific authentication and authorization service
	TS29526_Nnssaaf_NSSAA.yaml
	nnssaaf-nssaa
	A.2

	Nnssaaf_AIW
	5.3x
	AAA Interworking service
	TS29526_Nnssaaf_AIW.yaml
	nnssaaf-aiw
	A.3



* * * Next Change * * * *

[bookmark: _Toc82711322][bookmark: _Toc119699214][bookmark: _Toc155093575]5.3.2.2.1	General
The Authenticate service operation permits the NF Service Consumer (i.e., the AUSF) to perform authentication and authorization for a given UE towards an AAA Server.
The NF Service Consumer (i.e., the AUSF) shall send a POST request to the resource representing authentication collection (i.e., …/authentications) to request the NSSAAF to create the corresponding resource context and perform primary authentication and authorization.


[bookmark: _CRFigure5_3_2_2_11]Figure 5.3.2.2.1-1: AAA Interworking Authentication and Authorization
1.	The NF Service Consumer (AUSF) shall send a POST request (AuthInfo) to the NSSAAF, targeting the resource of authentication collection (i.e. …/authentications), to perform authentication and authorization.
The payload content of the body request shall contain the authentication information, which may includesinclude:
-	UE ID (i.e. SUPI)
-	EAP-ID Response message
-	EAP-TTLS Inner Method Container
2.	The NSSAAF creates an authentication context for the UE and starts the authentication and authorization procedure. The NSSAAF shall send an authentication request message to the AAA-S. Depending on the result, either step 3a or step 3b is performed. The NSSAAF obtains the AAA-S address from local configuration.
3a.	On success, "201 Created" shall be returned (AuthContext). The "Location" header shall contain the URI of the created resource (e.g. .../ authentications/{authCtxId}). The payload bodycontent of the response shall contain the authentication context, which includes the EAP message generated by the AAA-S.
3b.	On failure, one of the HTTP status code listed in Table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.7.3-1.
4.	Once receiving EAP message from the UE, the NF Service Consumer (i.e., the AUSF) shall send a PUT request (AuthConfirmationData) to the NSSAAF, targeting the resource of the authentication context (i.e. …/authentications/{authCtxId}).
The content of the request payload body shall carry the authentication confirmation data which includes:
-	UE ID (i.e., SUPI)
-	EAP Message (which is received from the UE)
5.	The NSSAAF shall forward the EAP Message to the AAA-S to confirm the authentication and authorization. Depending on the result, either step 6a or step 6b is performed.
6a.	On success, "200 OK" shall be returned (AuthConfirmationResponse). The content of the response payload body shall contain the authentication confirmation response, which includes the EAP message (e.g., EAP success/failure message) generated by the AAA-S.
If the UE is authenticated, the NSSAAF shall set the "authResult" attribute to "EAP_SUCCESS"; the response message shall contain the MSK received from the AAA-S and may contain the address of the SNPN UE onboarding Provisioning Servers (PVS).
If failed to authenticate the UE, the "authResult" attribute shall be set to "EAP_FAILURE".
If subsequent EAP message exchange is needed between the UE and the NSSAAF (AAA-S), the NSSAAF shall not include AuthResult in the response message.
6b.	On failure or redirection, one of the HTTP status codes listed in Table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.7.3-1.
7-9.	If subsequent EAP message exchange is needed between the UE and the NSSAAF to finish the EAP based authentication, steps 7-9 are performed. On failure or redirection, one of the HTTP status codes listed in Table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.7.3-1.
In above steps, if there is no expected response from the AAA-S in the case of time out, the NSSAAF shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "TIMED_OUT_REQUEST".

* * * Next Change * * * *

[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc42953858][bookmark: _Toc43463175][bookmark: _Toc49847787][bookmark: _Toc56497916][bookmark: _CR6_1_3_2_3_1]6.1.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
[bookmark: _CRTable6_1_3_2_3_11]Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
[bookmark: _CRTable6_1_3_2_3_12]Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthInfo
	M
	1
	Contains the GPSI, S-NSSAI, and EAP ID Response from the UE, etc.



[bookmark: _CRTable6_1_3_2_3_13]Table 6.1.3.2.3.1-3: Data structures supported by the  POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SliceAuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF for the requested slice-specific authentication and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	OO
	0..1
	307 Temporary Redirect
	Temporary redirection.
(NOTE 2)

	RedirectResponse
	OO
	0..1
	308 Permanent Redirect
	Permanent redirection.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start slice-specific authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE or the slice is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- SLICE_AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



[bookmark: _CRTable6_1_3_2_3_14]Table 6.1.3.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



[bookmark: _CRTable6_1_3_2_3_15]Table 6.1.3.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	URI
	M
	1
	URI of created resource for the slice authentication context.
The URI structure is defined in clause 6.1.3.3.1.



[bookmark: _CRTable6_1_3_2_3_16]Table 6.1.3.2.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].



[bookmark: _CRTable6_1_3_2_3_17]Table 6.1.3.2.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].



* * * Next Change * * * *

[bookmark: _CR6_2_3_2_3_1]6.2.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.2.3.2.3.1-1.
[bookmark: _CRTable6_2_3_2_3_11]Table 6.2.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.2.3.1-2 and the response data structures and response codes specified in table 6.2.3.2.3.1-3.
[bookmark: _CRTable6_2_3_2_3_12]Table 6.2.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthInfo
	M
	1
	Contains the SUPI, EAP ID Response from the UE, etc.



[bookmark: _CRTable6_2_3_2_3_13]Table 6.2.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF for the requested authentication and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	OO
	0..1
	307 Temporary Redirect
	Temporary redirection.
(NOTE 2)

	RedirectResponse
	OO
	0..1
	308 Permanent Redirect
	Permanent redirection.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



[bookmark: _CRTable6_2_3_2_3_14]Table 6.2.3.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



[bookmark: _CRTable6_2_3_2_3_15]Table 6.2.3.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	URI
	M
	1
	URI of created resource for the authentication context.
The URI structure is defined in clause 6.2.3.3.1.



[bookmark: _CRTable6_2_3_2_3_16]Table 6.2.3.2.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].



[bookmark: _CRTable6_2_3_2_3_17]Table 6.2.3.2.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].



* * * Next Change * * * *

[bookmark: _Toc119699295][bookmark: _Toc155093657]6.2.6.2.3	Type: AuthContext
[bookmark: _CRTable6_2_6_2_31]Table 6.2.6.2.3-1: Definition of type AuthContext
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.
	

	authCtxId
	AuthCtxId
	M
	1
	Indicates the resource ID uniquely identifying the authentication context, generated by the NSSAAF.
	

	eapMessage
	EapMessage
	C
	0..1
	Contains the EAP message to be sent to the UE. (NOTE)
	

	ttlsInnerMethodContainer
	EapMessage
	C
	0..1
	Contains the EAP-TTLS inner method messages. It is included when EAP-TTLS is used, after the initial EAP exchange. (NOTE)
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.2.9 is supported.
	

	NOTE:	Either eapMessage eapIdRsp or ttlsInnerMethodContainer shall be present, but not both.



* * * End of Changes * * * *
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