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* * * First Change * * * *
6.1.6.2.129	Type: NFProfileRegistrationError
Table 6.1.6.2.129-1: Definition of type NFProfileRegistrationError as a list of to be combined data types
	Data type
	Cardinality
	Description
	Applicability

	ProblemDetails
	1
	Detail information of the problem
	

	SharedDataIdList
	0..1
	Additional information to be returned in error response: 
List of shared data IDs.
	Shared-Data-Registrationtrieval



[bookmark: _Toc160358298]* * * Next Change * * * *
6.1.6.2.130	Type: SharedDataIdList
Table 6.1.6.2.130-1: Definition of type SharedDataIDList
	Attribute name
	Data type
	P
	Cardinality
	Description

	sharedDataIds
	array(string)
	OM
	1..N
	List of strings, each uniquely identifying SharedData. The format of the string shall be a Universally Unique Identifier (UUID) version 4, as described in IETF RFC 4122 [18]. The hexadecimal letters should be formatted as lower-case characters by the sender, and they shall be handled as case-insensitive by the receiver.
Example: 
"4ace9d34-2c69-4f99-92d5-a73a3fe8e23b"




[bookmark: _Toc160358299]* * * Next Change * * * *
[bookmark: _Toc24937776][bookmark: _Toc33962596][bookmark: _Toc42883365][bookmark: _Toc49733233][bookmark: _Toc56690883][bookmark: _Toc160358397]6.2.8	Security
As indicated in clause 13.3 of 3GPP TS 33.501 [15], when static authorization is not used, the access to the Nnrf_NFDiscovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used on the Nnrf_NFDiscovery API, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.
The Nnrf_NFDiscovery API defines the following scopes for OAuth2 authorization:
Table 6.2.8-1: Oauth2 scopes defined in Nnrf_NFDiscovery API
	Scope
	Description

	"nnrf-disc"
	Access to the Nnrf_NFDiscovery API

	"nnrf-disc:scp-domain:read"
	Access to read the scp-domain-routing-info resource

	"nnrf-disc:scp-domain-subs:write"
	Access to create/delete a scp-domain subscription resource

	"nnrf-disc:nf-instances:read-complete-profile"
	Access to the Nnrf_NFDiscovery API enabling the discovery of the complete profile of NF instances

	"nnrf-disc:shared-data:read"
	Access to read the shared data resource

	"nnrf-disc:shared-data-subscriptions:write"
	Access to create/delete a shared data subscription resource



[bookmark: _Toc24937777][bookmark: _Toc33962597][bookmark: _Toc42883366][bookmark: _Toc49733234][bookmark: _Toc56690884][bookmark: _Toc160358398]* * * Next Change * * * *
[bookmark: _Toc24937836][bookmark: _Toc33962656][bookmark: _Toc42883425][bookmark: _Toc49733293][bookmark: _Toc56690943][bookmark: _Toc160358463]A.2	Nnrf_NFManagement API
openapi: 3.0.0

*************text not shown for clarity*******************


  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '/oauth2/token'
          scopes:
            nnrf-nfm: Access to the Nnrf_NFManagement API
            nnrf-nfm:nf-instances:read: >
              Access to read the nf-instances resource, or an individual NF Instance ID resource
            nnrf-nfm:subscriptions:subs-complete-profile: >
              Access to subscribe to the complete profile of NF instances
            nnrf-nfm:nf-instance:write: >
              Access to write (create, update, delete) an individual NF Instance ID resource
            nnrf-nfm:shared-data:read: >
              Access to read shared data
            nnrf-nfm:shared-data:write: >
              Access to write (create, update, delete) shared data

*************text not shown for clarity*******************

* * * End of Change * * * *
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