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Normative references

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.

-
A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

-
For this Release 1998 document, references to GSM documents are for Release 1998 versions (version 7.x.y).

[1]
GSM 01.02: "Digital cellular telecommunications system (Phase 2+); General description of a GSM Public Land Mobile Network (PLMN)".

[2]
GSM 01.04: "Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms".

[3]
GSM 02.07: "Digital cellular telecommunications system (Phase 2+); Mobile Stations (MS) features".

[4]
GSM 02.09: "Digital cellular telecommunications system (Phase 2+);  Security aspects".

[5]
GSM 02.11: "Digital cellular telecommunications system (Phase 2+);  Service accessibility".

[6]
GSM 02.17: "Digital cellular telecommunications system (Phase 2+); Subscriber Identity Modules (SIM) Functional characteristics".

[7]
GSM 02.24: "Digital cellular telecommunications system (Phase 2+);  Description of Charge Advice Information (CAI)".

[8]
GSM 02.30: "Digital cellular telecommunications system (Phase 2+); Man‑Machine Interface (MMI) of the Mobile Station (MS)".

[9]
GSM 02.86: "Digital cellular telecommunications system (Phase 2+); Advice of charge (AoC) Supplementary Services ‑ Stage 1".

[10]
GSM 03.03: "Digital cellular telecommunications system (Phase 2+); Numbering, addressing and identification".

[11]
GSM 03.20: "Digital cellular telecommunications system (Phase 2+); Security related network functions".

[12]
GSM 03.38: "Digital cellular telecommunications system (Phase 2+); Alphabets and language‑specific information".

[13]
GSM 03.40: "Digital cellular telecommunications system (Phase 2+); Technical realization of the Short Message Service (SMS) Point‑to‑Point (PP)".

[14]
GSM 03.41: "Digital cellular telecommunications system (Phase 2+); Technical realization of Short Message Service Cell Broadcast (SMSCB)".

[15]
GSM 04.08: "Digital cellular telecommunications system (Phase 2+); Mobile radio interface layer 3 specification".

[16]
GSM 04.11: "Digital cellular telecommunications system (Phase 2+); Point‑to‑Point (PP) Short Message Service (SMS) support on mobile radio interface".

[17]
GSM 09.91: "Digital cellular telecommunications system (Phase 2+); Interworking aspects of the Subscriber Identity Module ‑ Mobile Equipment (SIM ‑ ME) interface between Phase 1 and Phase 2".

[18]
CCITT Recommendation E.118: "The international telecommunication charge card".

[19]
CCITT Recommendation E.164: "Numbering plan for the ISDN era".

[20]
CCITT Recommendation T.50: "International Alphabet No. 5". (ISO 646: 1983, "Information processing ‑ ISO 7‑bits coded characters set for information interchange".)

[21]
ISO/IEC 7810 (1995): "Identification cards ‑ Physical characteristics".

[22]
ISO/IEC 7811‑1 (1995): "Identification cards ‑ Recording technique ‑ Part 1: Embossing".

[23]
ISO/IEC 7811‑3 (1995): "Identification cards ‑ Recording technique ‑ Part 3: Location of embossed characters on ID‑1 cards".

[24]
ISO/IEC 7816‑1 (1998): "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 1: Physical characteristics".

[25]
ISO/IEC 7816‑2 (1988): "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 2: Dimensions and locations of the contacts".

[26]
ISO/IEC 7816‑3 (1997): "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 3: Electronic signals and transmission protocols".

[27]
GSM 11.14: "Digital cellular telecommunications system (Phase 2+); Specification of the SIM Application Toolkit for the Subscriber Identity Module ‑ Mobile Equipment (SIM ‑ ME) interface".

[28]
GSM 11.12: "Digital cellular telecommunications system (Phase 2); Specification of the 3 Volt Subscriber Identity Module ‑ Mobile Equipment (SIM ‑ ME) interface".

[29]
GSM 02.22: "Digital cellular telecommunications system (Phase 2+); Personalization of GSM Mobile Equipment (ME) Mobile functionality specification".

[30]
ISO 639 (1988): "Code for the representation of names of languages".

[31]
ISO/IEC 10646-1 (1993): "Information technology -- Universal Multiple-Octet Coded Character Set (UCS) -- Part 1: Architecture and Basic Multilingual Plane".

[32]
GSM 03.60: "Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service description; Stage 2".

[33]
GSM 03.73: "Digital cellular telecommunications system (Phase 2+); Support of Localised Service Area (SoLSA); Service description; Stage 2".

[34]
GSM 11.19: "Digital cellular telecommunications system (Phase 2+); Specification of the Cordless Telephony System Subscriber Identity Module for both Fixed Part and Mobile Station".

[35]
ISO/IEC 7816‑4 (1995): "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 4: Interindustry commands for interchange".

[36]
TIA/EIA-136-005: "Introduction, Identification, and Semi-Permanent Memory, November 1998".

[37]
TIA/EIA-136-123-A: "Digital Control Channel Layer 3, November 1998".

[38]
TIA/EIA-136-140-A: "Analogue Control Channel, November 1998".

[39]
TIA/EIA-136-510-A: "Authentication, Encryption of Signaling Information/User Data and Privacy, November 1998".

[40]
ANSI TIA/EIA-41: "Cellular Radio Telecommunications Intersystem Operations".

[41]
EIA/TIA-553: "Mobile Station-Land Station Compatibility Specification".
[42]
TR45AHAG “Common Cryptographic Algorithms, Revision C,” October 27, 1998 
3.2
Abbreviations

For the purpose of the present document, the following abbreviations apply, in addition to those listed in GSM 01.04 [2]:

A3
Algorithm 3, authentication algorithm; used for authenticating the subscriber

A5
Algorithm 5, cipher algorithm; used for enciphering/deciphering data

A8
Algorithm 8, cipher key generator; used to generate Kc
A38
A single algorithm performing the functions of A3 and A8

ACM
Accumulated Call Meter

ADN
Abbreviated Dialling Number

ADM
Access condition to an EF which is under the control of the authority which creates this file
AHAG
Ad-Hoc Authentication Group
A-Key
Authentication Key
ALW
ALWays

AMPS
Analogue Mobile Phone System 

ANSI
American National Standards Institute

AoC
Advice of Charge

APDU
Application Protocol Data Unit

ATR
Answer To Reset

BCCH
Broadcast Control CHannel

BCD
Binary Coded Decimal

BDN
Barred Dialling Number

BTS
Base Transmitter Station

CB
Cell Broadcast

CBMI
Cell Broadcast Message Identifier

CCITT
The International Telegraph and Telephone Consultative Committee (now also known as the ITU Telecommunications Standardization sector)

CCP
Capability/Configuration Parameter

CHV
Card Holder Verification information; access condition used by the SIM for the verification of the identity of the user

CLA
CLAss

CNL
Co‑operative Network List

CTS
Cordless Telephony System

DCK
De‑personalization Control Keys

DCS
Digital Cellular System

DF
Dedicated File (abbreviation formerly used for Data Field)

DTMF
Dual Tone Multiple Frequency

ECC
Emergency Call Code

EF
Elementary File

EIA
Electronics Industries Alliance (North America)

ETSI
European Telecommunications Standards Institute

eMLPP
enhanced Multi‑Level Precedence and Pre‑emption Service

etu
elementary time unit

FDN
Fixed Dialling Number

GAIT
GSM/ANSI-136 Interoperability Team

GSM
Global System for Mobile communications

HPLMN
Home PLMN

IC
Integrated Circuit

ICC
Integrated Circuit(s) Card

ID
IDentifier

IEC
International Electrotechnical Commission

IMSI
International Mobile Subscriber Identity

ISO
International Organization for Standardization

Kc
Cryptographic key; used by the cipher A5

Ki
Subscriber authentication key; the cryptographic key used by the authentication algorithm, A3, and cipher key generator, A8

LAI
Location Area Information; information indicating a cell or a set of cells

lgth
The (specific) length of a data unit

LND
Last Number Dialled

LSA
Localised Service Area

LSA ID
Localised Service Area Identity

LSB
Least Significant Bit

MCC
Mobile Country Code

ME
Mobile Equipment

MF
Master File

MMI
Man Machine Interface

MNC
Mobile Network Code

MS
Mobile Station

MSISDN
Mobile Station international ISDN number

MSB
Most Significant Bit

NAM
Numeric Assignment Module

NET
NETwork

NEV
NEVer

NPI
Numbering Plan Identifier

OFM
Operational Feature Monitor

OTA
Over The Air

PDC
Personal Digital Communications

PIN/PIN2
Personal Identification Number / Personal Identification Number 2 (obsolete terms for CHV1 and CHV2, respectively)

PLMN
Public Land Mobile Network

PPS
Protocol and Parameter Select (response to the ATR)

PUK/PUK2
PIN Unblocking Key / PIN2 Unblocking Key (obsolete terms for UNBLOCK CHV1 and UNBLOCK CHV2, respectively)

RAND
A RANDom challenge issued by the network

RFU
Reserved for Future Use

SDN
Service Dialling Number

SID
System IDentity

SIM
Subscriber Identity Module

SMS
Short Message Service

SoLSA
Support of Localised Service Area

SRES
Signed RESponse calculated by a SIM

SSC
Supplementary Service Control string

SW1/SW2
Status Word 1 / Status Word 2

TIA
Telecommunications Industries Association (North America)

TMSI
Temporary Mobile Subscriber Identity

TON
Type Of Number

TP
Transfer layer Protocol

TPDU
Transfer Protocol Data Unit

TS
Technical Specification

UNBLOCK CHV1/2
 value to unblock CHV1/CHV2

VBS
Voice Broadcast Service

VGCS
Voice Group Call Service

VPLMN
Visited PLMN

H.2
Authentication Functionality

H.2.1
A-KEY  (ANSI-41 Authentication Key)

The A-Key is only accessible to the algorithm used for Key generation. The A-Key may be programmed into the SIM directly by the service provider, or it may be programmed into the SIM through a specific over the air procedure. The A-Key is not accessible by the mobile equipment, therefore the method of storage on the SIM is not specified in this document. The SIM command A-KEY_VALIDATION is used to store the A-Key on the SIM. 
H.2.3
Validation and Storage of entered A-Key
The SIM only stores the A-Key after successful verification (see Common Cryptographic Algorithms, Revision C,” October 27, 1998, TR45AHAG [42]). The following parameters are specified:
COMMAND
CLASS
INS
P1
P2
P3

A-KEY_VALIDATION
'A0'
'86'
'00'
'00'
'12'

Command parameters/data:

Byte(s)
Description
Length

1‑ 13
Authentication digits string  (first digit in Most-Significant nibble of byte 1, last digit in Least-Significant nibble of Byte 12, for a total of 26 digits
13

14
Use ME ESN = ‘00’
1

15-18
ESN
4

The following table specifies the coding of the status words SW1 and SW2 returned from the SIM
SW1
SW2
Description

'90'
'00'
‑ Normal ending of the command

'98'
'04'
‑ Unsuccessful verification.

