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Security Aspects

The security is visible from two perspectives. The application that resides in the UICC is protected by user authentication, PIN. The security attributes are associated with files and objects in the UICC. An application is in fact a set of files under one or several DFs. The application is made up of files associated with the same security attributes, i.e. key references. This implies that the security environment in an application consists of those files that have the same security attributes assigned to them. The security attributes can be referenced on a global or local level. Global attributes may be referenced implicitly from any location in the card. A local security attribute can only be referenced from the DF level, in this case from the application DF level.

Access Conditions

The access condition of a file is made up of a set of commands that can be performed on the file and the security condition to be satisfied for the command to be successfully executed. The commands are categorised in ISO/IECI 7816-9 and can be grouped as follows: Read & Search, Update & Erase, File manipulation commands (Create/Terminate/Activate/Deactivate/Delete File). Furthermore it is possible to specify the access conditions within a DF for the execution of certain commands. Basically a list of each command together with the security condition to be fulfilled. This is of course not a very useful approach, as it would increase the size of the File Control Parameters (FCP) significantly. One could think of restricting the use of the authentication command only to be executable in DF where one ends up after having selected the application.

The definition of an application is something that can be selected. This is usually a DF, which can be called the application DF. The application can be composed of several subdirectories if necessary and elementary files associated with them. Usually this is a hierarchical tree where the security condition verified at the application level DF gives access to almost all files under this DF. This is the traditional application implementation. One should however remember that each of the files under this DF has their own access conditions. They however happens to be the same as for the DF and the are all located under the application DF. This means that the path to each file contains the application DF as part of the path. 

For sharing data the files that are to be shared must have the access conditions of each of the application DFs that are going to access this shared information. The only difference here is that the application DF is not part of the path to these files i.e. they are not hierarchically residing "within the application". This seems to be the key issue that there is a requirement of this hierarchy to be present for access rights. I have not been able to verify that this is really a requirement in ISO/IEC 7816 series. ISO/IEC 7816-9 only talks about access modes and security attributes that are associated with files. An application is to be seen as a group of files residing on the card organised in whatever manner as long as they share the security attributes. If this definition is accepted there is no problem in sharing information between different "applications" as this can be done by assigning file access modes and security attributes to files to be shared in a specific manner.

Access Conditions Referencing

In order to verify an access condition one must be able to reference, which access condition is to be verified. The response to a SELECT command must contain the information what access conditions are required for operations on the selected item. The access mode and the security attributes indicated in the File Control Parameters (FCP) data indicates what security condition must be full filled for access. In order to verify this security condition the ME must be able to reference the security condition and the ME must also based on the encoding present something to the user to ask for the input data for verifying the security condition. In the VERIFY command that is sent to the card the security condition to be verified is indicated. In GSM this coding is defined in GSM 11.11. For user referencing only two references are needed PIN and PIN2. In addition several references has been defined for administrative purpose. Since there is a need to share data between different USIM applications the security condition referenced in the access control for operations on a selected item must be globally unique. 

This means that each application PIN reference is globally unique.  What makes it an application PIN is the fact that it is assigned only to files that are part of a specific application, including the shared files. The key referencing for a single application like the GSM application could be defined as in Table xx.

Table 1: SC_DOs versus access conditions for the GSM application

CRT Tag
Len
Value
Access Condition
Coding of the access condition



Key Ref Tag
Len
Value
Usage Qualifier Tag
Len
Val



'90' (*1)
'00'
-
-
-
-
-
-
ALW
'0'

'A4' (*3)
'A4' (*3)
'B4' (*4)
'A4' (*3)
'06'

'06'

'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'
'01'

'02'

'03'

'04'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
CHV1

CHV2

RFU

ADM1
'1'

'2'

'3'

'4'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'05'

'06'

'07'

'08'

'09'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
ADM2

ADM3

ADM4

ADM5

ADM6
'5'

'6'

'7'

'8'

'9'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'0A'

'0B'

'0C'

'0D'

'0E'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
ADM7

ADM8

ADM9

ADM10

ADM11
'A'

'B'

'C'

'D'

'E'

'97' (*2)
'00'
-
-
-
-
-
-
NEV
'F'

Table 1 is applicable to SE number 1, which is selected by the ICC operating system implicitly after ATR.

(*x): Reference, where to find information about the used tag according to table 2 below.

Table 2: Explanation of tag values

Note No.
Tag 
Reference
Description
Value

(*1)
‘90’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for Always
None

(*2)
‘97’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for Never
None

(*3)
‘A4’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for authentication
CRT Value

(*4)
‘B4’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for Command / Response with Secure Messaging
CRT Value

(*5)
‘83’
ISO/IEC 7816-4 [2]: 

Control Reference Data Objects
Key reference for direct use
Key reference

(*6) (*7)
‘95’ (*6)
ISO/IEC 7816-9 [4]: CRT usage Qualifier
CRT usage qualifier data object
’08': (*7)

User authentication, knowledge based

Restrictions in key referencing

The VERIFY command as defined in ISO/IEC 7816-4 and used in GSM 11.11 can only reference 32 unique key references. There is a possibility to indicate global or local key. For the time being this restriction has to be taken into account. The restriction may be removed when ISO/IEC 7816-4 is revised.

The PIN2 is only used in application related contexts. This means that access condition PIN2 can be referenced as a local access condition. This allows for extension of the global key references to assign several key references to PIN1 usage. Taking the multiapplication case an restrictions of the VERIFY command (key referencing as indicated in the VERIFY command) into considerations table 1  would look as follows:   


Table 3: SC_DOs versus access conditions for multi-applications

CRT Tag
Len
Value
Access Condition
Coding of the access condition



Key Ref Tag
Len
Value
Usage Qualifier Tag
Len
Val



'90' (*1)
'00'
-
-
-
-
-
-
ALW
'00'

'A4' (*3)
'A4' (*3)
'B4' (*4)
'A4' (*3)
'06'

'06'

'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'
'01'

'02'

'03'

'04'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
PIN1 Appl 1

PIN1 Appl 2

PIN1 Appl 3

PIN1 Appl 4
'01'

'02'

'03'

'04'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'05'

'06'

'07'

'08'

'09'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
PIN1 Appl 5

PIN1 Appl 6

PIN1 Appl 7

PIN1 Appl 8

RFU
'05'

'06'

'07'

'08'

'09'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'0A'

'0B'

'0C'

'0D'

'0E'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
ADM1

ADM2

ADM3

ADM4

ADM5
'0A'

'0B'

'0C'

'0D'

'0E'

'A4' (*3)
'06'
'83' (*5)
'01'
'11'
'95' (*6)
'01'
'08' (*7)
PIN1 Master PIN
'11'

'A4' (*3)
'06'
'83' (*5)
'01'
'10-1E'
'95' (*6)
'01'
'08' (*7)
RFU (Global)
'12-1E'

'A4' (*3)
'A4' (*3)
'B4' (*4)
'A4' (*3)
'06'

'06'

'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'
'81'

'82'

'83'

'84'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
PIN2 Appl 1

PIN2 Appl 2

PIN2 Appl 3

PIN2 Appl 4
'81'

'82'

'83'

'84'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'85'

'86'

'87'

'88'

'89'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
PIN2 Appl 5

PIN2 Appl 6

PIN2 Appl 7

PIN2 Appl 8

RFU
'85'

'86'

'87'

'88'

'89'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'8A'

'8B'

'8C'

'8D'

'8E'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
ADM6

ADM7

ADM8

ADM9

ADM10
'8A'

'8B'

'8C'

'8D'

'8E'

'A4' (*3)
'06'
'83' (*5)
'01'
'90-9E'
'95' (*6)
'01'
'08' (*7)
RFU (Local)
'90-9E'

'97' (*2)
'00'
-
-
-
-
-
-
NEV
'FF'

Note: To extend the access condition ADM the secure environment (SE) as specified in ISOIEC 7816-8 can be used.  For verification of the SE MANGE SECURITY ENVIRONMENT command is to be used as defined in ISO/IEC 7816-8.

Applying table 3 to a single application the SC_DO structure would look as follows:

Table 4: SC_DOs versus access conditions for a single application case

CRT Tag
Len
Value
Access Condition
Coding of the access condition



Key Ref Tag
Len
Value
Usage Qualifier Tag
Len
Val



'90' (*1)
'00'
-
-
-
-
-
-
ALW
'00'

'A4' (*3)
'06'
'83' (*5)
'01'
'01'
'95' (*6)
'01'
'08' (*7)
PIN1 Appl 1
'01'

'A4' (*3)
'06'
'83' (*5)
'01'
'09'
'95' (*6)
'01'
'08' (*7)
RFU
'09'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'0A'

'0B'

'0C'

'0D'

'0E'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
ADM1

ADM2

ADM3

ADM4

ADM5
'0A'

'0B'

'0C'

'0D'

'0E'

'A4' (*3)
'06'
'83' (*5)
'01'
'11'
'95' (*6)
'01'
'08' (*7)
PIN1 Master PIN
'11'

'A4' (*3)
'06'
'83' (*5)
'01'
'10-1E'
'95' (*6)
'01'
'08' (*7)
RFU (Global)
'12-1E'

'A4' (*3)
'06'
'83' (*5)
'01'
'81'
'95' (*6)
'01'
'08' (*7)
PIN2 Appl 1
'81'

'A4' (*3)
'06'
'83' (*5)
'01'
'89'
'95' (*6)
'01'
'08' (*7)
RFU
'89'

'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'A4' (*3)
'06'

'06'

'06'
'06'

'06'
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'83' (*5)
'01'

'01'

'01'

'01'

'01'
'8A'

'8B'

'8C'

'8D'

'8E'
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'95' (*6)
'01'

'01'

'01'

'01'

'01'
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
'08' (*7)
ADM6

ADM7

ADM8

ADM9

ADM10
'8A'

'8B'

'8C'

'8D'

'8E'

'A4' (*3)
'06'
'83' (*5)
'01'
'90-9E'
'95' (*6)
'01'
'08' (*7)
RFU (Local)
'90-9E'

'97' (*2)
'00'
-
-
-
-
-
-
NEV
'FF'

Conclusion: PIN1 is referenced as a unique global reference and PIN2 is referenced locally. This means that PIN2 access condition can not apply to any shared file. Both global and local key referencing are reserved for ADM purposes. In addition the ADM security requirement can be addressed using the Secure Environment (SE). A secure environment can be indicated in the SC_DO:s.

Indication of Verification Requirement

In order for the terminal to perform a user verification there is a need to indicate that verification is needed to give access. What verification to be performed can be found in the access rules that are created using SC_DO:s. Since a verification requirement can be disabled, meaning access granted, although it can be found in the access condition rule there must be an indication that it is disabled. There is no File Control Parameter (FCP) Tag defined in ISO/IEC 7816-series for this indication. There are commands defined for enabling/disabling access verification requirements. 

The indication of an access verification requirement should be indicated in the response information (FCI) to a SELECT/GET RESPONSE command when a DF has been selected. The indication should contain what key reference to be used for the verification and if the verification requirement is enabled. All verification requirements applying to the DF and its immediate child EFs are to be indicated in the response to the SELECT/GET RESPONSE command.

Introduction of PIN status and Key Reference Data Object

The PIN status and Key referencing indication is specified using tag 'A5' (PSKR-DO). Tag 'A5' is defined in ISO/IEC 7816-9 for proprietary information constructed. This constructed TLV object contains the PIN Status Data Object (PS_DO) coded over one or several bytes indicated using tag'90'. In case of shared files the PS_DO may be coded over several bytes, i.e. the UICC contains more than six applications including the usage of the "Master" PIN. This PS_DO indicates the current PIN enabling/disabling status for the selected DF. The Key Reference for which the verification requirement can be switched on/off (PINs that can be enabled/disabled) for access to the DF and child EFs are listed using tag'83' following the PIN status TLV. The Key Reference Data Object (KR_DO) is indicated using tag'83'in this constructed TLV. A KR_DO is required for each PIN (verification requirement) that can be enabled/disabled for access to the DF or it's children.

In addition it is possible to indicate whether the key reference is to be used if it is enabled. This is indicated by the key reference usage qualifier indicated using tag'95' within the constructed TLV object. The key reference is indicated in front of the key reference tag it belongs to. The key usage qualifier is only used to indicate the usage of the "Master" PIN key reference (key reference '11') if enabled. The reason for having a constructed data object is that this approach supports the indication of PIN status and what PINs (key References) are used in the application. It further indicates whether to use the "master" PIN as a verification requirement if it is enabled. 

Table 5 Contents of PS_DO

b8 b7 b6 b5 b4
b3 b2 b1


0    -    -    -    -   
 -    -    -
b7 .. b1 According to this table

1    -    -    -    -  
 -    -    -
b3 .. b1 according to this table

b7 ... b4 application specific

 -   1    -    -    -
-     -    -
First indicated key reference enabled

 -   -    1    -    -
-     -    -
Second indicated key reference enabled

 -   -    -    1    -
-     -    -
Third indicated key reference enabled

 -   -    -     -    1
-     -    -
Forth indicated key reference enabled

-   -    -     -    -
1     -    -
Fifth indicated key reference enabled

-   -    -     -    -
-     1    -
Sixth indicated key reference enabled

-   -    -     -    -
-     -     1
Seventh indicated key reference enabled

Usage Qualifier

The usage qualifier tag'95' indicates that the PIN (key reference) it is attached to, indicated in the key reference tag'83' following the usage qualifier, that the PIN should/should not be verified if it is enabled. The usage qualifier can be indicated for each key reference but it is only to be used for the "Master" PIN. The usage qualifier tag can have two values as shown in table 6. If the usage qualifier is not present or an empty TLV object it indicates that the key reference following it do not support the usage/non usage feature. If the key verification requirement supports the usage qualifier it can have the values specified in table 6. 



Table 6 Usage Qualifier Data Object

b8 b7 b6 b5 b4
b3 b2 b1
Meaning

0    0    0    0    0   
 0    0    0
Use the verification requirement for verification, Empty DO or not present 

1    -    -    -    -  
 -    -    -
- don't use verification (DST,CCT)

- don’t use encipherment (CT)

- don't use external authentication (AT)

 -   1    -    -    -
-     -    -
- don't use computation (DST,CCT)

- don’t use decipherment (CT)

- don't use internal authentication (AT)

 -   -    1    -    -

- don't use SM response (CCT, CT, DST)

 -   -    -    1    -
-     -    -
- don't use SM command (CCT, CT, DST)

 -   -    -     -    1
-     -    -
- don't use the PIN for verification (Key 

  Reference data user knowledge based)

-   -    -     -    -
1     -    -
-don't use user authentication, biometric based 

-   -    -     -    -
-     x    x
- RFU (default = 00)

The value of the usage qualifier data object is set when the verification requirement for the key reference supporting use of a usage qualifier i.e. when enabling the "Master" PIN. The use of a usage qualifier is restricted to the master PIN only. The indication to the UICC to set/reset the value of the usage qualifier has to be indicated in the parameters supplied with the ENABLE VERIFICATION REQUIREMENT command.

Definition: A disabled verification requirement is treated in a rule as if the verification was successful, i.e. the verification status is verified. 

The basic constructed TLV would look as follows: 

Tag
Length
Tag




Tag


Tag


Tag


Tag


Tag



´A5´

´90´


´95´


´83´


´83´


´83´


´83´



Retry attempts

In GSM 11.11 the number of retries left for a PIN verification is indicated in the status information of a selected DF. There is no corresponding data element defined by ISO/IEC. The mechanism to be used is to send a VERIFY command with an empty data object. The number of retries remaining for key reference (PIN) specified in the command is returned. In case of an unsuccessful verification attempt the remaining retry value is sent back in the response data indicated by SW1/SW2 '63CX' where X indicates the number of retries left.

PIN management and Verification Requirements

During the discussions several different proposals how the PIN should be handled from a user point of view has been presented. There has been a requirement to be able to have one single PIN ("Master" PIN) for all applications, this would be the same as what the situation is in GSM today. In addition it should be possible to have one PIN for each application. Further more there has been a proposal where the usage of the "Master" PIN can be decided separate even if the "Master" PIN is enabled. This requirement has led to the introduction of the usage qualifier. This can be illustrated by the following table:

Table 7 PIN status and PIN verification

PIN to verify
MASTER_PIN status


E
NE





APPL_PIN status
E
APPL_PIN
APPL_PIN


NE
UMP
MASTER_PIN
NO PIN



DUMP
NO PIN
NO PIN

UMP: Use Master PIN

DUMP: Don’t Use Master PIN

Example: For a case where there is a "Master" PIN and an application PIN the TLV object for the application DF would look as follows:

The master PIN is enabled but the application PIN is disabled in this case, further more the "master" PIN should be used.

Tag
Length
Tag




Tag


Tag


Tag



´A5´
´0C´
´90´
'01'
'80'
´95´
'01'
'08'
´83´
'01'
'11'
´83´
'01'
'01'

In case of a single application where the PIN is enabled the PSKR_DO would look as follows: The usage qualifier is not needed in this case.

Tag
Length
Tag




Tag



´A5´
´06´
´90´
'01'
'80'
´83´
'01'
'01'

Assignment of an Access condition to a file

The access to a file is determined by the access mode data object (AM_DO) and the security condition data object (SC_DO). The AM_DO contains the information what operations can be performed on the file where as the SC_DO contains the information what security attributes needs to be full filled to perform the operation on the file i.e. what PIN(s) needs to be verified.

Security Conditions: Always, Never, External Authenticate (AUT), User Authentication (PIN), SE# Security Environment (can be used for ADM)

Tag'86' Security attributes, Proprietary format

Tag'8B' Security attributes. Referenced to expanded format

Tag'8C' Security attributes, compact format

Tag'AB' Security attributes expanded format

Two formats can be used for indication of security attributes

Compact Format

The compact format is a bitmap type of approach where the access mode is indicated in the AM (Access Mode) byte. The coding of the AM byte contains two types of information. The AM itself and the structure of the SC (Security Condition) bytes to follow the AM byte. The access condition information contains one or more AM  bytes. The AM byte defines what action can be performed on a file if the required SC is satisfied. The operations that can be performed on an EF or a DF are a combination of one or more AM bytes and one or more SC conditions. The compact format is indicated by Tag'8C'. The following AM are defined in ISO/IEC 7816-9. For coding see 7816-9 table 4 and 5.

Expanded Format

The expanded format can be indicated in two different ways. Using Tag'AB' the access mode and rules for the security conditions are provided in the data object following Tag'AB'. The alternative is to use Tag'8B' indicating a reference to a file, EFARR  where the access modes and rules are defined. 

In the expanded format referencing is done by Access Mode data objects (AM_DO) and Security Conditions data objects (SC_DO). The indication that the Access Mode is presented as data objects are indicated by Tags defined in ISO/IEC 7816-9 table 9 following the expanded format Tag'AB'. The indication that a security condition is presented as a data object is indicated by Tags defined in ISO/IEC 7816-9 table 11following Tag 'AB'. The content of the AM_DO is defined in the same manner as for the compact format. 

The expanded format allows the usage of OR and AND functions for the SC to be full filled for an access to a file. The OR condition is indicated by incorporating the SC_DOs in the nested TLV object using Tag'A0', Tag'AF' is used to indicate the AND condition.

If Tag'AB' is used to indicate the security attributes of a file the complete rules for accessing the selected file is presented following Tag'AB'. As the data following Tag'AB' may be significant if the access rules are complex (20-30 bytes) there is an alternative to store the access rules in an EF, EFARR, and reference to the record in the EF where the appropriate rule is defined. Tag'8B' is used to indicate that the access rules are defined in EFARR. The referencing in Tag'8B' can be on 1 or 3 bytes. In case of only 1 byte the EFARR is implicitly known and only the record number is indicated. In case of 3 bytes the first byte indicates the record number and the second byte is the file identifier for EFARR. The EFARR contains the access rules for all EFs that reside within the same DF as EFARR. 

Example of Compact format

If the access condition is a simple one the compact format can be used. For EFs with the access condition ALW for READ and UPDATE the security attribute would look as follows:

Tag
L
AM
SC
SC

'8C'
'04'
'03'
'00'
'00'

Example of Expanded format

For a case where read would be PIN1 and update would be NEV the expanded format is needed, as there is a need to indicate the key reference. This Access condition would apply for EFIMSI.

Tag
L
AM_DO Tag
L

SC_DO 

Tag
L
Key Ref Tag
L

Usage Qualifier

Tag
L

AM_DO Tag

'AB'
'10'
'80'
'01'
'01'
'A4'
'06'
'83'
'01'
'01
'95'
'01'
'08'
'80'

L

SC_DO Tag
L

'01'
'02'
'97'
'00'

Since the condition NEV is defined as not being present this simplifies the DO as follows:

Tag
L
AM_DO Tag
L

SC_DO 

Tag
L
Key Ref Tag
L

Usage Qualifier

Tag
L


'AB'
'0B'
'80'
'01'
'01'
'A4'
'06'
'83'
'01'
'01
'95'
'01'
'08'

In case of shared information in a file the access condition may be constructed using OR or AND conditions in the access control data object. An example of shared data is the data stored in a file in DFPhonebook in DFTelecom. The access condition is either application1 PIN1 or application2 PIN1.The access rule for a file would then look as follows:

Tag
L
Tag
L
V
T
L
Tag
L
Tag
L
V
Tag
L
V

AB
1A
80
01
03
A0
10
A4
06
83
01
01
95
01
08



AM_DO


OR

SC_DO

KEY REF


CRT

usage qualifier



Tag
L
Tag
L
V
Tag
L
V

A4
06
83
01
02
95
01
08

SC_DO

KEY REF


CRT

usage qualifier



Tag
L
V
T
L

80
01
7C
97
00

AM_DO


SC_DO ‘Never’


As the OR condition is the assumed to be the logical condition between data objects and the NEV condition is defined as data object not present the same access rule can be shown as follows:

Tag
L
Tag
L
V
Tag
L
Tag
L
V
Tag
L
V

AB
1A
80
01
03
A4
06
83
01
01
95
01
08



AM_DO


SC_DO

KEY REF


CRT

usage qualifier



Tag
L
Tag
L
V
Tag
L
V

A4
06
83
01
02
95
01
08

SC_DO

KEY REF


CRT

usage qualifier



Referencing by means of EFARR
As the access conditions rule become more complex in case of a file where data is to be shared by several access conditions it is not efficient to indicate the access rules in a Tag that is sent by the card in the response to a SELECT command. The same rule can be expressed using Tag'8B' where the rule itself is stored in EFARR. If the rule is stored in the first record of EFARR the access condition is indicated in Tag'8B' in the response to the SELECT command as follows. The EFARR file ID is '6F66'.

Tag
L
File ID 
Record Nr.

'8B'
'03'
'6F'
'66'
'01'

It is also possible to reference to different records in EFARR by indicating which record belongs to which SE. This is useful if the card has more than one SE as all rules then can be contained in the same EFARR. The contents of the data object following tag '88' is then as follows:

Tag
L
File ID 
SEID
Record Nr.
SEID
Record Nr.

'8B'
'06'
'6F'
'66'
'00'
'01'
'01'
'02'

This way of indicating is useful in case of an environment where the card can be in different SE due to either set by the MANAGE SECURITY ATTRIBUTE command or internally set by the card due to change of it's internal state e.g. enabling/disabling of a PIN.

Contents of EFARR
The contents of EFARR has to be defined. The access requirements for each file set must be available in a record in EFARR. EFARR may also contain access rules related to several SEs. In case of a single application UICC, one USIM, the same content of EFARR applies both to the application itself and to DFTELECOM. In case of a multi-application UICC the contents of EFARR at the telecom level will contain in the rules of at least one global key references (PINs) for each application on the card. The global key reference used to indicate the "Master" PIN is to be part of the rules in an application EFARR in order to allow the usage of the "Master" PIN as outlined in this document. 

Coding EF_ARR  of ADF 1

ARR 

Record 
Applicable
Access Condition


AM DO
LEN
Value
 SCDO :

CRT Tag
Security Condition
Len
Value










Key Ref Tag
Len
Value
Usage Qualifier Tag
Len
Val

01
EF
 READ 
´80´
´01´
´01´
'90'
ALW
'00'
-
-
-
-
-
-

02
DF
DELETE EF TERMINATE EF ACTIVATE EF DEACTIVATE EF WRITE

UPDATE
´80´
´01´
´4F´
'A4'


PIN1 Appl 1 global
'06'


'83'


'01'


'01'


'95'


'01'


'08'



03 
EF
DELETE EF TERMINATE EF ACTIVATE EF DEACTIVATE EF WRITE

UPDATE
´80´
´01´
´4F´
'A4'


PIN1 Appl 1 global
'06'


'83'


'01'


'01'


'95'


'01'


'08'



04
EF
READ
'80´
´01´
´01´
'A4'
PIN1 Appl 1 global
'06'
'83'
'01'
'01'
'95'
'01'
´08'

05
EF
READ

UPDATE
'80'

'80'
'01'

'01'
'01'

'02'
'90'

'A4'
ALW

PIN1 Appl 1 global
'00'

'06'
'83'
'01'
'01'
'95'
'01'
'08'

06
EF
READ

UPDATE

DEACTIVATE
'80'

'80'

'80'
'01'

'01'

'01'
'01'

'02'

'08'
'90'

'A4'

'A4'
ALW

PIN1 Appl 1 global

ADM1 global
'00'

'06'

'06'
'83'

'83'
'01'

'01'
'01'

'0A'
'95'

'95'
'01'

'01'
'08'

'80'

07
EF
READ

UPDATE

DEACTIVATE/ACTIVATE
'80'

'80'

'80'
'01'

'01'

'01'
'01'

'02'

'18'
'90'

'A4'

'A4'
ALW

PIN1 Appl 1 global

ADM1 global
'00'

'06'

'06'
'83'

'83'
'01'

'01'
'01'

'0A'
'95'

'95'
'01'

'01'
'08'

'80'

08
EF
READ/UPDATE

DEACTIVATE

ACTIVATE
'80'

'80'

'80'
'01'

'01'

'01'
'03'

'08'

'10'
'A4'

'A4'

'A4'
PIN1 Appl 1 global

PIN2 Appl 1 local

ADM1 global
'06'

'06'

'06'
'83'

'83'

'83'
'01'

'01'

'01'
'01'

'81'

'0A'
'95'

'95'

'95'
'01'

'01'

'01'
'08'

'08'

'80'

09
EF
READ/UPDATE

DEACTIVATE

ACTIVATE
'80'

'80'

'80'
'01'

'01'

'01'
'03'

'10'

'08'
'A4'

'A4'

'A4'
PIN1 Appl 1 global

ADM1 global

PIN2 Appl 1 local 
'06'

'06'

'06'
'83'

'83'

'83'
'01'

'01'

'01'
'01'

'0A'

'81'
'95'

'95'

'95'
'01'

'01'

'01'
'08'

'80'

'08'

10
EF
READ/UPDATE

DEACTIVATE/ACTIVATE
'80'

'80'
'01'

'01'
'03'

'18'
'A4'

'A4'
PIN1 Appl 1 global

PIN2 Appl 1 local
'06'

'06'
'83'

'83'
'01'

'01'
'01'

'81'
'95'

'95'
'01'

'01'
'08'

'08'

11
EF
READ/UPDATE

DEACTIVATE/ACTIVATE
'80'

'80'
'01'

'01'
'03'

'18'
'A4'

'A4'
PIN1 Appl 1 global

ADM1 global
'06'

'06'
'83'

'83'
'01'

'01'
'01'

'0A'
'95'

'95'
'01'

'01'
'08'

'80'

12
EF
READ
´80´
´01´
´01´
'A4'
PIN2 Appl 1 local
'06'
'83'
'01'
'81'
'95'
'01'
´08´

13
EF
READ/UDATE
´80´
´01´
´03´
'A4'
PIN2 Appl 1 local
'06'
'83'
'01'
'81'
'95'
'01'
´08´

14 
EF
READ
´80´
´01´ 
´01´
'A4'
MASTER PIN
'06'
´83´
´01´
'11'
´95´
´01´
'08'

15
EF
READ/UPDATE
´80´
´01´ 
´03´
'A4'
MASTER PIN
'06'
´83´
´01´
'11'
´95´
´01´
´08´

16
EF
DELETE EF TERMINATE EF ACTIVATE EF DEACTIVATE EF WRITE

UPDATE
´80´
´01´
´4F´
'A4'


MASTER PIN
'06'


'83'


'01'


'11'


'95'


'01'


'08'



17 
DF
DELETE FILE (self) TERMINATE CARD ACTIVATE DF 

DEACTIVATE DF

CREATE DF

CREATE EF

DELETE FILE (child)
´80´
´01´
´4F´
'A4'


MASTER PIN
'06'


'83'


'01'


'11'


'95'


'01'


'08'

















Relation ship between the PIN Verification Requirement onto SE settings

The PIN verification requirement outlined in table 7 can be mapped into two different SE (Secure Environments) of the card. SE00 which is defined in ISO/IEC 7816-4 as a SE that do not have any verification requirement. The other SE is SE01. This SE is used when the application PIN is enabled and in and in the case when the "Master" PIN is enabled but it is not to be used. The SE mapping onto table 7 would look as follows:

Table 8 Mapping of PIN status to SEs

PIN to verify
MASTER_PIN status


E
NE





APPL_PIN status
E
APPL_PIN

SE01
APPL_PIN

SE01


NE
UMP
MASTER_PIN

SE00
NO PIN

SE00



DUMP
NO PIN

SE01
NO PIN

SE00

UMP: Use Master PIN

DUMP: Don’t Use Master PIN

Security environments used for access control may be stored in the card within a SE Template data object (DO)using tag '7B' or stored in a file or both. The template contains a SE# DO tag'80' and optional LCSI DO's tag '8A'. In case of the UICC the usage of the LCSI data object is not needed for the time being.

Tag 


Length
 Tag SE Number
Length
 SE ID
....

´7B´
<04>
<80>
<01>
<#>
....

The card compares the contents of tag 'A5' as it is defined in the SE Template data object with the current value of tag 'A5' in the card and determines the SE based on this. Based on the SE currently active the information provided in tag '8B' in the FCI is used to determine the access conditions for a file. 

The following encoding for SE1 in table 8 is valid.

The content of these data objects is to be verified. The information is indicative.

SE01

Tag

PS 

Template DO
Length
Tag

PS DO
Length
Value

All  PINs enabled


Tag

CRT Usage qualifier DO
Length
Value

DUMP
Tag

PIN

Ref.

DO
Length 
Value
Tag

PIN

Ref. DO
Length
Value

USE

Alw.
Tag

PIN

Ref. DO
Length
Value

USE

Alw.

´A5´
´0F´
´90´
´01´
E0´
´95´
´01´
´08´
´83
´01´
´11´
´83´
´01´
´01
´83´
´01´
´81'

Tag


Length
Tag

PS DO
Length
Value

PIN1 APPL1NE, Master-PIN E
Tag

CRT Usage qualifier DO
Length
Value

DUMP
Tag

PIN

Ref.

DO
Length 
Value
Tag

PIN

Ref. DO
Length
Value

USE

Alw.
Tag

PIN

Ref. DO
Length
Value

´A5´
´0C´
´90´
´01´
C0´
´95´
´01´
´08´
´83
´01´
´11´
´83´
´01´
´01'
´83´
´01´
´81´

SE 00

Tag


Length
Tag

PS DO
Length
Value

  PIN1 Appl1 1 NE 


Tag

CRT Usage qualifier DO
Length
Value

DUMP
Tag

PIN

Ref.

DO
Length 
Value
Tag

PIN

Ref. DO
Length
Value

USE

Alw.
Tag

PIN

Ref. DO
Length
Value

´A5´
´C´
´90´
´01´
C0´
´95´
´01´
´08´
´83
´01´
´11´
´83´
´01´
´01
´83´
´01´
´82´

Tag


Length
Tag

PS DO
Length
Value

PIN1 Appl 1 E, Master-PIN NE
Tag

CRT Usage qualifier DO
Length
Value

UMP
Tag

PIN

Ref.

DO
Length 
Value
Tag

PIN

Ref. DO
Length
Value

USE

Alw.
Tag

PIN

Ref. DO
Length
Value

´A5´
´C´
´90´
´01´
A0´
´95´
´01´
´00´
´83
´01´
´11´
´83´
´01´
´01
´83´
´01´
´82´

