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Changes to TS 31.101 v1.1.0

Source:

3GPP TSG-T WG3 (USIM) ad hoc meeting #4
This document lists the changes to TS 31.101 related to the integration of USAT resulting of the 3GPP T3 USAT ad hoc in Paris, which are :

§ 2 :

Add TS 31.111 in the reference list

§ 7.4 :
Add a section 7.4.2 USAT Layer, with the subsections 7.4.2.1 Proactive Command, and 7.4.2.2 Envelope Commands

§10.2.2:
modify table 10.4, set the class byte for the Toolkit C-APDU to 80

§10.3.2:
editorial correction to the sentence after table 10.8

§ 11.
change the section title to Commands

§ 11.1
define the section title as Generic commands

§ 11.1.2
add a sentence to refer to the proactive polling

§ 11.2
move all the Toolkit C-APDU in this new section: USAT commands. Correction of the description and the coding of those commands

§14.6
Add a new section : USAT related procedures

2
Normative References

[…]

 [13]
TS 31.111 : "3rd Generation Partnership Project; Technical Specification Group Terminals; USIM Application Toolkit (USAT)".

[…]

7.4.2 USAT Layer
The USAT layer uses application status words to indicate: 

· the availability of a proactive command for the Terminal ('91xx'),

· the usage of response data to an Envelope command by the Terminal (nominal '9000', warning '62xx' or '63xx'),
· the temporary unavailability of the USAT to handle an Envelope command ('9300'), see section 11.6.6.
7.4.2.1 Proactive Command
Where the status word SW1-SW2 is equal to '9000', the card can reply '91xx' to indicate that a proactive command is pending. The terminal uses the FETCH C-APDU to get the pending Proactive Command. The terminal sends to the UICC the response of the Proactive Command execution with the TERMINAL RESPONSE C-APDU. For further information see 3G TS 31.111[13].
The mechanism, described hereafter for a case 4 C-APDU, is independent from the transport protocol..

Terminal

UICC

C-APDU
CLA INS P1 P2 Lc [Lc DATA] Le
(
Command Processing

R-APDU
Luicc DATA||SW1='91'||SW2='xx'
(
Luicc DATA||SW1='91'||SW2='xx'

Any C-APDU/R-APDU
…

…

C-APDU = FETCH
CLA INS='12' P1 P2 Le='xx'
(
Command Processing

R-APDU
Le DATA=Proactive Command ||SW1='90'||SW2='00'
(
Le DATA=Proactive Command ||SW1='90'||SW2='00'

Any C-APDU/R-APDU
…

…

C-APDU = 
TERMINAL RESPONSE
CLA INS='14' P1 P2 Lc [Lc DATA]
(
Command Processing

R-APDU
SW1||SW2
(
SW1||SW2'

7.4.2.2 ENVELOPE Commands
The ENVELOPE C-APDU is used to transmit some data to the USAT. For some BER-TLV (e.g. SMS-PP Data Download) contained in the body of this command, the card may send back data to be transmitted by the Terminal on the acknowledgement channel (e.g. RP-ACK) or on the error channel (e.g. RP-ERROR). For further information on the different BER-TLV see TS 31.111[13].
This command is case 4 and is described here after for the two options. 
Case 4 : 
positive acknowledgement 

Terminal

UICC

C-APDU = ENVELOPE
CLA INS='C2' P1 P2 
Lc [Lc DATA] Le=00
(
Command Processing

R-APDU
Luicc DATA||SW1='90'||SW2='00'
(
Luicc DATA||SW1='90'||SW2='00'

The Terminal shall consider the data field received as a positive acknowledgement and use the normal acknowledgement channel (e.g. RP-ACK) when the Status Word present in the R-APDU is '9000'.
Case 4 : 
negative acknowledgement 


Terminal

UICC

C-APDU = ENVELOPE
CLA INS='C2' P1 P2 
Lc [Lc DATA] Le=00
(
Command Processing

R-APDU
Luicc DATA
||SW1='62'or '63'||SW2='xx'
(
Luicc DATA
||SW1='62'or '63'||SW2='xx'

The Terminal shall consider the data field received as a negative acknowledgement and use the error acknowledgement channel (e.g. RP-ERROR), when the Status Word present in the R-APDU is either '62xx' or '63xx'.
[…]

10.2.2
Coding of Instruction Byte

Table 10.4 depicts coding of instruction byte of the commands. 

For telecom applications (e.g. GSM and USIM) the class byte shall always be coded as ‘AX’.

Editor's note: Is the last sentence valid, i.e. shall we mandate that the instruction byte is coded as ‘AX’ for telecom applications?

Editor’s note: For USIM application the CLA can be also some other value. It might be better to leave the CLA column out of the following table, since it depends on the application. Another way is to add the application in the table, as follows:

Table 10.4: Coding of Instruction Byte of the Commands for a telecom application 

COMMAND 7816-4
COMMAND(GSM 11.11)
CLA (GSM)
CLA (3GPP)
INS

SELECT FILE
SELECT FILE
AX
'AX' or '0x'
'A4'

NA
STATUS
AX
Only AX is valid
'F2'







READ BINARY
READ BINARY
AX

'B0'

UPDATE BINARY
UPDATE BINARY
AX

'D6'

READ RECORD
READ RECORD
AX

'B2'

UPDATE RECORD
UPDATE RECORD
AX

'DC'







NA
SEEK
AX
Only AX is valid
'A2'

NA
INCREASE
AX
Only AX is valid
'32'

VERIFY
VERIFY
AX

'20'







CHANGE PIN
CHANGE PIN
AX

'24'

DISABLE PIN
DISABLE PIN
AX

'26'

ENABLE PIN
ENABLE PIN
AX

'28'

UNBLOCK PIN
UNBLOCK PIN
AX

'2C'







DEACTIVATE FILE
INVALIDATE
AX

'04'

ACTIVATE FILE
REHABILITATE
AX

'44'







INTERNAL AUTHENTICATE
RUN GSM ALGORITHM
AX

'88'







GET RESPONSE
GET RESPONSE
AX

'C0'


TERMINAL PROFILE
AX
80
'10'

ENVELOPE
ENVELOPE
AX
80
'C2'

NA
FETCH
AX
80
'12'

NA
TERMINAL RESPONSE
AX
80
'14'







MANAGE CHANNEL
NA
 -

70

Editor’s note: an AP to card manufacturers to investigate the implications of having mixed ‘AX’ or ‘0X’ in a session.

Secondly we should decide on using ‘0X’ in the future is the command is ISO compliant.

[…]

10.3.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *).

Table 10.8: Commands and status words

Status Words
SELECT
STATUS
UPDATE BINARY
UPDATE RECORD
READ BINARY
READ RECORD
SEARCH RECORD
INCREASE
VERIFY PIN
CHANGE PIN
DISABLE PIN
ENABLE PIN
UNBLOCK PIN
DEACTIVATE FILE
ACTIVATE FILE
INTERNAL AUTHENTICATE
GET RESPONSE
TERMINAL PROFILE
ENVELOPE
FETCH
TERMINAL RESPONSE
MANAGE CHANNEL

90 00

*
*
*
*
*
*

*
*
*
*
*
*
*

*
*
*
*
*
*

91 XX

*
*
*
*
*


*
*
*
*
*
*
*

*
*
*

*


93 00


















*




63 CX


*
*



*
*
*
*
*
*
*
*


*
*

*


65 81
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*


69 86


*
*
*
*
*
*





*
*








94 02



*

*

















6A 82
*

*
*
*
*
*






*
*








69 81


*
*
*
*
*
*







*







98 02








*
*
*
*
*










69 82


*
*
*
*
*
*
*
*
*
*
*
*
*
*







98 08








*
*
*
*
*










98 10


*
*
*
*
*
*





*
*








98 40








*
*
*
*
*










98 50























67 XX
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

6B XX
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

6D XX























6E XX
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

6F XX
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

62 81




*
*

















62 83
*






















62 82




*
*

















62 84
*






















62 00





















*

69 84















*







69 85















*







69 86


*
*
*


















6A 81
*

*
*
*
*

















6A 83





*

















6A 84



*



















6A 85



*



















6A 86
*














*







6A 87
*






















6A 88















*







DLR NOTE: The meaning of status 67XX, 6BXX, 6DXX, 6EXX, 6FXX is not defined.

DLR NOTE: How will the USIM choose:

-
between 67XX and 6CXX for SELECT and READ BINARY,

-
or between 6200 and 9000 for MANAGE CHANNEL,

-
etc ?

The responses '91 XX', and '93 00' can only be given by an UICC to a Terminal supporting USAT.

11. Commands

11.1. Generic Commands

[…]

11.1.2
STATUS

11.1.2.1
functional description

This function returns information concerning the current directory. A current EF is not affected by the STATUS function. It is also used to give an opportunity to indicate that the UICC wants to issue a USAT proactive command to the ME.

Input:

‑
none.

Output:

· ID of the current directory, total memory space available, PIN enabled/disabled indicator, PIN status and other system specific data (identical to SELECT ).

11.1.2.2
Command parameters

Code
Value

CLA
As specified in 10.2.1

INS
As specified in 10.2.2

P1
00

P2
00

Le
Maximum length of data expected in response

Response parameters and data are identical to the response parameters and data of the SELECT command in case of MF or DF.

 […]
11.2. USAT Commands
11.2.1
TERMINAL PROFILE

11.2.1.1
Functional description

This function is used by the Terminal to transmit its USAT capabilities to the applications present on the UICC.

Input:

‑
terminal profile.

Output:

‑
none.

11.2.1.2
Command parameters and data:

Code
Value

CLA
As specified in 10.2.1

INS
As specified in 10.2.2

P1
'00'

P2
'00'

Lc
Length of the subsequent data field

Data
Structure and coding defined in TS 31.111[13]

Le
Not present

11.2.2
ENVELOPE

11.2.2.1
Functional description

The command is used to transfer information to the USAT in the UICC.
Input:

‑
The structure of the data is defined in TS 31.111 [13].

Output:

-
The structure of the data is defined in TS 31.111 [13].

11.2.2.2
Command parameters and data:

Code
Value

CLA
As specified in 10.2.1

INS
As specified in 10.2.2

P1
'00'

P2
'00'

Lc
Length of the subsequent data field

Data
Structure and coding defined in TS 31.111[13]

Le
Empty or maximum length of response data

Response data:

Structure of the response data is defined in TS 31.111 [13]
11.2.3
FETCH

11.2.3.1
Functional description

This function is used to transfer a proactive command from the UICC to the Terminal.
Input:

‑
none.

Output:

‑
data string containing a proactive command for the Terminal.

11.2.3.2
Command parameters and data:

Code
Value

CLA
As specified in 10.2.1

INS
As specified in 10.2.2

P1
'00'

P2
'00'

Lc
Not present

Data
Not present

Le
Length of expected data

Response data:

Structure of the response data is defined in TS 31.111.
11.2.4
TERMINAL RESPONSE

11.2.4.1
Functional description

This function is used to transfer from the Terminal to the UICC the response to a previously fetched proactive command.
Input:

‑
data string containing the response.

Output:

‑
none.

11.2.4.2
Command parameters and data:

Code
Value

CLA
As specified in 10.2.1

INS
As specified in 10.2.2

P1
'00'

P2
'00'

Lc
Length of the subsequent data field

Data
Structure and coding defined in TS 31.111

Le
Not present

[..]

14.6
USAT related procedures

The higher level procedures, and contents and coding of the commands, are given in TS 31.111[13]. Procedures relating to the transmission of commands and responses across the SIM/ME interface are given in this section. A SIM or ME supporting SIM Application Toolkit shall conform to the requirements given in this section.

11.6.1
Initialization procedure

A UICC shall support the initialization procedure. USAT shall indicate the supprted features through relevant data in EFUICCST and EFUST.

An ME supporting USAT shall send the TERMINAL PROFILE C-APDU in the UICC Initialization procedure as defined above. The ME shall then start proactive polling.
11.6.2
Proactive polling

During idle mode the ME shall send STATUS commands to the UICC at intervals no longer than the interval negotiated with the UICC (see TS 31.111[13]). During a call the UICC presence detection applies.
11.6.3
Support of commands

An ME supporting USAT shall support the commands TERMINAL PROFILE, ENVELOPE, FETCH and TERMINAL RESPONSE.

11.6.4
Support of response codes

An ME supporting USAT shall support the response status words (SW1 SW2) '91 XX' and '93 00'.

These responses shall never be used if the ME does not support USAT.

11.6.5
Independence of USIM and USAT tasks

USIM and USAT operation shall be logically independent, both in the UICC and in the ME.

Specifically, this means:

‑
The currently selected EF and current record pointer in the USIM task shall remain unchanged, if still valid, as seen by the ME, irrespective of any USAT activity.

‑
Between successive USAT related command‑response pairs, other USIM related command‑response pairs can occur. The USAT task status shall remain unchanged by these command‑response pairs.

11.6.6
Use of BUSY status response

If for any reason the USAT task of the UICC cannot process an ENVELOPE command issued by the ME at present (e.g. other USAT processes are already running), the UICC can respond with a status response of '93 00'. The ME may re‑issue the command at a later stage.

The BUSY status response has no impact on USIM operation.

11.6.7
Use of work waiting time extension 
The Transport Protocol provides a mechanism for the UICC to obtain more time (i.e. NULL procedure byte for T=0 and Work Waiting time extension (WTX) for T=1) before supplying the response part of a command‑response pair, during which time the ME is unable to send further commands to the UICC.

If a USAT activity in the UICC runs for too long, this may prevent the ME from sending USIM commands which are time‑critical, e.g. INTERNAL AUTHENTICATE. A MORE TIME command is defined in TS 31.111[13], which ensures that the USAT task in the UICC gets more processing time, while at the same time freeing the UICC/ME interface. This should be used in preference to Work waiting time extension.
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