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In order to improve WAP WTA compliance with MExE, WAP WTA proposes the support of public library functions by MExE untrusted applications.

Currently, MExE untrusted applications only have limited privileges.

The required WTA public functions are the following:-

· Initiate a voice call

· Send DTMF

WAP WTA requests that MExE considers the following proposed change to MExE Release 98 which would require the user to give single event permission to untrusted applications for the above 2 functionalities.

WAP WTA looks forward to MExE’s view on the proposed change.

8.2

MExE executable permissions

The following table 3 specifies the permissions of each security domain.

The actions listed in the security table 3 are generic actions. Application programming interfaces (APIs) which are intrinsically part of the MExE implementation may directly or indirectly cause these actions to be performed. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.

Explicit user permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3

File access is not permitted for untrusted MExE executables, except that untrusted MExE executables can access files only in the application’s own directory. Untrusted MExE executables may also seek to receive single action user permission to make voice calls or send DTMF tones.  Except for these qualified exceptions, untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in the table 3).

Actions available using approved SUN APIs giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed or not of the same category as a group in the security table 3 can be accessed by all trusted MExE executables. The actions cannot be accessed by untrusted MExE executables.

