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1. Introduction

The Chairman opened the meeting and welcomed the delegates.  

2. Approval of Agenda

STC_DOC�Subject�Source��T2-99346�MExE draft agenda�Chairman��The agenda was agreed.

3. Registration of Documents

STC_DOC�Subject�Source��T2-99228�Report of the MExE 15th-18th March �Chairman/Lucent��T2-99340�Journalling requirement�Symbian��T2-99341�MExE Stage 2 03.57 version 1.6.1�Rapporteur��T2-99342�Security section�Vodafone��T2-99343�Security domains�Nokia/Motorola��T2-99345�LS from Sun “Clarification of the relationship between SUN and other industry fora”�Sun��T2-99346�MExE draft agenda�Chairman��T2-99347�Additions to References and Definitions�Nokia��T2-99348�Capability negotiation�Nokia/Motorola��T2-99349�MExE presentation to the WAP Forum�Motorola��T2-99350�Withdrawn�Motorola��T2-99351�3.57 Mexe aim understanding�Alcatel��T2-99352�Updated security level definition : terminal manager concept�Alcatel��T2-99353�LS to WAP Forum “MExE security requirements for WTA”�Motorola��T2-99354�MExE Capability Negotiation�Panasonic/Mannesman��T2-99355�Capability Negotiation�Nokia/Motorola��T2-99356�Smartcard support�IBM��T2-99357�User profiles�Chairman��T2-99358�LS to S1 “MExE Stage 1 for Release 99”�Chairman��T2-99359�Security table items addition�Alcatel��T2-99382�Smartcard support�IBM��T2-99425�Liaison statement on MExE security issue�SMG10��T2-99426�Updated security level definition : terminal manager concept�Alcatel��T2-99427�Security domains�Nokia/Motorola��T2-99428�Security domains�Nokia/Motorola��T2-99429�Java Smart Card API’s from Open Card Forum for MexE�Motorola/IBM��T2-99430�Security section�Vodafone��T2-99431�LS to WAP Forum “MExE security requirements for WTA”�Motorola��T2-99432�User profiles�Chairman��T2-99433�LS to S1 “MExE Stage 1 for Release 99”�Chairman��T2-99434�03.57 version 1.7.0�Rapporteur��T2-99445�LS from Sun “Followup to JavaPhone LS to MExE”�Sun��4. Report of the previous meeting

STC_DOC�Subject�Source��T2-99228�Report of the MExE 15th-18th March �Chairman/Lucent��The meeting report of the previous meeting was agreed.

5. Report on MExE-WAP Forum meeting

Avinash Palaniswamy (Motorola) reported on the presentation (tdoc T2-99349) to the Service Architecture Group and UAProfile groups in the Montreux WAP Forum meeting, which was arranged to seek co-operation on capability negotiation.  It was reported that WAP WTA has requested information on MExE security, as well as information on smartcards.



Tim Ambrose (Motorola) is the new WAP Liaison Officer between ETSI and the WAP Forum.  The WAP Forum had requested information on WTA security, and an LS (in T2-99353, updated and agreed in T2-99431) identifying the level of WTA security support required for MExE was agreed. It was reported that much feedback was received from network operators on how they will use WTA to provide services.

6. Report on MExE-related activities in 3GPP TSG-SA WG1

The Chairman identified that S1 has yet to generate a Stage 1 for MExE Release 99.  A liaison statement to S1 (T2-99358, updated and agreed in T2-99433) was generated by the chairman requesting S1 creation of the Stage 1 offering support.

7. Progress on MExE terminal requirement list / Java APIs

Brian Modra (Nokia) presented a response LS from Sun (T2-99345) clarifying the relationship between Sun and other industry fora.  Hubert Helaine (Alcatel) expressed concerns that the previous LS (on API support) was not answered, and Brian Modra (Nokia) stated that when referencing JavaPhone MExE should state which packages is mandatory.  [Note that the response missing response from Sun was received after the end of the meeting (T2-99445), too late to be reviewed during the meeting.].  Nokia and Motorola were of the opinion that MExE should await until Sun presented the APIs, due on the 30th April, and then use email to discuss any extra functionality which may be required.

8. Contributions on MExE Stage 2 (excluding security section)

MExE 03.57 Stage 2, v1.6.1 in tdoc T2-341 was agreed.



Tdoc T2-99347 from Nokia making additions to the references and definitions was agreed.



Tdoc T2-99348 (updated and agreed in tdoc T2-99355) from Nokia/Motorola proposed changes to the MExE capability negotiation following the WAP Forum meeting in Montreux.  Brian Modra (Nokia) stated that the W3C and WAP Uaprof content negotiation will be released in October or November.  Lars Brenk (Bosch) was concerned that some properties were completely deleted, and Nokia stated that it was done to try to align Uaprof and MExE.  The WAP Uaprof group approach is to require justification for each property, and as insufficient justification for some of the MExE properties was not provided by MExE delegates present they were deleted.  MExE can request to extend the Uaprof schema, but Nokia expressed the view that it is best not to extend the Uaprof schema.  Avinash Palaniswamy (Motorola) explained that RDF provides a way to find the properties if they are not reported directly by the MS, and Nokia explained that the user profile for example could be reported by RDF referencing a URL somewhere in the network.  The deleted MExE-srvcs characteristic was put there to report where the services may be found, and this can be implemented by a WML page referenced in the RDF.  Bosch was concerned that MExE will be referencing the draft Uaprof document which is not yet available, and an editor's note is present which will explain this.  Panasonic also expressed concerned that the Uaprof specification is to be approved in July, whilst MExE R98 is due for approvial in June.



The deleted capability negotiation characteristics were reviewed, and Panasonic/Mannesmann produced a justification for the required/missing characteristics in tdoc T2-99354 with which there was agreement.  A LS will be subsequently generated via the MExE mail reflector, and subsequently send to WAP Forum.



Tdoc T2-99-382 (updated and agreed in T2-99356) was present by IBM on the support of a Smartcard using OCF.  Motorola stated that the API should not be mandatory, expressing concerns that the API should come from Javaphone, and proposed support in R98 and not R99. The required/optional APIs must be listed after response from Javaphone is received.  Motorola stated MExE should check any smartcard issues with SMG9.  IBM objected if OCF support for Smartcards were to be removed from MExE R99.  The Chairman identified that the entire section requires to be updated one the APIs are available from Javaphone on the 30th April.



Tdoc T2-99429 from Motorola/IBM contained a LS to USIM on the use of Smartcard APIs and was agreed.



Tdoc T2-99351 from Alcatel sought answers from MExE delegates on 3 areas of MExE. Alcatel asked if the content negotiation is mandatory; Motorola answered that the properties do not have to be reported by the ME, so support of it is optional.  Secondly Alcatel asked what the objective of the User Profile is; Motorola replied the requirements came from VHE and that the device must be able to store user preferences.  However, if VHE cannot properly identify the user profile, MExE may have to find its own solution.  Thirdly, Alcatel asked whether the specification make a distinction between what classmark 1 and classmark 2 devices must support for user interfaction customisation; Motorola answered "no".



The chairman wrote a LS to SMG1 seeking clarity on the usage of the user profile in tdoc T2-99357 (updated and agreed in tdoc T2-99432).

9. Contributions on MExE Stage 1 security section

Timothy Wright (Vodafone) presented the revised MExE Stage 1 in tdoc T2-99342 (updated and agreed in tdoc T2-99430).  Vodafone have also removed the ability to upgrade applications from untrusted to trusted.  BT pointed out that it is possible for developers to get a cheap certificate, so the door is not being closed on freeware. Nokia requested that Vodafone ask SMG10 if removal of the upgrading capability was a big issue with SMG10. Note that tdoc T2-99430 requires the withdrawl of the agreed tdoc T2-99229 from the previous London meeting (to be done by Friedhelm Rodermund).

10. Result of the SMG10 MExE meeting

A LS from SMG10 on security issues (in tdoc T2-99425) was presented by Vodafone, and reports on the joint SMG10/MExE meeting in Stockholm which was attended by the chairman and several MExE delegates.  The LS outlines SMG10’s view of security requirements for MExE. Tim Wright's (Vodafone) personal feeling are that one-shot permission would not be required if untrusted could not be upgraded to trusted, yet he qualified this as not being the view of SMG10 (though perhaps MExE could suggest it to SMG10.)

11. Contributions on MExE Stage 2 security section

Tdoc T2-99340 on the security of journalling from Symbian proposed the deletion of text requiring the journal to be securely managed and stored.  The proposed text for deletion was agreed, and the replacement text "The journal shall be managed by the ME and not accessable by MExE executables." was agreed.  Alcatel suggested that applications should be able to read the journal, but not modify it; the proposal was not accepted.  Motorola pointed out that "system applications" are not "MExE applications" for the purposes of security requirements. System applications should not be restricted from accessing the journal, but MExE applications should be restricted from accessing the journal. 



Alcatel presented tdoc T2-99352 (updated in tdoc T2-99426) on the terminal manager concept.  Motorola suggested that the Nokia/Motorola paper will address some of the same issues, and suggested waiting until that paper has been presented.  Vodafone and BT expressed concerns about what the text in Alcatel's CR really means; Vodafone stated that an operator could agree to certify another body's applications, and vice versa.   The proposed change was not accepted.



The joint tdoc T2-99343 (updated and agreed in tdoc T2-99427) from Nokia/Motorola proposed significant security model changes.  The concept of security levels are changed to Security domains, and definitions of the certificates are added.  Applets may always be regarded as untrusted (at the discretion of the implementor), reducing implementation requirements.  User trusted apps can only be downloaded using the network operator’s root key certificate, or the network operator’s root key certificate is used to cross-certify a trusted server’s root key certificate.  Kevin Holley (BT) encouraged all operator’s to consider the implications off-line.  Siemens asked if the "executable" covers remote execution? Motorola replied that it only applies to what is executing on the terminal. Nokia agreed to change the text to add "and is executing on the ME".  Bosch and Alcatel expressed concerns about what "WAP executables" means. Nokia and Vodafone said that it does not matter because it is just informative text. Interested parties should follow the reference to the WAP spec.  Bosch was concerned that the manufacturer level should allow installing other native code libraries.  Nokia agreed to widen it to include any native library. A definition of "Install native code libraries" is required.  Bosch suggested that the titles in the security table should be the same as described earlier, and Nokia agreed. BT stated that an optional disaster recovery key should be mentioned in the "operator's certificate" and Manufacturer sections; Nokia agreed to change the text.  Both Vodafone and BT supported the notion of configurable operator control, and Vodafone said that this would probably also address SMG10 concerns. Nokia explained that this is a work in progress, and a CR intended to address this will be presented at the next MExE meeting, being worked on by Vodafone, Motorola, and Nokia; others invited to help.  Nokia agreed to new text for the user-trusted certificates to be installed by the manufacturer.



Tdoc T2-99350 from Motorola was withdrawn.



Alcatel proposed security table additions in tdoc T2-99359, adding  API access control, and wide open (default) privileges.  Nokia expressed concern that the CR is inserting many more rows in the table, when Nokia/Motorola are working on reducing the number of rows in the table; the fine level of detail could be added to the Nokia/Motorola effort as explanatory text.  Motorola explained that the current direction is to try to abstract the actions away from the API or functionality into more generic actions.  Nokia stated that going to the API level of granularity may leaves loopholes (e.g. the socket API may open a data call).  Much concern about the proposal in its current form, yet some support for using the detail as explanatory text.  The change was not accepted.



Alcatel again presented tdoc T2-99359 on the MExE security table to obtain comments on the individual rows which Alcatel had proposed adding to the table.  Call transfer and deflection were agreed to be applicable.  Voice/data call completion is a supplementary service which happens after a call is disconnected.  Audio access is recording or beeping. It is unsure what it means.Bosch suggested it should mean "producing noise".  Motorola expressed that HTTP cache could be removed.  Nokia and Vodafone agreed that user profile should be activated/modified only by the user via a system application, not by applications.   Motorola stated that there should be no API to perform MMI customisation.  Vodafone believes that MMI customisation should be mentioned in the table.  Motorola said it is AWT, and so any application should have access to it.  Nokia and Bosch stated that "Power off" is nonsensical.  Vodafone requested that the group discusses what it is intending with the security changes in progress.  Nokia described the "spirit" of the work in progress: the architecture (rather than the standard) should allow the operator to request (rather than always be granted) greater privileges than third parties. Motorola described the "operator's user trusted root certificate" idea and the "operator's exclusive security permissions (in the SIM)" idea.  Bosch stated it sounds like a good solution.  Timothy Wright stated that upgrading untrusted applications to trusted is something which SMG10 are concerned about, and removing this will make SMG10 much less concerned.  Nokia and Bosch expressed concern that it will hinder application developers if it is impossible to upgrade.  Bosch objected to the idea of not being allowed to upgrade an application from untrusted to trusted.

12. Future Meetings

The next MExE meeting will be 

26th-28th May, in Boeblingen, Germany hosted by IBM



Note that future WAP Forum meetings are as follows (which the MExE chairman wishes to align meetings with):-

27th June- 2nd July 1999, San Francisco, USA

12th-17th September 1999, London, UK

5th-10th December 1999, Sydney, Australia



T2 has expressed the intention to hold future TSG-T and TSG-T2 meetings as follows (the September/October dates are subject to confirmation):-

14th-18th June 1999, San Francisco, USA (TSG-T2 14th-16th, and TSG-T 17th-18th)

6th-10th September 1999, Finland (TSG-T2 with SMG4)

4th-8th October 1999, Korea (TSG-T2 4th-6th, and TSG-T 7th-8th)

14th-17th December 1999, (venue undefined) (TSG-T with all other TSGs)

13. Agreed Output Liaison Statements

T2-99429�Java Smart Card API’s from Open Card Forum for MexE�Motorola/IBM��The LS is to be forwarded to the USIM group.



T2-99431�LS to WAP Forum “MExE security requirements for WTA”�Motorola��The LS is to be forwarded to the WAP Forum.



T2-99432�User profiles�Chairman��The LS is to be forwarded to S1.



T2-99433�LS to S1 “MExE Stage 1 for Release 99”�Chairman��The LS is to be forwarded to S1.

14. MExE Stage 1 Agreed Changes

T2-99430�Security section�Vodafone��Note that tdoc T2-99430 requires the withdrawl of the agreed tdoc T2-99229 from the previous London meeting (to be done by Friedhelm Rodermund).

15. MExE Stage 2 Agreed Changes

T2-99340�Journalling requirement�Symbian��T2-99347�Additions to References and Definitions�Nokia��T2-99355�Capability negotiation�Nokia/Motorola��T2-99356�Smartcard support�IBM��T2-99428�Security domains�Nokia/Motorola��T2-99434�03.57 version 1.7.0�Rapporteur��16. Other Output Documents

T2-99xxx�Draft Meeting Report MExE/T2 : Yokohama, Japan 12th-14th April 1999�Chairman��
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