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The MExE group is working on the definition of a standardised application execution environment for terminals supporting  WAP and Java.  In order to meet the security requirements of GSM and UMTS carriers, work is ongoing to define common mechanisms and principles governing the permissions or rights of downloadable executable entities.

The MExE group consider that adoption of a secure environment for downloaded executables is essential to maintaining the integrity of existing GSM networks and to aid in the rapid deployment of new services based upon them.

MExE security is based upon a concept of security domains associated with a network operator, manufacture and user trusted third parties.  A security domain is defined within a Public Key Infrastructure (PKI) implying that all executable content includes a digital signature.  An application, applet or script run on a terminal will have to be associated with one of the above organisations in order to perform privileged operations.  Certain operations are confined to specific domains.  Importantly, a user must always have ultimate control over what an executable may do as it is the user who must bear the cost of any resulting chargeable transactions. Executables that are not associated with one of the above trusted domains are not allowed to perform any privileged functions. 

Privileged operations pertinent to WTA are 

1) Making and manipulating network connections and operations. 

2) Manipulation of user data.

3) Changing the device MMI and other settings

It should be noted that special conditions are also applied in the case of call divert/transfer and multiparty setup operations.  These sort of functions are considered one of the most potent mechanisms employed to perpetrate fraud.  Therefore call diverting is only allowed to a set of numbers pre-defined by the user.  Strict control should be maintained over the control of such supplementary service related functions like USSD as it would be simple to send a call divert string masquerading as a USSD string.

Another security requirement is the need to maintain a journal of all calls and Short Messages originating from a MExE executable.  However, at present, the size and content of such a journal has not been defined only that it should be maintained as part of the terminal operating system and kept completely isolated from the execution environment.  

The MExE group welcomes any feedback on these security requirement and looks forward to being able to work with the WAP forum on their further development. 





































