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Proposed Liaison statement on MExE security issue

SMG10 would like to thank SMG4 MExE members for joining SMG10 to discuss MExE security.

Following the joint discussion, SMG10 wishes to relate the following two security requirements for MExE release 98.

1. Support of “one shot” permission (as defined in 03.57, v1.6.1) is mandatory for release 98, and cannot be dropped (as is apparently the wish of many members of SMG4 MExE).

2. Applications can only change the call forwarding numbers of a terminal to numbers pre-defined by the user and stored in a file within the terminal that can only be modified by the user, and not by any application.   Further, calls can only be transferred by applications using Explicit Call Transfer to numbers pre-defined by the user and stored with similar security.  A party can only be added to an existing call using Multiparty unless the number of these parties is in a pre-defined list of such numbers, with similar security for these numbers.

There is also considerable concern within SMG10 that fraud can be perpetrated using level 3 applications (both those downloaded as level 3 and level 4 applications upgraded by the user).  It is believed that this fraud would cause distress to users, and to operators, who would have to deal with user problems.  Many delegates expressed doubts that leaving the decision to users as to what applications could be trusted or not was unwise.  Indeed there were proposals (not agreed) within SMG10 to request the removal of level 3 and only allow levels 1 and 2.  SMG4 MExE are asked to take these serious concerns into account.  Against the argument that too much security will make MExE unworkable, SMG10 believes that insufficient security will make it untenable as a service, and an embarrassment to GSM as a whole.

The proposal to only have one trusted level (level 3) for release 98 was discussed.  There was no support for a reduction to levels 3 and 4 within SMG10.  SMG10 believe that the status quo of a 4 level model should therefore remain for release 98.

SMG10 will be represented at the April 19-21 MExE meeting.  SMG10 will investigate using the SIM to implement security and will continue to discuss MExE within its plenary meetings.

SMG10 would also like to propose a meeting with representatives of SMG4 MExE to generate a workplan for the completion of MExE security.

The contact point within SMG10 for MExE security remains as Tim Wright (timothy.wright@vf.vodafone.co.uk)
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