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Reason for �change:��
The wording for the description and revocation of "blanket permission" is confusing and partly contradictory. Implementation practicalities of "permission per application" have been addressed.





It is recommended that the device should clearly display an indicator whenever network activity is in progress. This would serve as a visible warning to users that the device is doing something that may cost money. �
�
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Other �comments:�
Revocation is specified to be at application de-install time, yet invocation is at install time or during run time. This is contradictory and very difficult to manage. Changing permissions at run time would be quite difficult to implement.





The description is confusing. The meaning of "original" and "subsequent" is a bit hard to interpret.





"Permission per application" should only be implemented on a device with secure (e.g. cryptographic) identification of applications during run-time. Otherwise it would be possible for a rogue application to masquerade as another highly trusted application, and gain access to privileges while the user has a false sense of security. This in itself would be a very serious security threat.





Therefore the system should not be required to implement this "per application" concept unless it has JDK1.2 fine grained security. In fact it should be discouraged.�
�









�
4.10	Journalling of network events


To support the user in monitoring and maintaining a record of (potentially chargeable) network events initiated by services in the MExE environment, it shall be possible for the user to request the MExE MS to maintain a record of network events initiated by services on the MExE MS.  Support of such journalling is mandatory.  





Network events for the purposes of journalling, are defined as events which result in the origination of voice or data connections by a service in the MExE environment of the MExE MS. Examples of such events are:-


Sending an SMS message


Sending an USSD message


Initiating a circuit switched connection


Initiating a packet switched connection


Sending data over a packet switched connection


Editor’s note: the above list requires to be refined to more accurately define the events which shall be recorded in the journal.


The above list is not exhaustive, but includes any (potentially chargeable) network event initiated by services in the MExE environment.


The user shall be able to activate and deactivate the journalling of network events via the user profile.  The length, format and longevity of the journal is undefined and subject to manufacturers’ discretion.


The journal recording the network events shall be securely managed by the MExE MS, and be stored in a secure area of the MExE MS.





4.10.1		User Notification


It is recommended that the device should clearly display an indicator whenever network activity is in progress.





Ideally, this would be an icon on the phone's screen which is displayed whenever the device is sending/receiving SMS, USSD, data call, voice call, or packets.





However, there are certain cases when this indicator need not be displayed, especially if it is obvous by some other means that the device is performing network actions. E.g. when browsing a WML page, it is obvious that the device is performing some network activity.





�
The term “with user permission” is defined to mean that the user can give permission for a specific action in one or more of the following ways:- defined in Table 4. 


It is recommended that the manufacturer implement all 3 types of user permission, but mandatory that at least "blanket permission" be implemented.





�
User Permissions�
�
Permission Type�



Description�



Invocation�



Revocation�
�
Blanket permission�
The user gives blanket permission to all the applications for to perform the specified action., and the All applications subsequently uses the user’s original blanket permission settings for the specified identified subsequent actions whenever the applications are is running.�
Typically such permission would be given by a system administrative application.a At application installaconfiguration time or at any run time., the system shall give the user opportunity to set blanket user permissions.�
The blanket permission may be revoked by the user at any time using a system administration tool. In particular,  the system shall give the user opportunity to revoke (or set) blanket permissions whenever a new application is installed. The user permission no longer applies once the application has been removed.�
�
session permission�
The user gives permission to the application for the specified action during a specific run time session of an application, and the application subsequently uses the user’s  permission for the identified subsequent actions whilst the application session is still running.�
Typically such permission would be given at application run time.�
The session permission may be revoked by the user at any time.  The user permission no longer applies once the application run time session has terminated.


�
�
one-shot permission�
The user gives a single permission to the application for the specified action; if the application subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.�
Typically such permission would be given at application run time.�
The user permission no longer applies once the action has terminated.�
�
Table 4: User Permissions


Editor’s note: the consequences of upgrading of the WAP browser requires to be further elaborated.





For the sake of simplicity and good user interface design, it is advisable for an implementation to combine certain user permissions into one question. E.g. One user permission for each of the following that enables or disables all the corresponding actions at once:


Telephony:	initiate, terminate, intercept, forward, terminate, hold, resume, or modify a call; send and SMS.


User data:	Add, delete, get, modify a phonebook entry; read, write, remove a file.


Etc…




















