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Diagram 1

The following points should be made regarding the above diagram:

1. The integrity check in the above diagram would not really be valid since it is dependent on checking only a part of the certificate chain. Therefore it is possible for a malicious party to attach a hoax certificate and sign the application. However integrity checking could also be achieved through a MAC (Message Authentication Code). This would involve defining a number of new things in the specification such as algorithms, MAC keys and key exchanging protocols.

2. A certificate that follows the path (Yes, OK, No) in Diagram 1 could well be an application that have been tampered and hence lost its integrity. Also there would be no difference with an application that followed the path (Yes, Failed) and the one mentioned previously (Yes, OK, No) even though the end states are different, i.e. Blocked and Untrusted respectively. Therefore it is suggested that the “Blocked” state be extended to applications that have a failed certificate chain.

3. The diagram below (Diagram 2) is proposed as an alternative to diagram 1. It should be pointed out that integrity checking is also achieved in this proposal. This is achieved when the certificate chain is verified. This diagram clearly shows that failure in certificate chain implies that the application is untrusted and also it that could have been tampered. Another difference in this proposal is that it checks for the root certificate before it checks for the certificate chain. This will clearly differentiate between the two scenarios where certificate chain fails due to the lack of a root certificate and certificates having been tampered with.
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Diagram 2

4. Another important issue that needs to be raised is that if the applications are not downloaded through an authenticated channel there is a risk of a tampered application being accepted as a trusted application. This could occur if a malicious party sharing the same CA as user attaches a tampered or a different application and then signing with his or her key. However the identity of the attacker will be revealed.

� EMBED Visio.Drawing.6  ���








[image: image2.wmf]Untrusted

Signature

Yes

No

Valid Certificate

Chain

Yes

Trusted

Root Certificate

Present

Yes

No

Bin

No

_1027857685.ppt


Blocked

Integrity

Check

Valid

Certificate

Chain

Trusted

In Operator or Manufacturer or Third Party Domain

Untrusted

Signature

No

Yes

OK

Failed

No

Yes








_1031145608.vsd

