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In support of the other provisioning work in MExE.

Introduction to Service Provisioning:

Provisioning can be divided into 

Provisioning of the:

· Terminal / Client 

(ie general configuration – account details, gateway/ISP address, terminal configuration options etc.) 

· Application / Service 

(ie specific configuration for each application – application server address, restricted functionality etc.)

The provisioning information originates from the providers of the above.  That is:-

· Network Operators

· Manufacturers

· Third Party Application / Service Providers

Terminal / Client Provisioning

Various mechanisms exist for terminal / client provisioning.  One such mechanism uses WAP, which has already defined a provisioning framework and produced a series of proposed specifications detailing the following areas:

· Provisioning architecture

· User agent behaviour

· Bootstrap (for unconfigured clients)

· Content encoding of configuration parameters for the WAP client (using WBXML)

· Smartcard file storage for provisioning data

For provisioning, WAP has concentrated on over the air (OTA) terminal configuration, it is centred around a trusted provisioning server (TPS), with details of the user account.  Provisioning of individual applications is less relevant for WAP than it is for MExE.

The WAP OTA provisioning framework would provide a suitable method for MExE terminal / client provisioning, for this reason it should not be excluded when considering MExE terminal provisioning.

Application / Service Provisioning

Application / service provisioning is much more MExE specific and should therefore draw on knowledge from the internet community to define a provisioning framework.

Provisioning for a new application / service to be installed on a MExE devices, involves:-

· Discovery of the Application / Service on a MExE server

· Download of the Application / Service to the MExE client

· Installation of the Application / Service in the MExE client

· Configuration of the Application / Service on the MExE client

Example:

For mass market applications (manufacturer, operator or third party developers), a form of trusted provisioning server (perhaps DHCP with CC/PP ?) could be used for MExE application provisioning.  The provisioning server is populated with data for each application, which is released to MExE clients once a trusted and authenticated relationship is established.

Suggestion for storing provisioning data

Key Provisioning data for the subscriber account, the terminal and each application should be securely stored on the MExE device and be portable between devices.  Storage on the USIM meets both these requirements.  USIM roaming ensures that the applications and accounts are portable between MExE devices and do not require a re-provisioning of the device from an external backup or multiple network servers. The USIM also has inherent security.

Key provisioning data could include, but is not restricted to:

· The User Home page

· Connection Type

· Security settings

· Bearer type

· Modem dial up number / GPRS APN

· Gateway IP Address

· Authentication PPP

· QoS Parameters

· PPP user name and password
