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WAP restricted to the MExE untrusted sandbox

Introduction

WAP has been adopted as a Classmark by the MExE group.  The WAP adoption does not place additional security requirements on WAP but relegates WAP to the sandbox security domain because it does not currently support singed content. MExE sandbox security restricts the functionality available to applications in the sandbox domain. The functionality which is not allowed for WAP executables includes telephony functions such as accept connection, call forward, multi party call, call deflection and most of the rest of the Network Access sub-table in Table 3 of the MExE specification.  The only allowed telephony functions to WAP executables are initiate call and send DTMF.

WAP in the MExE untrusted sandbox is restricted to the WAP data terminals (class C) only

The WAP class conformance document from the 1.2 release (The MExE specification currently references WAP 1.2.1 and there is no indication the class conformance document will be any different than it is for WAP 1.2) specifies that WTA is a mandatory feature for the complete data/telephony class (class A) and the data/telephony class (class B). WTA is not required for the data terminal call (class C, see table excerpt below). WTA mandates, in the WTA Static Conformance Requirements documents, access to the actions in the Network Access sub-table from table 3 that MExE restricts to one of the three trusted domains. So because WTA does not have yet have signed content, WAP cannot be supported in any of the trusted domains. Thus WAP must operate in the Untrusted Sandbox when implemented as a MExE classmark. The only WAP class that can be in a MExE device is a class C device until WTA mandates signed content. 

WAP BASELINE CLIENT DEVICE CLASS CONFORMANCE REQUIREMENTS
	Identifier Specification
	Class A
	Class B
	Class C

	CCR-WTA-C001 WTA Mandatory Features
	M
	M
	

	CCR-WTA-C002 WTA Optional Features
	M
	
	

	CCR-WTAI-C001 WTAI Mandatory Features
	M
	M
	

	CCR-WTAI-C002 WTAI Optional Features
	M
	
	


What is the future of the WAP Class C restriction for MExE?

WAP will no longer be restricted to the sandbox when signed content is available for all WAP content. MExE may therefore:-

1. wish to liaison WTA and WSG on the availability of signed content for WTA applications

2. consider modifications to clause 5 of 23.057 to more accurately identify which WAP classes are supportable in MExE classmark 1 with signed content, and without signed content. 

