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�
3	Definitions and abbreviations


3.1	Definitions


For the purposes of this TS the following definitions apply:


phonebook: a phonebook is a dataset of personal or entity attributes. The simplest form is a set of name-number pairs as supported by the current GSM SIM


service: a service (which may consist of an application or applet, and its related content) is a set of functions offered to a user by an organisation, and may be performed on the MExE MS and/or remotely


service name: service name is an identifier associated with a service, and could be a string, a fully qualified Java class name, a unique URI or other identifier.


MExE: MExE is defined in detail in this document, but the scope of MExE does not include the operating system, or the defacto execution environment which the operating system implies.


MExE executable: an executable is an applet, application, Java class library, or executable content, which conforms to the MExE specification and is executing on the ME. Java or native applications which are intrinsically part of the ME implementation are outside the scope of MExE.


MExE native library: this is a downloaded native library that is able to be accessed by MExE executables.


MExE Java VM: this is the Java virtual machine used to execute MExE Java applets and applications.


Sandbox: A sandbox is a safe area to run Java code. Trusted Java code has access to all resources. Untrusted Java code executing in a sandbox has access to only certain resources. [18]


Fine Grain: fine grain means that the Java security system can have different permissions per application, and even per sections of code, and even per Java class. The granularity of permissions is by code source that can be no finer than per class. [19]


key pair: Key pairs are matching private and public keys. If a block of data is encrypted using the private key, the public key from the pair can be used to decrypt it. The private key is never divulged to any other party, but the public key is available , e.g. in a certificate. 


Signature: "Signing" is the process of encrypting a hash of the data using a private key. If the signature can be decrypted using the public key, then the signature is valid. 


Certificate: Usually a certificate's contents are the issuer's public key, identification of the issuer, identification of the signer, etc. A certificate also usually contains a signed hash of the contents. The signer can be a 3rd. party other than the issuer. A "root certificate" is one which is unsigned. 


Signed JAR file: Signed jar files are archives of Java classes/data with signatures (and something to identify the signer) in the manifest. (The Manifest contains a file which has attributes defined in it.)


MExE Ceritifcate: this is a certificate for the MExE security domains. A MExE Certificate can be used to verify downloaded MExE executables. A "certificate" mentioned loosely in this document is assumed to be MExE certificates unless specifically qualified as a "Personal Certificate".


Personal Certificate: this is a certificate loaded by the user or a user application which is limited to the application that it is intended for, and is not a MExE Certificate. E.g. an e-mail application could load certificates for its usage. Personal cetificates are out of scope for MExE.


Further definitions specific to MExE are in GSM given in 02.57 (MExE stage 1)





�
8.2		Application Permissions


The following table specifies the permissions of each security level.


The actions listed in the security table are generic actions. Application programming interfaces (APIs) which are intrinsically part of the MExE implementation may directly or indirectly cause these actions to be performed. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.


User Permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3





	[lots of text, tables and diagrams not shown here in this document because it is not changed in this request]





8.9	Java security


Editor‘s note: awaiting confirmation of the following text and associated definitions by Sun.


There are two types of Java security: sandbox, and fine grain [20]


The sandbox model [18] has just one domain; there is no concept of a partly trusted domain. The sandbox meaning of "trusted", means it is totally unrestricted to access all system resources.


Using the sandbox system, each MExE domain must be implemented as a different sandbox, each with different privileges corresponding to a MExE domain.


Using the fine grain Java security system [19], each MExE domain will be a set of constraints within which a Java fine grain security domain can be configured.


8.9.1	Java Applet Certification





Support for trusted applets is optional. Although a Java application shall be executed in a trusted domain if its certification can be validated, a Java Applet will not necessarily be executed in a trusted domain even if it does have a valid signature. It will be up to the implementorers to decide if "trusted" Applets will be supported. (In certain implementations, all Applets may be always executed as "untrusted".)


8.9.2	Java Application Signature Verification





The verification of the certification of the application or applet shall be performed as described in section 8.7.


Editor's note: more work is required to specify how to ensure that an installed application certification is still valid for subsequent launches. The certification of a Java Application or Applet shall be verified at launch time. (Launch time is when the system is preparing an application or applet for execution. The application or applet begins to execute immediately after it has been successfully launched.)





8.9.3	Java Loading Native Libraries


The MExE Java VM may be able to load native libraries that are intrinsically part of the ME implementation, and MExE native libraries. The MExE Java VM shall not load other native libraries.























