Legal issues


The customer cannot be responsible for the phone bill unless the user/owner of the device is trusting the applications which spend money. E.g. if the operator certificate is the trust root, then the operator is responsible trusting the applications, and the user would have every right to refuse to pay the bill.


If one rich entity (such as an operator) is responsible for trusting applications, and an application has a bug which causes loss of a particular manufacturer's brand value, then that manufacturer could sue the operator.


It would be impossible to create an application which is trusted by all the operators unless the operators got together and created a single CA. This would be a "monopoly", and be an Anti-trust issue in many countries.


Technical issues


A digitally signed certificate only identifies, it does not provide any indication of trustworthiness, unless the certifying authority is testing all applications developed by the entity being identified by the certificate. Thus is is impractical for anyone but the user to assign trust to an application.


Market issues


MExE objective is to stimulate the 3rd. party developers. Requiring (expensive) certification will reduce the market significantly.


Free software is a very important market, as is evidence from search engine logs: Microsoft Windows is most popular, then Linux, then SunOS, then others. Requiring expensive certification will exclude most of the free software developers from MExE.


Moral issues


The owner of the device should be free to load anything onto the device he/she wishes. The security system should reliably support the user's wishes to not be attacked by a rogue application, rather than restrict the user or make decisions for the user.


MExE should not be penalised for the current weak security in the network. Operators should protect their own network, rather than place that burden on the manufacturers.


Other issues


GSM AT command set is publicly available for anyone to use who has a GSM phone, a cable, and a PC. The MExE security system should not be any more restrictive than the AT command environment.
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