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Subclause 9.1 contains the specification of an authentication mechanism for checking the the authenticity of applications and applets. The defined mechanism uses JAR files. This mechanism is appropriate for Classmark 2 devices. Instead of specifying a mechanism this subclause should contain a requirement specification for such an authentication mechanism.
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Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is a framework of permissions which defines the permissions and privileges transferred content, applets or applications have within the MExE. The MExE framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):

· MExE Security Level 1 (used by the HPLMN operator);


· MExE Security Level 2 (system applications, applets and content);

· MExE Security Level 3 (trusted applications, applets and content);

· MExE Security Level 4 (untested applications, applets and content);

The following table specifies the privileges and permissions of each security level.





Table removed for saving space.

Table 2: Security level privileges and permissions 

Editor’s note: the consequences of upgrading of the WAP browser requires to be further elaborated.

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechansism for verifying downloaded applications. A successful authentication will result in the acceptance of the claimed security level. For example, content, applets or applications for Classmark 2 devices are transferred to a MExE device in JAR files. These files are signed with a service provider’s private key and the MExE device determines the MExE security level on the basis of this signature.  This signature can be verified using the public key contained in the certificate of the signer. The process is as follows:

· The Service provider generates a pair of keys, private and public.

· The private key is used to sign the JAR file.

· The signed JAR file is transferred to the MExE device.

· The MExE device obtains the public key for the service provider from the certification authority and uses this to validate the JAR file.

· The MExE device determines the MExE security level of the JAR file on the basis of the certification.

