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Text proposal for TS 34.108

8.1.2
Definition of the test algorithm for authentication

In order to be able to easily test the UMTS authentication and key agreement procedure as specified in TS 33.102 along the whole system, the availability of a test algorithm for generation of authentication vector based on quintets is needed (in GSM triplets was used).
The test algorithm defined in the present clause shall be implemented in test USIM cards as well in test USIM simulators.

The following procedure employs bit wise modulo 2 addition ("XOR").

The following convention applies:

In all data transfer the most significant byte is the first byte to be sent; data is represented so that the left most bit is the most significant bit of the most significant byte.

Step 1:

XOR to the challenge RAND, a predefined number Ki (in which at least one bit is not zero, see 8.2), having the same bit length (128 bits) as RAND. 

The result XDOUT of this is: 

XDOUT[bits 0,1, . . .126,127]
=
Ki[bits 0,1, . . .126,127] XOR RAND[bits 0,1, . . .126,127]

Step 2:

XRES, CK, IK and AK are extracted from XDOUT this way: 

XRES[bits 0,1, . . .n-1,n] 
= 
XDOUT[bits 0,1, . . .n-1,n]   (with 30 < n < 128)

CK[bits 0,1, . . .126,127] 
= 
XDOUT[bits 8,9, . . .126,127,0,1, . . .6,7]

IK[bits 0,1, . . . 126,127] 
= 
XDOUT[bits 16,17, . . .126,127,0,1, . . .14,15]

AK[bits 0,1, . . . 62,63] 

= 
XDOUT[bits 24,25, . . .86,87]
Step 3:

Concatenate SQN with AMF to obtain CDOUT like this:

CDOUT[bits 0,1,. . .62,63]
=
SQN[bits 0,1,. . .46,47] || AMF[bits 0,1,. . .14,15]
Step 4:

MAC and MACS are calculated from XDOUT and CDOUT this way: 

MAC[bits 0,1, . . .62, 63] 
=
MACS[bits 0,1, . . .62, 63]
=
XDOUT[bits 0,1. . .62,63] XOR CDOUT[bits 0,1,. . .62,63]


























































































































































