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6 API| Test Plan

6.2.9 Class ToolkitRegistry

6.2.9.1 Method allocateTimer

Test Area Reference: API_2 TKR_ATIM

6.2.9.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte allocateTimer() throws Tool kit Excepti on

6.2.9.1.1.1 Normal execution
» CRRNZ1: thereturned timer identifier shall be between 01 and 08 inclusive.
* CRRNZ2: the returned timer identifier shall be different from a previously allocated but not released one.

* CRRNS3: The SIM Toolkit Framework shall trigger the applet when receiving an ENVELOPE(TIMER
EXPIRATION) command for the allocated timer.

* CRRN4: A cdll to isEventSet() method for EVENT_TIMER_EXPIRATION should return true if the applet has
at least one timer allocated.

6.2.9.1.1.2 Parameters error

No reguirements.

6.2.9.1.1.3 Context errors
» CRRC1: shal throw a ToolkitException with reason NO_TIMER_AVAILABLE if al the timers are allocated.

» CRRC2: Shall throw a ToolkitException with reason NO_TIMER_AVAILABLE if the maximum number of
timers have been allocated to this applet according to installation parameter.

6.2.9.1.2 Test suite files
Test Script: APl_2 TKR_ATIM_1.scr
Test Applet: APlI_2 TKR_ATIM 1ljava

APl _2 TKR_ATIM_ 2java

APl_2 TKR_ATIM_3java
* Installation parameters:
» For thistest procedure the non-volatile memory of each instance is 200 (Hexa).
*  The maximum timer parameter value is as follows for each applet:

- applet-1 (API_2 TKR_ATIM_1): 8timers
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- applet-2 (API_2 TKR_ATIM_2): 4 timers

- applet3 (API_2 TKR_ATIM_3): O timer

Load Script: API_2 TKR_ATIM_1.ldr
* Theload script installs the 6 instances.
Cleanup Script: APl 2 TKR_ATIM 1.clr

Parameter File: APl_2 TKR_ATIM_1.par

6.2.9.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 Allocates up to 8 timers No exception shall be thrown.

| (applet-1)

8 * allocateTimer().

Timer ID returned shall be between
01 and 08 inclusive. It shall be
different after each call.

2 Allocate timers more than the maximum

(applet-1)
The applet-1 allocates 1 nore tinmer.

Shall throw a ToolkitException with
reason NO_TIMER_AVAILABLE.

3 Check applet is Triggered by
ENVELOPE(TIMER_EXPIRATION) command
(appletl)
Send ENVELOPE( TI MER EXPI RATION) with all
timers id (not in an increase order).

Calls rel easeTiner(id) each tine a tiner
expires.

Shall trigger each time an
ENVELOPE(TIMER EXPIRATION)
is sent to the SIM, for Timer ID =
'01'to '08".

4 Allocate up to 4 timers
| (applet-2)

4 * allocateTimer().

No exception shall be thrown. Each
time, the returned timer identifier
shall be between '01' and '08'
inclusive. It shall be different after

each call.

5 Allocate timers more than the maximum Shall throw a ToolkitException with
| (applet-3applet3) reason NO_TIMER_AVAILABLE.
| The applet—3applet3 allocates 1 nore

tiner.
6.2.9.14 Test Coverage
CRR number Test case number
N1 1,4
N2 1,4
N3 3
N4 1
C1l 2
C2 5

6.3 SIM Toolkit Framework
6.3.2 Handler Integrity
6.3.2.2 ProactiveResponseHandler

Test Area Reference: FWK_HIN_-PRHD
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6.3.2.2.1 Conformance Requirement

6.3.2.2.1.1 Normal Execution

* CRRNZ1: The ProactiveResponseHandler content is changed after the call to ProactiveHandler.send method and
remains unchanged until next call to the ProactiveHandler.send method.

* CRRN2: The ProactiveResponseHandler may not be available before the first call to ProactiveHandler.send
method, if available the content is cleared.

6.3.2.2.1.2 Parameters error

No reguirements.

6.3.2.2.1.3 Context Errors

No requirements.

6.3.2.2.2 Test Suite Files
Test Script: FWK_HIN_PRHD_1.scr
Test Applet: FWK_HIN_PRHD_1.java
Load Script: FWK_HIN_PRHD_1.Idr
Cleanup Script: FWK_HIN_PRHD_1.clr
Parameter File: FWK_HIN_PRHD_1.par
6.3.2.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration and

ProactiveResponseHandler obtaining

1-Applet is registered to all events
defined in [7].

Usi ng the nethods initMenuEntry for
EVENT_MENU_SELECTI ON,

request Pol I I nterval () for
EVENT_STATUS_COMVAND, al | ocat eTi ner() for
EVENT_TI MER_EXPI RATI ON and set EventLi st() |1- No exception is thrown
for the rest of the events.

Terminal Profile command is sent to the
SIMwi thout the facilities of
SET_EVENT_LI ST , SETUP_| DLE_MODE_TEXT,
SETUP_MENU and POLL_I| NTERVAL.

2- Applet is triggered.

For each event: 3- Behaviour 1:

) Toolkit Exception
2- Proacti veResponseHandl er . get TheHandl er () HANDLER NOT AVAILABLE is
is called - -

thrown.
Behaviour 2:
No exception is thrown, the return
If handler is available, value is 0
Proacti veResponseHandl er. get Length() is
call ed
2 The ProactiveResponseHandler remains
unchanged after send method invocation until
next send method invocation
1-Applet builds a proactive conmand 1- The ProactiveResponseHandler |2- A proactive command is
ProactiveHandl er.send() method is called |contains the terminal response fetched

3GPP
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Id

Description

API/Framework Expectation

APDU Expectation

2-Proacti veResponseHandl er. get Lengt h()

nmethod is called

3-ProactiveHandler.init() nmethod is called

4- Proacti veHandl er.send() nethod is called

5- Proact i veResponseHandl er. get Lengt h()

nmethod is called

3- The return value is 12

4- No exception is thrown and the
Proactive Response Handler
remains unchanged

5- The ProactiveResponseHandler
contains the terminal response of
the second proactive command

7- The return value is 15

The terminal response is sent
with length 12

6- A proactive command is
fetched

The terminal response is sent
with length 15

6.3.2.24 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 1
6.3.3  Applet Triggering
6.3.3.6 EVENT_CALL _CONTROL_BY_SIM

Test Area Reference: FWK_APT_ECCN

6.3.3.6.1

6.3.3.6.1.1

this event.

6.3.3.6.1.2

No reguirements.

6.3.3.6.1.3

No requirements.

6.3.3.6.2

Test Script:
Test Applet:

Conformance Requirement

Normal Execution

Parameters error

Context Errors

Test Suite Files

FWK_APT_ECCN_1.scr

FWK_APT_ECCN_1java

3GPP
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Load Script: FWK_APT_ECCN_1.Idr

Cleanup Script: FWK_APT_ECCN_1.clr

Parameter File: FWK_APT_ECCN_1.par
6.3.3.6.3 Test Procedure

Id Description API/Framework Expectation APDU Expectation
1 Applets registration to
EVENT_CALL_CONTROL_BY_SIM and
triggering

Appletl is registered to
EVENT_CALL_CONTROL_BY_SI M

Applet2 is registered to
EVENT_FORMATTED SMS_PP_ENV

1- An Envel ope Call control by SIMis sent

to SIM 1- Appletl is triggered

2 | Applet deregistration and registration of the
third applet to EVENT_CALL-
CONTROL_BY_SIM.

1-An Envel ope Formatted SMS PP envel ope is|1-Applet2 is triggered by

sent to SIM EVENT_FORMATTED_SMS_PP_
ENV.
Appl et 2 contructs a DI SPLAY TEXT proactive
command.
2-ProactiveHandl er.send() nethod is called 2- A proactive command

DISPLAY TEXT is sent and
applet is suspended until
the terminal response

3-An Envel ope Call control by SIM envel ope |3- Appletl is triggered
is sent to SIM

Tool kit Regi stry. clearEvent() is called for
EVENT_CALL_CONTROL_BY_SIM

TERMINAL RESPONSE of
Appletl finalizes. DISPLAY TEXT is sent to
the SIM

Tool ki t Regi stry. setEvent() method is
called for EVENT_CALL_CONTROL_BY_SI M

Applet2 finalizes

3 Applet triggering

An Envel ope Call control by SIMenvelope |Applet2 is triggered.
is sent toet SIM (Appletl is not triggered)

6.3.3.6.4 Test Coverage

| CRR Number | Test Case Number
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CRRN1 1,23
CRRN2 3

6.3.3.7 EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

Test Area Reference: FWK_APT_EMCN
6.3.3.7.1 Conformance Requirement

6.3.3.7.1.1 Normal Execution

» CRRNZ1: The applet istriggered by the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM onceit has
registered to this event and an Envelope MO Short Message Control.

* CRRNZ2: The applet is not triggered by the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM once it

has deregistered from this event.

6.3.3.7.1.2 Parameters error

No reguirements.

6.3.3.7.1.3 Context Errors

No reguirements.

6.3.3.7.2 Test Suite Files
Test Script: FWK_APT_EMCN_1.scr
Test Applet: FWK_APT_EMCN_1.java

FWK_APT_EMCN_2java

Load Script: FWK_APT_EMCN_1.ldr
Cleanup Script: FWK_APT_EMCN_1.clr
Parameter File: FWK_APT_EMCN_1.par
6.3.3.7.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and triggering

Appletl is reggistered to
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI'M
Applet2 is registered to
EVENT_FORMATTED SMS_PP_ENV.

1- An Envel ope MO short nessage envel ope is
sent to SIM

1- Appletl is triggered.

3GPP




Error! No text of specified style in document.

9 Error! No text of specified style in document.

Id Description API/Framework Expectation APDU Expectation
2 | Applet deregistration and registration of the
third applet to
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM.
The STF shall not reply busy to a call control
envelope

1- An Envel ope formatted SM5 PP envel ope is 1- Applet2 is triggered.

sent to SIM

Appl et 2 builds a DI SPLAY TEXT proactive

command.

2- A Proactive command
2-ProactiveHandl er.send() nmethod is DISPLAY TEXT is sent and
call ed. applet is suspended until

the terminal response
3-An Envel ope MO Short nessage envel ope is|3- Appletl is triggered.
sent to SIM
Tool ki t Regi stry. cl earEvent () for
EVENT_MD_SHORT _MESSAGE_CONTROL_BY_SI M

TERMINAL RESPONSE of

Appletl finalizes. DISPLAY TEXT is sent to
the SIM

Tool ki t Regi stry. setEvent() method is

called for

EVENT_MD_SHORT_MESSAGE_CONTROL_BY_SI M

Applet2 finalizes.
3 Applet3 triggering

An Envel ope MO SMS control by SIM envel ope |Applet2 is triggered.

is sent otto SIM (Appletl is not triggered)
6.3.3.74 Test Coverage

CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
6.3.3.18 EVENT_STATUS COMMAND
Test Area Reference: FWK_APT_ESTC
6.3.3.18.1 Conformance Requirement
6.3.3.18.1.1 Normal Execution
* CRRNZ1: The applet istriggered by the EVENT_STATUS_COMMAND once it has registered to this event and
a Status Command is received.
* CRRNZ2: The applet is not triggered by the EVENT_STATUS_COMMAND once it has deregistered from this
event.

6.3.3.18.1.2 Parameters error
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No reguirements.

6.3.3.18.1.3 Context Errors

No requirements.

6.3.3.18.2 Test Suite Files
Test Script: FWK_APT_ESTC l.scr
Test Applet: FWK_APT_ESTC 1ljava

FWK_APT_ESTC 2java
FWK_APT_ESTC 3java

Load Script: FWK_APT_ESTC 1.ldr
Cleanup Script: FWK_APT_ESTC 1.clr
Parameter File: FWK_APT_ESTC 1.par
6.3.3.18.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to

EVENT_STATUS_COMMAND and triggering
Appletl is registered to
EVENT_STATUS_COMVAND usi ng t he
request Pol | I nterval () conmand
Applet2 is registered to
EVENT_STATUS_COMVAND usi ng t he
Request Pol I I nterval () conmand

Applet3 is registered to
EVENT_FORMATTED SMS_PP_ENV.

1-A status command is sent to SIM

1- Appletl is triggered.
Appletl finalizes
2- Applet2 is triggered.

Applet2 finalizes

3- Applet3Applet3 is not triggered
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Id Description

API/Framework Expectation

APDU Expectation

2 | Applet deregistration and registration of the

third applet to EVENT_STATUS_COMMAND.

The STF shall not reply busy to a call control
envelope

1-A formatted sns pp envelope is sent to
SIM

Appl et 3 builds a DI SPLAY TEXT.

2- ProactiveHandl er.send() is called

3-A status command is sent to SIM

request Pol | I nteval w th POLL_NO DURATI ON
is called

request Pol | I nteval w th POLL_NO DURATI ON
is called

requestPol | Interval () nethod is call ed.

1- Applet3 is triggered.

3- Appletl is triggered.

Appletl finalizes
4- Applet2 is triggered.

Applet2 finalizes

Applet3 finalizes

2- A proactive command
DISPLAY TEXT is sent and
applet is suspended until
the terminal response

5- TERMINAL RESPONSE
of DISPLAY TEXT is sent to
the SIM

3 Applet3 triggering

PerformSIMinitialization with all the
facilities supported

Status command is sent to SIM

Applet3 is triggered.
(Appletl and Applet2 are not
triggered)

6.3.3.18.4 Test Coverage
CR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
6.3.6 Framework Security Management

Security Parameters

The table that follows contains the security parameters that shall be used when the TS 23.048 [8] security isrequired in

the test cases developed in the current subclause.

Parameter Value in hexadecimal
KIC 11
KID 11
CNTR 00 00 00 00 01
Key for ciphering 014142 7F DA E8 91 A7
Key for RC/CC/DS |01 2345 67 89 AB CD EF
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If aparameter is not listed explicitly in the above table, the default values of subclause 4.7.3.1 apply.

6.3.6.1 Input Data

Test Area Reference: FWK_FWS _INDA
6.3.6.1.1 Conformance Requirements

6.3.6.1.1.1 Normal Execution

* CRRNZ1: If the SIM receives an envelope APDU containing an SMS_PP_DATADOWNLOAD BER TLV
formatted according to 3GPP TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the SMS
TPDU.

» CRRN2: Thetoolkit applet will only betriggered if the TAR is known and the security verified.

» CRRN3: If the SIM receives an envelope APDU containing an SMS_CB_DATADOWNLOAD formatted
according to 3GPP TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the cell broadcast

page.

6.3.6.1.1.2 Parameters error

No reguirements.

6.3.6.1.1.3 Context Errors

No requirements.

6.3.6.1.2 Test Area Files
Test Script: FWK_FWS INDA_ l.scr
Test Applet: FWK_FWS INDA_1ljava

FWK_FWS_INDA_2java
FWK_FWS_INDA_3java
FWK_FWS_INDA_4,java

Load Script: FWK_FWS_INDA_1.Idr
Cleanup Script: FWK_FWS INDA_ 1.clr
Parameter File: FWK_FWS INDA_1.par

Test Procedure

Id Description API/Framework Expectation APDU Expectation

1 Framework checks the Cryptographic
checksum and deciphers the data

Appletl is |oaded and installed

1- Envel ope(SMs-PP) fornatted is sent to o
the SIMwith this features: 1- Appletl is triggered.
Ci pheri ng;

Crypt ogr aphi ¢ checksum
No proof of receipt;
Data = 01
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Description

API/Framework Expectation

APDU Expectation

Framework checks the Cryptographic
checksum and deciphers the data

Applet2 is installed

1- Envel ope(SMs-PP) formatted is sent to
the SIMwith this features:

Ci pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Applet-1

Data = 02

2- Envel ope(SMs-PP) 03.48 formatted is sent
to the SIMwith this features:

No ci pheri ng;

No cryptographi ¢ checksum

No proof of receipt;

TAR of Appl et -2

Data = 03

1- Appletl is triggered

3- Applet2 is triggered

2- The SIM answers to the
Envelope with status words
9000

The SIM answers to the
Envelope with status words
9000

Envelope(SMS-PP) formatted with wrong
cryptographic checksum

No ci pheri ng;

Wong Cryptographic checksum
No proof of receipt;

TAR of Applet-1

Data = 04

No applet is triggered

1- The SIM answers to the
Envelope with status words
9000

Framework checks the Cryptographic
checksum and deciphers the data

Appl et3 is | oaded and installed

1- Envel ope(SM5-CB) formatted is sent to
the SIMwith this features:

Ci pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

Data = 01

1- Applet3 is triggered.

1- The SIM answers to the
Envelope with status words
9000

Triggering two different applets with different
security on Envelope(SMS-CB) formatted

Applet4 is installed

1- Envel ope(SMs-CB) formatted is sent to
the SIMwith this features:

Ci pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Applet—3Appl et 3
Data = 02

2- Envel ope(SMs-CB) formatted is sent to
the SIMwith this features:

No ci pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Applet—4Appl et4
Data = 03

1- Applet3 is triggered

3- Applet4 is triggered

2- The SIM answers to the
Envelope with status words
9000

4- The SIM answers to the
Envelope with status words
9000

Envelope(SMS-CB) formatted with wrong
cryptographic checksum

No ci pheri ng;
Wong Cryptographi c checksum
No proof of receipt;

TAR of Applet—3Appl et 3
Data = 04

No applet is triggered

1- The SIM answers to the
Envelope with status words
9000
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6.3.6.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3,6
CRRN3 4,56

6.3.7 Envelope Response Posting

6.3.7.1 EVENT_CALL_CONTROL_BY_SIM

Test Area Reference: FWK_ERP_ECCN
6.3.7.1.1 Conformance Requirements

6.3.7.1.1.1 Normal Execution

* CRRNZ1: The SIM Toolkit Framework can't reply busy when an Envelope(Call Control) is sent to the SIM.

6.3.7.1.1.2 Parameters error

No requirements.

6.3.7.1.1.3 Context Errors

No reguirements.

6.3.7.1.2 Test Area Files
Test Script: FWK_ERP_ECCN_1.scr
Test Applet: FWK_ERP _ECCN 1java

FWK_ERP_ECCN_2java
FWK_ERP_ECCN_3java

Load Script: FWK_ERP_ECCN_1.ldr
Cleanup Script: FWK_ERP_ECCN_1.clr
Parameter File: FWK_ERP_ECCN_1.par
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6.3.7.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet-1is registered on the

EVENT_CALL_CONTROL_BY_SIM, Applet2is
registered and triggered on the
EVENT_MENU_SELECTION.

1- Appl et 2 i nvokes the nmethod send()and no
fetch is perforned

2- Envel ope(Cal | is sent to the
SI'M

Control)

3-Appletl calls the nethod

Envel opeResponseHandl er. post ASBERTLV() to
change any incomng dialling nunber into
+11 22 33 44.

4-A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response conmand is sent to

6-Del ete appleti-Appletl & applet2Applet?2
applet3Appl et 3

7-1nstall

Applet2 is suspended

Appletl is triggered.

Applet2's execution shall continue.

The SIM answer 9Fxx to the
Envelope(Call Control)

The dialling number is
retrieved with a
GetResponse command.
The SIM answers to the Get
Response command with
status words 91xx.

Applet3Applet3 is registered on both the
events EVENT_CALL_CONTROL_BY_SIM and
EVENT_MENU_SELECTION.

1- Envel ope Menu Sel ection is sent to the
SIM

2- Appl et 3 i nvokes the nmethod send()and no
fetch is perforned)

3- Envel ope(Cal |
SI'M

Control) is sent to the

4- Appl et 3 cal | s the nethod

Envel opeResponseHandl er . post ASBERTLV() to
change any incomng dialling nunber into
+11 22 33 44.

5-A Fetch command is sent to the SIM

6- A Ter m nal
the SIM

Response conmand is sent to

Applet3 is triggered on the
EVENT_MENU_SELECTION

Applet3 is suspended on the send()
method

Applet3 is triggered on the
EVENT_CALL _CONTROL_BY_SI
M.

The Applet3's execution shall
continue.

The SIM answer 9Fxx to the
Envelope(Call Control)

The dialling number is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.
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6.3.7.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
6.3.7.2 EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM

Test Area Reference: FWK_ERP_EMCN

6.3.7.2.1 Conformance Requirements
6.3.7.2.1.1 Normal Execution
* CRRNZ1: The SIM Toolkit Framework can't reply busy when an Envelope(M O-Short Message Control) is sent to
the SIM.
6.3.6.2.1.2 Parameters error

No reguirements.

6.3.6.2.1.3 Context Errors

No reguirements.

6.3.7.2.2 Test Area Files
Test Script: FWK_ERP_EMCN_1.scr
Test Applet: FWK_ERP_EMCN_1java

FWK_ERP_EMCN_2java
FWK_ERP_EMCN_3java

Load Script: FWK_ERP_EMCN_1.Idr
Cleanup Script: FWK_ERP_EMCN_1.clr
Parameter File: FWK_ERP_EMCN_1.par
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6.3.7.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
[l 1 Applet-1is registered on the

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM; Applet2 is registered and triggered on
the EVENT_MENU_SELECTION.

1- Appl et 2 i nvokes the nmethod send()and no
fetch is perforned)

2- Envel ope(M> SM control)
SI'M

is sent to the

3-Appletl calls the nethod

Envel opeResponseHandl er . post ASBERTLV() to
change any incom ng TP_Destinati on_Address
and any RP_Destinati on_Address of the
Service Center into +11 22 33 44

4- A Fetch command is sent to the SIM

5-A Ter m nal
the SIM

Response conmand is sent to

6-Del ete appleti-Appletl & applet2Applet?2

Applet2 is suspended

Applet-1 is triggered.

The Applet's execution shall
continue.

The SIM answers 9Fxx to
the Envelope(MO-Short
Message Control)

The
TP_Destination_Address is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.

7-Install applet3Applet3
[l 2 Applet3Applet3 is registered on both the
events

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and EVENT_MENU_SELECTION.

1- Appl et 3 i nvokes the method send()and no
fetch is perforned)

2- Envel ope( MO SM control)
SIM

is sent to the

3-Applet3 calls the method

Envel opeResponseHandl er. post ASBERTLV() to
change any inconing TP_Destinati on_Address
and any RP_Destinati on_Address of the
Service Center into +11 22 33 44.

4- A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response conmand is sent to

Applet3Applet3 is suspended on
the send() method

Applet3 is triggered on the
EVENT_MO_SHORT_MESSAGE_
CONTROL_BY_SIM.

The Applet3's execution shall
continue.

The SIM answers 9Fxx to
the Envelope(MO-Short
Message Control)

The
TP_Destination_Address is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.
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6.3.7.24 Test Coverage
CRR Number Test Case Number
CRRN1 1,2

6.3.8 Toolkit Installation

6.3.8.6 Access Domain

Test Area Reference: FWK_TIN_ACDO
6.3.8.6.1 Conformance Requirements

6.3.8.6.1.1 Normal execution

* CRRNZ1: The Access Domain parameter indicates the mechanism used to control the applet instance access to
the GSM file System (‘00" means full accessto the GSM File System, 'FF' means no access to the GSM File

System).

6.3.8.6.1.2 Parameters errors

» CRRP1: If the Access Domain Parameter requested is not supported, the card shall return the Status Word
'6A80, incorrect parametersin datafield, to the Install (Install) command.

*  CRRP2: If an applet with Access Domain Parameter 'FF' (i.e. No Accessto the GSM File System) tries to access
aGSM file (e.g. invoke the updateBinary(..) method) the framework shall throw a SIMViewException with a
AC_NOT_FULFILLED reason.

6.3.8.6.1.3 Context errors

No reguirements.

6.3.8.6.2 Test suite files
Test Script: FWK_TIN_ACDO_1.scr
Test Applet: FWK_TIN_ACDO 1.java

FWK_TIN_ACDO _2java
FWK_TIN_ACDO_3java

Load Script: FWK_TIN_ACDO _1.ldr
Cleanup Script: FWK_TIN_ACDO 1.clr
Parameter File: FWK_TIN_ACDO_1.par
6.3.8.6.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation

0 |Install (install) appletl wth:

- Length of Access Domain field value is
D

- Access Domain Paraneter value is '00'
(full access to the GSMFile Systen)

Install (install) applet2 with:
- Length of Access Domain field value is
D
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Id Description API/Framework Expectation APDU Expectation

- Access Domain Paraneter value is 'FF
(No access to the GSM File Systemn)

Install (install) applet3 with:

- Length of Access Domain field value is
D

- Access Domain Paraneter value is '00'
(full access to the GSM File System

1 readBinary/readRecord method with full 1 to 4- no exception is thrown
Access Domain Parameter

. 5- SIMViewException
1- Select EF-TARU file whose Read access AC_NOT_FULFILLED is thrown

condition is ALWAYS
Performthe readBi nary nethod:
fileOfset =0

resp = abRead[]

respO f set 0
respLength

3

2- Select EF-SMS file whose Read access
condition is CHVL
Performthe readRecord net hod:

recNunber = 1

mode = REC_ACC_MODE_ABSOLUTE_CURRENT
recOfset = 0

resp = abRead[]

respOffset = 0
respLength = 3

3- Select EF-TRAC fil e whose Read access
condition is CHvV2

Perform the readBi nary nethod:
fileOfset =0

resp = abRead[]

respcr f set 0
respLength

3

4- Select EF-SUME file Read access
condition is ADMD

Perform t he readBi nary nethod:
fileOfset =0

resp = abRead[]

respcr f set 0

respLength 3

5- Select EF-TNR fil e whose Read access
condition is NEVER

Performthe readBi nary nethod:
fileOfset =0

resp = abRead[]

respOffset = 0

respLength = 3
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Id Description API/Framework Expectation APDU Expectation

2 | updateBinary/updateRecord method with full |1 to 4- no exception is thrown
Access Domain Parameter

3 invalidate method with full Access Domain |1 to 4- no exception is thrown
Parameter

5- SIMViewException

1- Select EF-TNR fil e whose | nvalidate :
access condition is ALWAYS AC_NOT_FULFILLED is thrown

Performthe invalidate nethod

2- Select EF-TIAC file whose Invalidate
access condition is CHV1
Performthe invalidate nethod

3- Select EF-ADN file whose Invalidate
access condition is CHV2
Performthe invalidate nethod

4- Select EF-SUME file Invalidate access
condition is ADMD
Performthe invalidate nethod

5- Select EF-CNIV file whose Invalidate
access condition is NEVER
Performthe invalidate nmethod
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Description

API/Framework Expectation

APDU Expectation

rehabilitate method with full Access Domain
Parameter

1- Select EF-TNR file whose Rehabilitate
access condition is ALWAYS
Performthe rehabilitate nethod

2- Select EF-IMSI file whose Rehabilitate
access condition is CHVL
Performthe rehabilitate nethod

3- Select EF-ADN file whose Rehabilitate
access condition is CHV2
Performthe rehabilitate nethod

4- Select EF-SUME file Rehabilitate access
condition is ADMD
Performthe rehabilitate nethod

5- Select EF-CNRI file whose Rehabilitate
access condition is NEVER
Performthe rehabilitate nethod

1 to 4- no exception is thrown

5- SIMViewException
AC_NOT_FULFILLED is thrown

increase method with full Access Domain
Parameter

1- Select EF-CNRU file whose |ncrease
access condition is ALWAYS
Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOfset = 0

resp = abRead[]

respOffset = 0

2- Select EF-ACMfile whose |ncrease
access condition is CHV1

Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOhfset = 0

resp = abRead[]

respOffset = 0

3- Select EF-CIAC file whose Increase
access condition is CHV2

Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOhfset = 0

resp = abRead[]

respOffset = 0

4- Select EF-CIAA file Increase access
condition is ADWVD

Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOfset = 0

resp = abRead[]

respOffset = 0

5- Select EF-CNUR file whose |ncrease
access condition is NEVER
Performthe increase nethod

1 to 4- no exception is thrown

5- SIMViewException
AC_NOT_FULFILLED is thrown
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Id Description API/Framework Expectation APDU Expectation
6 readBinary method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
wi th the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-TARU fil e whose Read access
condition is ALWAYS

Perform t he readBi nary nethod:
fileOfset = 0

resp = abRead[]

respcr f set 0
respLength
t

3

7 |updateRecord method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
with the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-SMs file whose Update access
condition is CHvV1

Perform the updat eRecord net hod:
fileOfset =0

resp = abUpdate[]

respOffset = 0

respLength = 3

8 invalidate method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
wi th the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-ADN fil e whose Invalidate access
condition is CHV2
Performthe invalidate nethod

9 rehabilitate method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
wi th the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-SUME file Rehabilitate access
condition is ADM
Performthe rehabilitate nethod

10 increase method with no Access Domain SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
with the EVENT_UNFORMATTED SMS_PP_ENV
event.

Sel ect EF-CNR file whose Increase access

condition is NEVER
Performthe increase nethod

Applet2 finalizes

Applet3 restore EF-SUME

6.3.8.6.4 Test Coverage

NOTE: Asltem Position management is not fully specified in the 3GPP TS 43.019 [7] or 3GPP TS 23.048 [8] all
possible tests cannot be performed.
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CRR number Test case number
CRRN1 1,2,3,4,5
CRRP1 Not tested
CRRP2 6,7,8,9, 10

Annex C (normative):
Default Prepersonalization

C.1  General Default Prepersonalization

This table shows the default prepersonalization, the file system and the files' content, that the test SIM cards shall
contain unless otherwise stated.

Name Identifier Default Value Special Features

EFiccip 2FE2 |OF FF FF FF FF FF FF FF FF FF This value is not compliant with
3GPP TS 51.011 [3]
EFus 6F07 |FF FF FF FF FF FF FF FF FF This value is not compliant with
3GPP TS 51.011 [3]
EF.p 6F05 |01 FF FF FF
EFkc 6F20 |FF FF FF FF FF FF FF FF 07
EFpLMNsel 6F30 |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
EFHpLMN 6F31 05
EFacMmax 6F37 |00 00 00 Access condition UPDATE: CHV1
EFsst 6F38 |FF 3F C3 OF OC 00 FF OF 00 33
EFacwm 6F39 |00 00 00 Access condition UPDATE: CHV1
EFpuct 6F41 |FF FF FF 00 00 Access condition UPDATE: CHV1
EFsccH 6F74 |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFacc 6F78 |00 00
EFepLvn 6E7B |FF FF FF FF FF FF FF FF FF FF FF FF
EFLoc) G6F7E |FF FF FF FF 00 FO 00 00 00 FF 01
EFap 6FAD |00 FF FF
EFphase 6FAE 03
EFron 6F3B Default value in all the records: Records: 5

FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFswsp 6F42 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF

EFno 6F44 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFswmss 6F43 FF FF

EFsus 6F3C 1°" record: 00 FF ...FF(length 176) Records: 3

2" record: 00 FF ...FF(l ength 176)
3% record: 00 FF ...FF(length 176)

EFaon 6F3A |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFccr 6F3D |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF

EFuvsison 6F40 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFson 6F49 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF _FF FF FF

EFsume 6F54 |85 OC 54 4F 4F 4C 4B 49 54 20 54 45
53 54 FF FF FF FF

EFcemi 6F45 FF FF

EFCBMlD 6F48 10 80
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EFcemR

6F50

10 80 10 9F

EFimg

4F20

FF FF FF FF FF FF FF FF FF FF FF

The default value for the CHV 1 shall be "0x31 0x31 0x31 0x31 OxFF OxFF OxFF OxFF" and its state shall be 'disabled'
during test applets execution.
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6 API| Test Plan

6.2.9 Class ToolkitRegistry

6.2.9.1 Method allocateTimer
Test Area Reference: API_2 TKR_ATIM

6.2.9.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte allocateTimer() throws Tool kit Exception

6.29.1.1.1 Normal execution
*  CRRNZ1: the returned timer identifier shall be between 01 and 08 inclusive.
» CRRNZ2: thereturned timer identifier shall be different from a previously allocated but not released one.

* CRRN3: The SIM Toolkit Framework shall trigger the applet when receiving an ENVELOPE(TIMER
EXPIRATION) command for the allocated timer.

* CRRN4: A call toiseventSet() method for EVENT_TIMER_EXPIRATION should return true if the applet has
at least one timer allocated.

6.2.9.1.1.2 Parameters error

No requirements.

6.2.9.1.1.3 Context errors
» CRRC1: shal throw a ToolkitException with reason NO_TIMER_AVAILABLE if al the timers are allocated.

* CRRC2: Shall throw a ToolkitException with reason NO_TIMER_AVAILABLE if the maximum number of
timers have been allocated to this applet according to installation parameter.

6.2.9.1.2 Test suite files
Test Script: API_2 TKR_ATIM_1l.scr
Test Applet: APl_2 TKR_ATIM 1java

APl _2 TKR_ATIM_ 2java
APl_2 TKR_ATIM_3java
» Installation parameters:
» For thistest procedure the non-volatile memory of each instance is 200 (Hexa).
» The maximum timer parameter value is as follows for each applet:
- applet-1 (API_2 TKR_ATIM_1): 8timers
- applet2 (API_2_ TKR_ATIM_2): 4timers
- applet-3 (API_2 TKR_ATIM_3): O timer
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Load Script:

Cleanup Script:

Parameter File:

APl_2 TKR_ATIM_1.ldr
» Theload script installs the 6 instances.

APl _2 TKR_ATIM_ 1.clr
APl_2 TKR_ATIM_1.par

4 Error! No text of specified style in document.

6.2.9.1.3 Test procedure
Id Description API Expectation APDU Expectation
1 Allocates up to 8 timers No exception shall be thrown.
(applet-1) Timer ID returned shall be between
_ 01 and 08 inclusive. It shall be
8 * allocateTiner(). different after each call.
2 Allocate timers more than the maximum Shall throw a ToolkitException with
(applet-1) reason NO_TIMER_AVAILABLE.
The applet-1 allocates 1 nore tinmer
3 Check applet is Triggered by
ENVELOPE(T'MER_EXP'RAT'ON) command Shall trigger each time an
(appletl) _ ENVELOPE(TIMER EXPIRATION)
Send ENVELOPE( TI MER EXPI RATION) with all is sent to the SIM. for Timer ID =
timers id (not in an increase order). 01" to :08'
Calls rel easeTiner(id) each tine a tiner
expires
4 Allocate up to 4 timers
(applet-2) No exception shall be thrown. Each
] time, the returned timer identifier
4 * allocateTiner(). shall be between '01' and '08'
inclusive. It shall be different after
each call.
5 Allocate timers more than the maximum Shall throw a ToolkitException with
(applet3applet3) reason NO_TIMER_AVAILABLE.
The applet—3applet3 allocates 1 nore
timer.
6.2.9.14 Test Coverage
CRR number Test case number
N1 1,4
N2 1,4
N3 3
N4 1
C1 2
C2 5
6.2.9.12 Method setEvent

Test Area Reference: API_2 TKR_SEVTB

6.2.9.12.1

Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

6.2.9.12.1.1

public void setEvent(byte id)

throws Tool ki t Excepti on
javacard. framewor k. Transact i onExcepti on

Normal execution
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CRRNZ1: afollowing call to isEventSet() method with the same event id shall answer true for the applet.
CRRNZ2: the SIM Toolkit Framework shall trigger the applet if an occurrence of the set event happens.

CRRN3: the method shall accept all the events defined in 3GPP TS 43.019 [7] except:
EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST,
EVENT_TIMER_EXPIRATION , EVENT_STATUS COMMAND

CRRN4: no exception shall be thrown if the appl et registers more than once to the same event.

CRRNS5: al updates in the ToolkitRegistry are atomic.

6.2.9.12.1.2 Parameters error

CRRP1: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event isO.

CRRP2: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION.

CRRP3: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_MENU_SELECTION_HELP_REQUEST.

CRRP4: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_TIMER_EXPIRATION.

CRRP5: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if event is
EVENT_STATUS_COMMAND.

6.2.9.12.1.3 Context errors

CRRC1: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_CALL_CONTROL_BY_SIM but another applet is aready registered to it.

CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

CRRC3: shall throw a ToolkitException with TAR_NOT_DEFINED if event is FORMATTED_SMS PP_ENV
and the applet has no TAR defined.

CRRC4: shall throw a ToolkitException with TAR_NOT_DEFINED if event is FORMATTED_SMS PP _UPD
and the applet has no TAR defined.

CRRCS: shall throw a ToolkitException with TAR_NOT_DEFINED if event isFORMATTED_SMS CB_ENV
and the applet has no TAR defined.

CRRCE6: shall throw javacard.framework.TransactionException - if the operation would cause the commit
capacity to be exceeded.

6.2.9.12.2 Test suite files
Test Script: API_2 TKR_SEVTB_ 1.scr
Test Applet: APl_2 TKR_SEVTB_ljava

API_2 TKR_SEVTB_2java
API_2 TKR_SEVTB_3java

API_2 TKR_SEVTB_4java

Load Script: API_2 TKR_SEVTB_lldr

The load script installs the 4 instances.

Cleanup script: APlI_2 TKR _SEVTB_1.cIr
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Parameter File:

6 Error! No text of specified style in document.

API_2 TKR_SEVTB_1.par

6.2.9.12.3 Test Procedure
Id Description API Expectation APDU Expectation
1 Applet-1is triggered by ENVELOPE(SMS_

PP_FORMATTED) command.

Send ENVELOPE( SMS_PP_FORMATTED)

Applet-1 shall be triggered

Setting ALLOWED and SUPPORTED events

1- For all allowed events (-1, 1 to 24
and 127 excepted 7, 8, 11, 19) defined in
TS 43.019 [7] *:

EVENT_PROFI LE_DOMNLOAD,

EVENT_FORMATTED _SMS_PP_ENV,
EVENT_FORMATTED _SMS_PP_UPD,
EVENT_FORMATTED_SMS_CB,
EVENT_UNFORVATTED_SMsS_PP_ENV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORMATTED_SMS_CB,
EVENT_CALL_CONTROL_BY_SIM
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI'M
EVENT_EVENT_DOALQAD _MI_CALL,
EVENT_EVENT_DOWLQOAD_CALL_CONNECTED,
EVENT_EVENT_DOWLQOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOANLQAD_LOCATI ON_STATUS,
EVENT_EVENT_DOANLQAD_USER_ACTI VI TY,
EVENT_EVENT_DOWLQAD | DLE_SCREEN_AVAI LABL
E,
EVENT_EVENT_DOALQAD CARD READER STATUS,
EVENT_EVENT_DOANLQAD _LANGUAGE_SELECTI ON,
EVENT_EVENT_DOMLOAD BROASER _TERM NATI ON,
EVENT_EVENT_DOWLOAD _DATA_ AVAI LABLE,
EVENT_EVENT_DOMLQAD _CHANNEL _STATUS,
EVENT_FI RST_COWAND AFTER_SELECT,
EVENT_UNRECOGNI ZED ENVELOPE

1.1-  No exception shall be thrown.
1. 1- cl ear Event (event)
1 2. i sEvent Set (event) 1.2-  Shall return false.
1. 3- set Event (event ) 1.3- No exception Sha” be thrOWn.
1. 4- i sEvent Set (event) 1.4-  Shall return true.
1.5- cl ear Event (event) 1.5-  No exception shall be thrown.
3 Event 0
Shall throw a ToolkitException with
Call setEvent(0) EVENT_NOT_SUPPORTED reason
code.
4 Setting EVENT_MENU_SELECTION
Shall throw a ToolkitException with
Cal | set Event (EVENT_MENU_SELECTI ON) EVENT NOT ALLOWED reason
code.
5 Setting
EVENT_MENU_SELECTION_HELP_REQUEST |sha| throw a ToolkitException with
Cal | EVENT_NOT_ALLOWED reason

set Event ( EVENT_MENU_SELECTI ON_HELP_REQUES
1))

code.

6 Setting EVENT_TIMER_EXPIRATION
Shall throw a ToolkitException with
Cal | set Event (EVENT_TI MER_EXPI RATI ON) EVENT NOT ALLOWED reason
code.
7 Setting EVENT_STATUS_COMMAND
Shall throw a ToolkitException with
Cal | set Event (EVENT_STATUS_COVVAND) EVENT NOT ALLOWED reason
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Id Description API Expectation APDU Expectation
code.
8 | Setting EVENT_CALL_CONTROL_BY_SIM

No Exception shall be thrown

Cal | set Event (EVENT_CALL_CONTROL_BY_SI M

9 Setting

EVENT_MO_SHORT_MESSAGE_CONTROL_B

Y _SIM

No Exception shall be thrown

Cal |

set Event ( EVENT_MO_SHORT_MESSAGE_CONTROL_B

Y_SIM

10 Check applet is triggered by an Applet is trigged by an
ENVELOPE(CALL_CONTROL_BY_SIM) ENVELOPE(CALL_CONTROL_BY_
Trigger the applet SIM)
11 Check applet is triggered by an L

Applet is trigged by an

ENVELOPE(M HORT_MESSAGE NTR

OPE( O—SL OBY glM)SS GE_CO © ENVELOPE(MO_SHORT_MESSAG

Trigger the Applet E_CONTROL_BY_SIM)

| 12 Applet-2 is triggered by ENVELOPE(SMS_  |Applet-2 is trigged by an
PP_DOWNLOAD) command. ENVELOPE(SMS_
I Trigger the aApplet-2 PP_DOWNLOAD) command
| 13 Applet-2 registers to Shall throw a ToolkitException with
CALL_CONTROL_BY_SIM EVENT_ALREADY_REGISTERED
but it is already assigned reason code.
Set Event ( EVENT_CALL_CONTROL_BY_SI M
|| 14 Applet-2 registers to Shall throw a ToolkitExcepti i
ption with
MO_MESSAGE_CONTROL_BY SIM EVENT _ALREADY REGISTERED
but it is already assigned reason code
set Event ( EVENT_MO_SHORT MESSAGE_CONTROL_B '
Y_SIM
|| 15 Applet 3Applet3 with no TAR defined
registers to
EVENT_UNFORMATTED_SMS_CB
| 1- Applet3Applet3 shall be
1- send ENVELOPE( CELL_BRQOADCAST_DATA triggered
DONL QAD)

2- setEvent (FORVATTED_SMS_PP_ENV) 2-  ToolkitException with reason
code TAR_NOT_DEFINED
should be thrown

3- set Event (FORVATTED_SMS_PP_UPD)

3- ToolkitException with reason
code TAR_NOT_DEFINED
should be thrown

4- t Event (FORMATTED _SMS_CB_E

set Bvent ( SVE_CB_ENV) ToolkitException with reason code
TAR_NOT_DEFINED should be
thrown
|| 16 Applet4Applet4 registers multiple to
| EVENT_FORMATTED_SMS_PP_ENV 1- A +Applet4 shall be triggered
1- send ENVELOPE( EVENT_FORMATTED_
SMS_PP_ENV) .

2- no Exception shall be thrown

2- set Event (EVENT_FORMATTED_SMS_PP_ UPD)

3- set Event (EVENT_FORMATTED _SMS_PP_ UPD) |3.ngo Exception shall be thrown

4- send ENVELOPE( EVENT_FORMATTED_

SMS_PP_UPD,
| _PP_UPD) 4- Applet4Applet4 shall be triggered
NOTE: Although the method setEvent is defined for arange from —128 to 127 only the allowed events are tested,

because the range from -128 to —2 is reserved for propriatary usein TS TS 43.019 [7] chapter 6.2 and the

range from 25 to 126 is omitted for compatibility with future releases of TS 43.019 [7]
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6.2.9.12.4 Test Coverage
CRR number Test case number
N1 2
N2 1,8,9,10,11,12
N3 2,4,5,6,7
N4 16
N5 not testable
P1 3
P2 4
P3 5
P4 6
P5 7
C1l 13
C2 14
C3 15
C4 15
C5 15
C6 not testable

6.2.9.13 Method setEventList

Test Area Reference: API_2 TKR_SEVL_BSS

6.2.9.13.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public void setEventlList(byte[] eventlList,

short of fset,
short | ength)
t hr ows java.l ang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on,
javacard. framewor k. Transact i onExcepti on

6.2.9.13.1.1 Normal execution

CRRN1: for all events set successfully by this method, a call to isEventSet() method should return true.

CRRNZ2: the SIM Toolkit Framework shall trigger the applet if an occurrence of one of the successfully
registered events happens.

CRRN3: this method shall accept all the events defined in 3GPP TS 43.019 [7] except:
EVENT_MENU_SELECTION, EVENT_MENU_SELECTION_HELP_REQUEST,
EVENT_TIMER_EXPIRATION , EVENT_STATUS COMMAND.

CRRN4: al updates on the ToolkitRegistry are atomic

CRRN5: No exception shall be thrown if the applet registers more than once to the same event.

6.2.9.13.1.2 Parameters error

CRRP1: shall throw ajava.lang.NullPointerException if eventList isnull.

CRRP2: shall throw a java.lang.ArraylndexOutOf BoundsException if offset would cause access outside array
bounds.

CRRP3: shall throw ajava.lang.ArraylndexOutOf BoundsException if length would cause access outside array
bounds.

CRRP4: shall throw ajava.lang.ArraylndexOutOfBoundsException if both offset and length would cause access
outside array bounds.
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* CRRP5: shall throw a ToolkitException with EVENT_NOT_SUPPORTED reason if event is 0.

* CRRPG6: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_MENU_SELECTION.

* CRRP7: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_MENU_SELECTION_HELP_REQUEST.

» CRRPS8: shal throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_TIMER_EXPIRATION.

* CRRP9: shall throw a ToolkitException with EVENT_NOT_ALLOWED reason if eventList contains
EVENT_STATUS COMMAND.

6.2.9.13.1.3 Context errors

» CRRC1.: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if eventList contains
EVENT_CALL_CONTROL_BY_SIM but another applet is already registered to it.

*  CRRC2: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if eventList contains
EVENT_MO_SHORT_MESSAGE_CONTROL_BY _SIM but another applet is already registered to it.

» CRRCS: shall throw a ToolkitException with TAR_NOT_DEFINED if event is FORMATTED_SMS _PP_ENV
and the applet has no TAR defined.

» CRRC4: shall throw a ToolkitException with TAR_NOT_DEFINED if eventisFORMATTED_SMS PP_UPD
and the applet has no TAR defined.

¢ CRRCS: shall throw a ToolkitException with TAR_NOT_DEFINED if event isFORMATTED_SMS CB_ENV
and the applet has no TAR defined.

* CRRCEG6: shall throw javacard.framework.TransactionException - if the operation would cause the commit

capacity to be exceeded.
6.2.9.13.2 Test suite files
Test Script: API_2 TKR_SEVL_BSS 1l.scr
Test Applet: API_2 TKR_SEVL_BSS 1.java

APl_2 TKR_SEVL_BSS 2java
APl_2 TKR_SEVL_BSS 3java
Load Script: APlI_2 TKR_SEVL_BSS 1.ldr
The load script installs the 4 instances.
Cleanup script: API_2 TKR_SEVL_BSS 1.cIr

Parameter File: APl_2 TKR_SEVL_BSS 1.par
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6.2.9.13.3 Test Procedure
Id Description API Expectation APDU Expectation
1 Applet-1 Registering all eventList buffer

EventList = all allowed events (-1, 1 to
24 and 127 excepted 7, 8, 11, 19) defined
in TS 43.019[7]:

EVENT_PROFI LE_DOWNLOAD,

EVENT_FORMATTED _SMS_PP_ENV,
EVENT_FORMATTED SMS_PP_UPD,
EVENT_FORMATTED SMS_CB,
EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORMATTED_SMS_CB,
EVENT_CALL_CONTROL_BY SI M

EVENT_MO_SHORT MESSAGE_CONTROL_BY SI M
EVENT_EVENT_DOANLOAD MT_CALL,
EVENT_EVENT_DOANLOAD CALL_CONNECTED,
EVENT_EVENT_DOANLOAD_CALL_DI SCONNECTED,
EVENT_EVENT_DOANLOAD_LOCATI ON_STATUS,
EVENT_EVENT_DOANLOAD_USER_ACTI VI TY,
EVENT_EVENT_DOANLQAD | DLE_SCREEN_AVAI LABLE

EVENT_EVENT_DOAKNLOAD_CARD READER STATUS,
EVENT_EVENT_DOWNLOAD_LANGUAGE_SELECTI ON,
EVENT_EVENT_DOWKNLOAD_BROWSER TERM NATI ON,
EVENT_EVENT_DOAKNLOAD_DATA_AVAI LABLE,
EVENT_EVENT_DOAKNLOAD_CHANNEL_STATUS,
EVENT_FI RST_COVMAND AFTER SELECT,
EVENT_UNRECOGNI ZED_ENVEL CPE

1- For each event in EventlList
cl ear Event (event)

. . 1- No exception shall be thrown.
2- setEventlList(eventlList)

0 2- No exception shall be thrown.
event Li st. | entgh

O fset
Lengt h

3- Each time shall return true.
3- For all events in eventlList
i sEvent Set (event)

. . 4- No exception shall be thrown.
4- For each event in EventlLi st

cl ear Event (event)

2 Registering part of eventList buffer

EventList = all allowed events defined in
TS 43.019[7] (see test case 1).

1- For each event in EventlList 1- No exception shall be thrown.
cl ear Event (event)

2- setEventlList(eventList, offset, 2- No exception shall be thrown.
| engt h)

3- Each time shall return true for
Ofset >0 .
Length = eventList.lentgh — of fset events ranging from offset to
offset+length else shall return false.
3- For all events in eventlList:

4- No exception shall be thrown.
i sEvent Set (event)

4- For each event in EventlList:
cl ear Event (event)

3 Null buffer

Shall throw a
Event Li st = nul | java.lang.NullPointerException
Exception
4 Out of bounds offset Shall throw a
O f set event Li st. | ength java.lang.ArraylndexOutOfBounds

Length = 1 Exception
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Id Description API Expectation APDU Expectation
5 Out of bounds and big offset
Shall throw a
O fset = 255 java.lang.ArraylndexOutOfBounds
Length = 1 Exception
6 Offset <0
Shall throw a
Ofset = -1 java.lang.ArraylndexOutOfBounds
Length = 1 Exception
7 Out of bounds length
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = eventlList.length + 1 Exception
8 Out of bounds and big length
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = 255 Exception
9 Length <0
Shall throw a
Ofset =0 java.lang.ArraylndexOutOfBounds
Length = -1 Exception
10 Out of bounds offset + Length Shall throw a
Offset + length > eventList.length + 1 java.Iar_wg.ArraylndexOutOfBounds
Exception
11 Event O
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with EVENT NOT SUPPORTED
event Li st indicating event 0 reason Eode._
12 EVENT_MENU_SELECTION
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating EVENT_MENU_SELECTI ON EVENT NOT ALLOWED.
13 | EVENT_MENU_SELECTION_HELP_REQUEST
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating
EVENT_MENU_SELECTI ON_HELP_REQUEST EVENT_NOT_ALLOWED.
14 EVENT_TIMER_EXPIRATION
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating
EVENT T MER_EXP| RATI ON EVENT_NOT_ALLOWED.
15 EVENT_STATUS_COMMAND
Shall throw a ToolkitException with
Cal | setEventlList(eventList) with reason code
event Li st indicating EVENT_STATUS COVWAND EVENT NOT ALLOWED
16 Setting EVENT_CALL_CONTROL_BY_SIM
set EventList(List, 0, 2) with List Shall not throw an exception
cont ai ni ng
EVENT_CALL_CONTROL_BY_SI M &
EVENT_MD_SHORT MESSAGE_CONTROL_BY_SI M
17 Check applet is triggered by an Apblet is trigged by an
ENVELOPE(CALL_CONTROL_BY_SIM) EER,ELOPS?C ALL CONTROL BY
Reset and initialise the card SIM - -
Trigger the applet — )
18 Check applet is triggered by an

ENVELOPE(MO_SHORT_MESSAGE_CONTROL
_BY_SIM)
Trigger the appl et

Applet is trigged by an
ENVELOPE(MO_SHORT_MESSA
GE_CONTROL_BY_SIM)
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Id Description API Expectation APDU Expectation
19 |Applet-2 registers to CALL_CONTROL_BY_SIM
but it is already assigned Shall throw a ToolkitException with
set Event Li st (MonoEvent List,0,1) with EVENT_ALREADY_REGISTERED
MonoEvent Li st cont ai ni ng reason code.

EVENT_CALL_CONTROL_BY_SI M

20 Applet-2 registers to
MO_SHORT_MESSAGE_CONTROL_BY_SIM
but it is already assigned Shall throw a ToolkitException with
setEventList(MonoEventList,0,1) with EVENT_ALREADY_REGISTERED
MonoEventList containing reason code.
EVENT_MO_SHORT_MESSAGE_CONTROL_BY
SIM

21 | Apptet3Applet3 with no TAR defined registers
to EVENT_UNFORMATTED_SMS_CB

1- send ENVELOPE( EVENT_UNFORMATTED SMS_CB) 1- Applet3 shall be triggered

2-
set Event Li st (EVENT_FORMATTED_SMS_PP_ENV . . )
, EVENT_UNFORMATTED SMS_PP_ENV, 2- ToolkitException with reason
EVENT_UNFORVATTED _SMS_PP_ENV) code TAR_NOT_DEFINED

should be thrown
3- set Event Li st (EVENT_UNFORVMATTED _SMS_PP_
ENV, EVENT_FORMATTED SMS_PP_UPD,

EVENT_UNFCRMATTED, SVE. PP_ENV) 3- ToolkitException with reason

code TAR_NOT_DEFINED

4- should be thrown

set Event Li st (EVENT_UNFORMATTED_SMS_PP_E

NV, EVENT_UNFORMATTED SMS_PP_ENV, 4- ToolkitException with reason

EVENT_FORMATTED_SMS_CB_ENV) code TAR_NOT_DEFINED
5 should be thrown

|)sEvent Set ( EVENT_UNFORMATTED_SMS_PP_ENV 5- method should return FALSE
6- 6- method should return FALSE

i sEvent Set ( EVENT_UNFORVATTED _SMS_PP_UPD

) 7- method should return FALSE

7- i sEvent Set ( WEW_FmWTTED_SNS_PP_ENW 8- method should return FALSE

8- i sEvent Set (EVENT_FORVATTED_SMS_PP_UPD) 9- method should return FALSE

9- i sEvent Set (EVENT_FORMATTED SMS_CB_ENV)

22 [1-
set Event Li st (EVENT_UNFORMATTED_SMS_PP_E
NV, EVENT UNFORMATTED SMS_PP_ENV)

2. 2- method should return true

i sEvent Set ( EVENT_UNFORVATTED_SMS_PP_ENV
)

1- no exception should be thrown

6.2.9.13.4 Test Coverage

CRR number Test case number
N1 1,2
N2 16,17,18
N3 1,2,11,12,13,14,15
N4 21
N5 22
P1 3
P2 45,6
P3 7,8,9
P4 10
P5 11
P6 12
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P7 13
P8 14
P9 15
C1 19
Cc2 20
C3 21
C4 21
C5 21
C6 not testable

6.3 SIM Toolkit Framework

6.3.2 Handler Integrity

6.3.2.2
Test Area Reference: FWK_HIN_-PRHD

ProactiveResponseHandler

6.3.2.2.1 Conformance Requirement

6.3.2.2.1.1 Normal Execution

* CRRNZ1: The ProactiveResponseHandler content is changed after the call to ProactiveHandler.send method and
remains unchanged until next call to the ProactiveHandler.send method.

* CRRN2: The ProactiveResponseHandler may not be available before the first call to ProactiveHandler.send

method, if available the content is cleared.

6.3.2.2.1.2 Parameters error

No reguirements.

6.3.2.2.1.3 Context Errors

No requirements.

6.3.2.2.2 Test Suite Files
Test Script: FWK_HIN_PRHD_1.scr
Test Applet: FWK_HIN_PRHD_1.java
Load Script: FWK_HIN_PRHD_1.ldr
Cleanup Script: FWK_HIN_PRHD_1.clr

Parameter File: FWK_HIN_PRHD_1.par
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6.3.2.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration and

ProactiveResponseHandler obtaining
1-Applet is registered to all events
defined in [7].

Using the nethods initMenuEntry for
EVENT_MENU_SELECTI ON,

request Pol I I nterval () for
EVENT_STATUS_COMVAND, al | ocat eTi ner() for
EVENT_TI MER_EXPI RATI ON and set Event Li st ()
for the rest of the events.

Termnal Profile command is sent to the
SIMwi thout the facilities of
SET_EVENT_LI ST , SETUP_I| DLE_MODE_TEXT,
SETUP_MENU and POLL_| NTERVAL.

For each event:

2- Proact i veResponseHandl er. get TheHandl er ()
is called

If handler is available,
Proact i veResponseHandl er. get Lengt h()
call ed

is

1- No exception is thrown

2- Applet is triggered.

3- Behaviour 1:

Toolkit Exception
HANDLER_NOT_AVAILABLE is
thrown.

Behaviour 2:
No exception is thrown, the return
value is 0

2 The ProactiveResponseHandler remains
unchanged after send method invocation until
next send method invocation
1-Applet builds a proactive conmand 1- The ProactiveResponseHandler |2- A proactive command is
ProactiveHandl er.send() method is called |contains the terminal response fetched
The terminal response is sent
with length 12
2- Proacti veResponseHand! er . get Lengt h() 3- The return value is 12
nethod is called
3-ProactiveHandler.init() nmethod is called 4- No ‘?Xcep“"“ is thrown and the
Proactive Response Handler
remains unchanged
) ) 5- The ProactiveResponseHandler
4-ProactiveHandl er.send() method is called| ,naing the terminal response of  |6- A proactive command is
the second proactive command fetched
The terminal response is sent
with length 15
7- The return value is 15
5- Proact i veResponseHandl er. get Lengt h()
nethod is called
6.3.2.24 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 1
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6.3.2.3 EnvelopeHandler

Test Area Reference: FWK_HIN_ENHD
6.3.2.3.1 Conformance Requirement

6.3.2.3.1.1 Normal Execution

» CRRNZ1: The EnvelopeHandler and its content are available for all triggered toolkit applets, from the invocation
to the termination of their processToolkit method

* CRRNZ2: The SIM Toolkit Framework guarantees that all triggered toolkit applets receive the data.

* CRRN3: The SIM Toolkit Framework shall convert the Update Record EFsms in the EnvelopeHandler TLV List
containing Device |dentities TLV, Address TLV and SMSTPDU TLV.

*  CRRN4: The getEnvelopeTag() method shall return BTAG_SMS PP_DOWNLOAD.
* CRRNS5: The getLength() method shall return the Simple TLV list length.

» CRRNG6 The Device Identity Simple TLV is used to store the information about the absolute record number in
the EFsms file and the value of the EFsms record status byte.

6.3.2.3.1.2 Parameters error

No requirements.

6.3.2.3.1.3 Context Errors

No requirements.

6.3.2.3.2 Test Suite Files
Test Script: FWK_HIN_ENHD_1.scr
Test Applet: FWK_HIN_ENHD_1java
Load Script: FWK_HIN_ENHD_1.Idr
Cleanup Script: FWK_HIN_ENHD_1.clr
Parameter File: FWK_HIN_ENHD_1.par
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6.3.2.3.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet initialization and Envelope Handler

integrity checks with
EVENT_MENU_SELECTION_HELP_REQUEST

1- Applet is registered to all events 1-No exception is thrown
defined in TS 43.019 [7] except

EVENT_PROFI LE_ DOMNLOAD and
EVENT_STATUS_COMVAND.

Usi ng the nethods initMenuEntry() for
EVENT_MENU_SELECTI ON, al | ocat eTi ner () for
EVENT_TI MER_EXPI RATI ON, and set Event Li st ()
for the rest of the events.
PerformSIMinitialization with all the
facilities supported

2-Envel ope nmenu sel ection with hel p request 2- Applet is triggered

is sent to the SIM o
3- No exception is thrown.

3- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

4- Copy the contents of the envel ope handl er 4- No exception is thrown

in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
call ed with TAG HELP_REQUEST

5- A proactive conmand DI SPLAY TEXT is sent 5- 91 XX.

6- Envel ope call control by simis sent to 6- Applet s triggered

SIM

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

7- 1t's checked that the contents of the 7-No excepthn is thrown and the
envel ope handler is the envel ope call handler contains the envelope call

control using Envel opeHandl er.copy() and |control by SIM
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

Call Control execution is finished.

A proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

Check that the TAG HELP_REQUEST is the TLV
sel ect ed

8- The contents of the envelope
handler shall be the same as stored
in buffer 1

8- The contents of Envel opeHandl er are
conmpared with bufferl using
Util.arrayConpare()

2 Envelope Handler integrity checks with
EVENT_MENU_SELECTION

1-An envel ope nenu selection is sent to SIMq. Applet is triggered

2-Envel opeHandl er. get TheHandl er () method is o
call ed 2- No exception is thrown.
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Id

Description

API/Framework Expectation

APDU Expectation

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG | TEM | DENTI FI ER

4- A proactive comrand DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
call ed

6- It’s checked the contents of the
envel ope handler is the envel ope cal
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished

It’s checked that the TAG_ | TEM | DENTI FI ER
is the TLV sel ected

7- The contents of Envel opeHandl er are
conmpared with bufferl using
Util.arrayConpare()

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

API/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_FORMATTED_SMS_PP_ENV

1-A formatted sns pp envelope is sent to
SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV() nethod is
called with TAG SVMS_TPDU

4- A proactive comrand DI SPLAY TEXT is sent
5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy( ) and
Util.arrayConpare nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

Call Control execution is finished.

It’'s checked that the TAG SMs TPDU i s the
TLV sel ected

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Description

API/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_UNFORMATTED_SMS_PP_ENV

1-A unformatted sns pp envelope is sent to
SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV nethod is
called with TAG DEVI CE_| DENTI Tl ES
4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It’s checked that the TAG _DEVI CE_I DENTI TI ES
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

3GPP
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Description

API/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_UNFORMATTED_SMS_CB

1-A unfornatted cel | broadcast envel ope is
sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG CELLBROADCAST_PAGE
4- A proactive command DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope cal
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished

It’s checked that the
TAG_CELLBROADCAST _PAGE is the TLV sel ected

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

Envelope Handler integrity checks with
EVENT_TIMER_EXPIRATION

1-A tinmer expiration envelope is sent to
SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG TIMER ID

4- A proactive command DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX

3GPP
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Id

Description

API/Framework Expectation

APDU Expectation

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

Call Control execution is finished.

It’s checked that the TAG TIMER ID is the
TLV sel ected

6- No exception is thrown and the
handler contains the envelope call
control by SIM

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

3GPP
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Description

API/Framework Expectation

APDU Expectation

Envelope Handler integrity checks with
EVENT_CALL_CONTROL_BY_SIM

1-A call control envelope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG ADDRESS

4- A proactive comrand DI SPLAY TEXT is sent
5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope cal
control using Envel opeHandl er. copy() and

Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished

It’'s checked that the TAG ADDRESS is the
TLV sel ected

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

Envelope Handler integrity checks with EVENT_
MO_SHORT_MESSAGE_CONTROL_BY_SIM

1-A no short nessage control by sim
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG ADDRESS

4- A proactive comrand DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
call ed

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4- 91 XX
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Id

Description

API/Framework Expectation

APDU Expectation

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES
Cal |

Control execution is finished.

It's checked that the TAG ADDRESS is the
TLV sel ect ed

6- No exception is thrown and the
handler contains the envelope call
control by SIM

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_MT_CALL

1- A event downl oad nt call
to SIM

envel ope is sent

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_|I DENTI Tl ES
Cal |

Control execution is finished.

It’'s checked that the TAG ADDRESS is the
TLV sel ect ed

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

10

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_CALL_CONNECTED

1- A event downl oad call connected envel ope
is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG ADDRESS

4- A proactive command DI SPLAY TEXT is sent
5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() nethod is
called with TAG DEVI CE_|I DENTI Tl ES

Call Control execution is finished.

It’'s checked that the TAG ADDRESS is the
TLV sel ect ed

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

11

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_CALL_DISCONNECTED
1- A event downl oad cal |l disconnected

envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope
handl er in buffer 1 using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG ADDRESS

4- A proactive comrand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES
Cal |

Control execution is finished.

It’'s checked that the TAG ADDRESS is the
TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

12

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_LOCATION_STATUS

1- A event downl oad | ocation status envel ope
is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG LOCATI ON_STATUS

4- A proactive comrand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

4-91 XX
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Id

Description

API/Framework Expectation

APDU Expectation

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES
Cal |

Control execution is finished.

It’s checked that the TAG LOCATI ON_STATUS
is the TLV sel ected

6- No exception is thrown and the
handler contains the envelope call
control by SIM

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM

13

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_USER_ACTIVITY

1- A event downl oad user activity envel ope
is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_|I DENTI Tl ES
Cal |

Control execution is finished.

It's checked that the TAG _DEVI CE_I DENTI TI ES
is the TLV sel ected

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

14

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD_IDLE_SCREEN_AVAILAB
LE

1- A event downl oad idle screen avail able
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

4- A proactive command DI SPLAY TEXT is sent
5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’ s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and

Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

Call Control execution is finished.

It’s checked that the TAG DEVI CE_I DENTI TI ES
is the TLV sel ected

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

15

Envelope Handler integrity checks with EVENT_
EVENT_DOWNLOAD _CARD_READER_STATUS

1- A event downl oad card reader status
envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG CARD READER STATUS

4- A proactive comrand DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope cal
control using Envel opeHandl er. copy and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

It’s checked that the
TAG_CARD READER STATUS is the TLV sel ected

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

16

Envelope Handler integrity checks with
UNRECOGNIZED_ENVELOPE

1- A unrecogni zed envel ope is sent to SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy()

4- A proactive comrand DI SPLAY TEXT is sent

5-Envel ope call control by simis sent to
SIM

Envel opeHandl er. get TheHandl er () nethod is
call ed

The Envel opeHandl er. get Val ueLength() is
call ed

6-1t’ s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

Call Control execution is finished

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id Description API/Framework Expectation APDU Expectation
17 Envelope Handler integrity checks with
EVENT_EVENT_DOWNLOAD LANGUAGE_SEL
ECTION
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Id Description API/Framework Expectation APDU Expectation
18 Envelope Handler integrity checks with
EVENT_EVENT_DOWNLOAD BROWSER_TERM
INATION
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Id Description API/Framework Expectation APDU Expectation
R e ]
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1- Updat e Record EFsns instruction single
and formatted is sent to the SIM

2- Envel opeHandl er. get TheHandl er () nethod is
cal l ed
3-Copy the contents of the envel ope handl er

in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV() nethod is
called with TAG SVMs_TPDU

4- A proactive comrand DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
cal l ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy( ) and
Util.arrayConpare nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG SVMs_TPDU
Cal |

Control execution is finished.

It’'s checked that the TAG SMs TPDU is the
TLV sel ect ed

7- The contents of Envel opeHandl er are
conmpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1

Id Description API/Framework Expectation APDU Expectation
192 Envelope Handler integrity checks with
18] EVENT_FORMATTED_SMS_PP_UPD

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id

Description

API/Framework Expectation

APDU Expectation

210

Envelope Handler integrity checks with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsns instruction single

and unformatted is sent to the SIM

2- Envel opeHandl er. get TheHandl er () nethod is
call ed

3-Copy the contents of the envel ope handl er
in buffer 1 using Envel opeHandl er. copy( )

The Envel opeHandl er. findTLV nethod is
called with TAG SVS_TPDU
4- A proactive command DI SPLAY TEXT is sent

5- Envel ope call control

SIM

by simis sent to

Envel opeHandl er. get TheHandl er () nethod is
call ed

6-1t’s checked that the contents of the
envel ope handler is the envel ope call
control using Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

It’s checked that the TAG _DEVI CE_I DENTI TI ES
is the TLV sel ected

7- The contents of Envel opeHandl er are
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the envelope
handler shall be the same as stored
in buffer 1.

4- 91 XX

Proactive command Display
Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the SIM
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Id Description API/Framework Expectation APDU Expectation

221 Check the TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD

1- An EVENT_FORMATTED SMB PP UPD is sent to

1- Applet is tri
the SIM pplet is triggered

2- The findTLV(tag == device identities 2- No exception is thrown.
Tag) is called.
3- return the absolute record.
3- The getVal ueByte(offset == 0) is called.
4- return the record status
4- The getVal ueByte(offset == 1) is called.

5- The findTLV(tag == address Tag) is 5- No exception is thrown.

cal | ed.

6- Check the content
7- No exception is thrown.
7- The findTLV(tag == SM5 TPDU Tag) is
cal l ed.

8- Check the content
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Id Description API/Framework Expectation APDU Expectation

223 Check TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD

1- The getlength() nmethod is called 1. return the Simple TLV list length
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Id Description API/Framework Expectation APDU Expectation

243 Check TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD
1- return

1- The get Envel opeTag() nethod is called BTAG SMS PP DOWNLOAD
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Id Description API/Framework Expectation APDU Expectation

245 Check the TLV list conversion for
EVENT_UNFORMATTED_SMS_PP_UPD

1- An EVENT_UNFORMATTED_SMS_PP_UPD is sent |1. Applet is triggered
to the SIM

2- The findTLV(tag == device identities 2- No exception is thrown.
Tag) is called.
3- return the absolute record.
3- The getVal ueByte(offset == 0) is called.
4- return the record status
4- The getVal ueByte(offset == 1) is called.

5- The findTLV(tag == address Tag) is 5- No exception is thrown.

cal | ed.
6- Check the content

7- | |Th3 findTLV(tag == SMB TPDU Tag) is 7- No exception is thrown.
ca ed.

8- Check the content
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Id Description API/Framework Expectation APDU Expectation

265 Check TLV list conversion for
EVENT_UNFORMATTED_SMS_PP_UPD

1- The getlength() nmethod is called 1. return the Simple TLV list length
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Id Description API/Framework Expectation APDU Expectation

|| 267 Check TLV list conversion for
EVENT_UNFORMATTED_SMS_PP_UPD
1- return

1- The get Envel opeTag() nethod is called BTAG SMS PP DOWNLOAD

6.3.2.34 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18,
| 19, 20,21
CRRN2 1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
| 19, 2021
| CRRN3 2221 2524
| CRRN4 223, 2625
| CRRN5 2423, 2726
| CRRN6 2221 2524
6.3.3  Applet Triggering
6.3.3.6 EVENT_CALL_CONTROL_BY_SIM

Test Area Reference: FWK_APT_ECCN
6.3.3.6.1 Conformance Requirement

6.3.3.6.1.1 Normal Execution

* CRRNZ1: The applet istriggered by the EVENT_CALL_CONTROL_BY_SIM once it has registered to this
event and an Envelope Call Control isreceived.

* CRRNZ2: The applet is not triggered by the EVENT_CALL_CONTROL_BY_SIM once it has deregistered from
this event.

6.3.3.6.1.2 Parameters error

No reguirements.

6.3.3.6.1.3 Context Errors

No reguirements.

6.3.3.6.2 Test Suite Files
Test Script: FWK_APT_ECCN_1.scr
Test Applet: FWK_APT_ECCN_1.java
Load Script: FWK_APT_ECCN_1.Idr
Cleanup Script: FWK_APT_ECCN_1.clr
Parameter File: FWK_APT_ECCN_1.par
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6.3.3.6.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to
EVENT_CALL_CONTROL_BY_SIM and
triggering

Appletl is registered to
EVENT_CALL_CONTROL_BY_SIM

Applet2 is registered to
EVENT_FORMATTED_SM5S_PP_ENV

1- An Envel ope Call control by SIMis sent
to SIM 1- Appletl is triggered

2 Applet deregistration and registration of the
third applet to EVENT_CALL-
CONTROL_BY_SIM.

1- An Envel ope Fornmatted SMs PP envel ope is 1-Applet2 is triggered by

sent to SIM EVENT_FORMATTED_SMS_PP_
ENV.
Appl et 2 contructs a DI SPLAY TEXT proactive
conmand.
2-ProactiveHandl er.send() nethod is called 2- A proactive command

DISPLAY TEXT is sent and
applet is suspended until
the terminal response

3-An Envel ope Call control by SIM envel ope |3- Appletl is triggered
is sent to SIM

Tool kit Regi stry. clearEvent() is called for
EVENT_CALL_CONTROL_BY_SIM

TERMINAL RESPONSE of
Appletl finalizes. DISPLAY TEXT is sent to
the SIM

Tool ki t Regi stry. setEvent() method is
call ed for EVENT_CALL_CONTROL_BY_SIM

Applet2 finalizes

3 Applet triggering

An Envel ope Call control by SIMenvelope |Applet2 is triggered.

is sent et—to SIM (Appletl is not triggered)
6.3.3.6.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
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6.3.3.7 EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

Test Area Reference: FWK_APT_EMCN
6.3.3.7.1 Conformance Requirement

6.3.3.7.1.1 Normal Execution

» CRRNZ1: The applet istriggered by the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM onceit has
registered to this event and an Envelope MO Short Message Control.

* CRRNZ2: The applet is not triggered by the EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM once it
has deregistered from this event.

6.3.3.7.1.2 Parameters error

No reguirements.

6.3.3.7.1.3 Context Errors

No reguirements.

6.3.3.7.2 Test Suite Files
Test Script: FWK_APT_EMCN_1.scr
Test Applet: FWK_APT_EMCN_1,java

FWK_APT_EMCN_2java

Load Script: FWK_APT_EMCN_1.ldr
Cleanup Script: FWK_APT_EMCN_1.clr
Parameter File: FWK_APT_EMCN_1.par
6.3.3.7.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet registration to

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and triggering

Appletl is reggistered to
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
Applet2 is registered to
EVENT_FORMATTED SMS_PP_ENV.

1- An Envel ope MO short nessage envel ope is|]- Appletl is triggered.
sent to SIM
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Id Description API/Framework Expectation APDU Expectation
2 | Applet deregistration and registration of the
third applet to
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM.
The STF shall not reply busy to a call control
envelope

1- An Envel ope formatted SM5 PP envel ope is 1- Applet2 is triggered.

sent to SIM

Appl et 2 builds a DI SPLAY TEXT proactive

command.

2- A Proactive command
2-ProactiveHandl er.send() nmethod is DISPLAY TEXT is sent and
call ed. applet is suspended until

the terminal response
3-An Envel ope MO Short nessage envel ope is|3- Appletl is triggered.
sent to SIM
Tool ki t Regi stry. cl earEvent () for
EVENT_MD_SHORT _MESSAGE_CONTROL_BY_SI M

TERMINAL RESPONSE of

Appletl finalizes. DISPLAY TEXT is sent to
the SIM

Tool ki t Regi stry. setEvent() method is

called for

EVENT_MD_SHORT_MESSAGE_CONTROL_BY_SI M

Applet2 finalizes.
3 Applet3 triggering

An Envel ope MO SMS control by SIM envel ope |Applet2 is triggered.

is sent otto SIM (Appletl is not triggered)
6.3.3.74 Test Coverage

CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3
6.3.3.18 EVENT_STATUS COMMAND
Test Area Reference: FWK_APT_ESTC
6.3.3.18.1 Conformance Requirement
6.3.3.18.1.1 Normal Execution
* CRRNZ1: The applet istriggered by the EVENT_STATUS_COMMAND once it has registered to this event and
a Status Command is received.
* CRRNZ2: The applet is not triggered by the EVENT_STATUS_COMMAND once it has deregistered from this
event.

6.3.3.18.1.2 Parameters error
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No reguirements.

6.3.3.18.1.3 Context Errors

No requirements.

6.3.3.18.2 Test Suite Files
Test Script: FWK_APT_ESTC l.scr
Test Applet: FWK_APT_ESTC 1ljava

FWK_APT_ESTC 2java
FWK_APT_ESTC 3java

Load Script: FWK_APT_ESTC 1.ldr
Cleanup Script: FWK_APT_ESTC 1.clr
Parameter File: FWK_APT_ESTC 1.par
6.3.3.18.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applets registration to

EVENT_STATUS_COMMAND and triggering
Appletl is registered to
EVENT_STATUS_COMVAND usi ng t he
request Pol | I nterval () conmand
Applet2 is registered to
EVENT_STATUS_COMVAND usi ng t he
Request Pol I I nterval () conmand

Applet3 is registered to
EVENT_FORMATTED SMS_PP_ENV.

1-A status command is sent to SIM

1- Appletl is triggered.
Appletl finalizes
2- Applet2 is triggered.

Applet2 finalizes

3- Applet3Applet3 is not triggered
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Id Description API/Framework Expectation APDU Expectation
2 | Applet deregistration and registration of the
third applet to EVENT_STATUS_COMMAND.
The STF shall not reply busy to a call control
envelope
1-Aformatted sms pp envelope is sent to |q. Applet3 is triggered.
SI M
Appl et 3 builds a DI SPLAY TEXT.
2- A proactive command
2- ProactiveHandl er.send() is called DISPLAY TEXT is sent and
applet is suspended until
the terminal response
3-A status command is sent to SIM 3- Appletl is triggered.
request Pol | I nteval w th POLL_NO DURATI ON
is called
Appletl finalizes
request Pol | I nteval with POLL_NO DURATI ON [4- Applet2 is triggered.
is called
request Pol | Interval () nethod is called. Applet2 finalizes
Applet3 finalizes 5- TERMINAL RESPONSE
of DISPLAY TEXT is sent to
the SIM
3 Applet3 triggering
PerformSIMinitialization with all the
facilities supported
Status command is sent to SIM Applet3 is triggered.
(Appletl and Applet2 are not
triggered)
6.3.3.18.4 Test Coverage
CR Number Test Case Number
CRRN1 1,23
CRRN2 3
6.3.6 Framework Security Management

Security Parameters

The table that follows contains the security parameters that shall be used when the 3GPP TS 23.048 [8]security is
required in the test cases devel oped in the current subclause.

Parameter Value in hexadecimal
KIC 11
KID 11
CNTR 00 00 00 00 01
Key for ciphering 014142 7F DA E8 91 A7
Key for RC/CC/DS |01 2345 67 89 AB CD EF
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If aparameter is not listed explicitly in the above table, the default values of subclause 4.7.3.1 apply.

6.3.6.1 Input Data
Test Area Reference: FWK_FWS _INDA

6.3.6.1.1 Conformance Requirements

6.3.6.1.1.1 Normal Execution

* CRRNZ1: If the SIM receives an envelope APDU containing an SMS_PP_DATADOWNLOAD BER TLV
formatted according to 3GPP TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the SMS
TPDU.

» CRRN2: Thetoolkit applet will only betriggered if the TAR is known and the security verified.

» CRRN3: If the SIM receives an envelope APDU containing an SMS_CB_DATADOWNLOAD formatted
according to 3GPP TS 23.048 [8], the SIM Toolkit Framework shall verify the security of the cell broadcast

page.

*  CRRN4: If the SIM receives an Update Record EFsms instruction formatted according to TS 23.048[8], the SIM
Toolkit Framework shall verify the security of the SMS.

* CRRNS5: The STF shall provide the input data deciphered.

6.3.6.1.1.2 Parameters error

No requirements.

6.3.6.1.1.3 Context Errors

No requirements.

6.3.6.1.2 Test Area Files
Test Script: FWK_FWS INDA_1.scr
Test Applet: FWK_FWS INDA 1ljava

FWK_FWS INDA 2java
FWK_FWS INDA 3java
FWK_FWS _INDA 4java
FWK_FWS INDA 5java
FWK_FWS INDA_6java

Load Script: FWK_FWS INDA_1.dr
Cleanup Script: FWK_FWS INDA_1l.clr
Parameter File: FWK_FWS INDA_1.par
6.3.6.1.3 Test Procedure
[ 1d ] Description | API/Framework Expectation |  APDU Expectation
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Id

Description

API/Framework Expectation

APDU Expectation

1

Framework checks the Cryptographic
checksum and deciphers the data

Appletl is |oaded and installed

1- Envel ope(SMs-PP) single and formatted is
sent to the SIMwith this features:

Ci pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appl et —1;

Data = 01

2- Short Message concat enated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
Ci pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appl et —1;

Data length is 150.

1- The-aApplet-1 is triggered and
the value integrity is checked.

2- The-aApplet-1 is triggered and
the value integrity is checked

1- The SIM answers to the
Envelope with status words
9000

2- The SIM answers to the
Envelope with status words
9000
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Id Description API/Framework Expectation APDU Expectation
2|Triggering two different applets with
different security
Applet2 is installed
1- Envel ope(SMs-PP) single and formatted is o
sent to the SIMwith this features: 1- Applet-1 is triggered and the
G pheri ng; value integrity is checked 1- The SIM answers to the
Crypt ographi ¢ checksum Envelope with status words
No proof of receipt; 9000
TAR of Applet-1
Data = 03
2- Short Message concatenated and
formatted is sent to the SIMby an
Envel ope (SMs PP)with these features:
G phering; 2- Applet-1 is triggered and the 2- The SIM answers to the
Crypt ographi ¢ checksum value integrity is checked Envelope with status words
No proof of receipt; 9000
TAR of Applet-1
Data | ength = 150
3- Envel ope(SMsS-PP) single and formatted is 3- The SIM answers to the
sent to the SIMwith this features: Envelope with status words
No ci pheri ng; 9000
No cryptographi c checksum
No proof of receipt;
E:\?aoi Qﬁp' otz 3- Applet-2 is triggered and the
value integrity is checked
4- Short Message concat enated and
fornmatted is sent to the SIMby an 4- The SIM answers to the
Envel ope (SM5 PP)with these features: - Envelope with status words
No ci pheri ng; 9000
No crypt ographi c checksum
No proof of receipt;
TAR of Appl et -2
Data | ength = 150.
4- Applet-2 is triggered and the
value integrity is checked
3 Envelope(SMS-PP) formatted with wrong 1- The SIM answers to the

cryptographic checksum

1- Envel ope 03.48 single and formatted is
sent to the SIMw th this features:

No ci pheri ng;

W ong cryptographic checksum

No proof of receipt;

TAR of Applet-1

Data = 07

2- Short Message concat enated and
formatted is sent to the SIMby an
Envel ope (SM5 PP)with these features:
No ci pheri ng;

Wong cryptographi c checksum

No proof of receipt;

TAR of Applet-1

Data | ength = 150

1- No applet is triggered.

2- No applet is triggered.

Envelope with status words
9000
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Id Description API/Framework Expectation APDU Expectation
4 Framework checks the Cryptographic
checksum and deciphers the data
Appl et3 is | oaded and installed
1- Envel ope(SM5-CB) formatted is sent to
the SIMwith this features:
Ci pheri ng; _
,C\}bygtr gg; ag?' fegzieglt(.sum 1- Applet3 is triggered and the
Data = 01 ' value integrity is checked
1- The SIM answers to the
Envelope with status words
9000
5 | Triggering two different applets with different
security on Envelope(SMS-CB) formatted
Applet4 is installed
tl;lgmélelMos“_et( EN&FSB) f fegtr Hftets:ed 's sent to 1- Applet3 is triggered and the 1- The SIM answers to the
G pheri ng; value integrity is checked Envelope with status words
Crypt ogr aphi ¢ checksum 9000
No proof of receipt;
TAR of Applet—3Appl et3
Data = 02
2- Envel ope(SM5-CB) formatted is sent to
}\Ee SIMwith this features: 2- The SIM answers to the
ci phering; L .
No cryptographi c checksum 2- Applet4 is triggered and the Envelope with status words
No pr oof of recei pt ; Value |ntegr|ty iS Checked 9000
TAR of Applet—4Appl et4
Data = 03
6/ Envelope(SMS-CB) formatted with wrong No applet is triggered 1- The SIM answers to the
cryptographic checksum Envelope with status words
9000
No ci pheri ng;
Wong Cryptographic checksum
No proof of receipt;
TAR of Applet—3Appl et3
Data = 04
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Id Description API/Framework Expectation APDU Expectation
7 Framework checks the Cryptographic
checksum and deciphers the data
Applet5 is installed
1- Short Message single and formatted is - The a/ et _
sent to the SIMby Update Record EFsns lh | _pplet5 ls.trlgﬁjerﬁddand t 'Ic;he SRIM anjvlé?:rs to the
instruction with these features: the value integrity is checked. Up ate. ecor sms
G pheri ng; instruction with status words
Crypt ogr aphi ¢ checksum 9000
No proof of receipt;
TAR of Appl et5;
Data = 01
2- Short Message concat enated and
formatted is sent to the SIM by Update
Record EFsms instruction with these 2- The SIM answers to the
f eat ur es: 2- The-aApplet5 is triggered and Update Record EFsms
G pheri ng; the value integrity is checked instruction with status words
Crypt ogr aphi ¢ checksum 9000
No proof of receipt;
TAR of Appl et5;
Data | ength = 150.
8 | Triggering two different applets with different
security
Applet6 is installed 1- Applet5 is triggered and the
1. Short Message single and formatted is value integrity is checked. 1- The SIM answers to the
sent to the SIM by Update Record EFsns .Update.Recc.)rd EFsms
instruction with these features: instruction with status words
Ci pheri ng; 9000
Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Applet5
Data = 03
2- Short Message concat enated and 2. Applet5 is tri d and th 6 Lh? SFLM andsvlé?:rs to the
formatted is sent to the SIM by Update pplets Is triggered an e wpaate ecor Sms
Record EFsnms instruction with these value integrity is checked. instruction with status words
feat ures: 9000
Ci pheri ng;
Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Applet5
Data length = 150. 3- The SIM answers to the
3- Short Message single and formatted is Update Record EFsms
sent to the SIMby Update Record EFsns 3- Applet6 is triggered and the instruction with status words
instruction with these features: value integrity is checked. 9000
No ci pheri ng;
No crypt ographi c checksum
No proof of receipt;
TAR of Appl et 6;
Data = 05
4- The SIM answers to the
4- Short Message concatenated and Update Record EFsms
formatted is sent to the SIMby Update instruction with status words
Record EFsns instruction with these 4- Applet6 is triggered and the 9000
features: value integrity is checked
No ci pheri ng; ’
No cryptographi c checksum
No proof of receipt;
TAR of Appl et 6;
Data | ength = 150.
9 | Update Record EFsms instruction formatted

with wrong cryptographic checksum
1- Short Message single and formatted is
sent to the SIM by Update Record EFsns
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Id Description API/Framework Expectation APDU Expectation
i nstr u_cti on with these features: No 1- The SIM answers to the
ci pheri ng; h heck 1- No applet is triggered. Update Record EFsms
%02903 yg; O?reiﬁi :otc checksum instruction with status words
TAR of Appl et5 9000
Data = 07
2- Short Message concatenated and
formatted is _sent to _the S_IMby Updat e
Record EFsns instruction with these 2- No applet is triggered. 2- The SIM answers to the
‘;\ke)atci“rﬁ;i o Update Record EFsms
W onngrypt g’gr aphi ¢ checksum instruction with status words
No proof of receipt; 9000
TAR of Applet5
Data | ength = 150
6.3.6.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2,3
CRRN2 3,6,9
CRRN3 4,56
CRRN4 7,8,9
CRRN5 1,245,7,8
6.3.7 Envelope Response Posting
6.3.7.1 EVENT_CALL_CONTROL_BY_SIM

Test Area Reference: FWK_ERP_ECCN

6.3.7.1.1

6.3.7.1.1.1

6.3.7.1.1.2

Normal Execution

Parameters error

No reguirements.

6.3.7.1.1.3

Context Errors

No reguirements.

6.3.7.1.2 Test Area Files
Test Script: FWK_ERP_ECCN_1.scr
Test Applet: FWK_ERP_ECCN_1.java
FWK_ERP_ECCN_2java
FWK_ERP_ECCN_3java
Load Script: FWK_ERP_ECCN_1.ldr

Conformance Requirements

3GPP
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Cleanup Script: FWK_ERP _ECCN_1.clr
Parameter File: FWK_ERP_ECCN_1.par
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6.3.7.1.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
1 Applet-1is registered on the

EVENT_CALL_CONTROL_BY_SIM, Applet2is
registered and triggered on the
EVENT_MENU_SELECTION.

1- Appl et 2 i nvokes the nmethod send()and no
fetch is perforned

2- Envel ope(Cal | is sent to the
SI'M

Control)

3-Appletl calls the nethod

Envel opeResponseHandl er. post ASBERTLV() to
change any incomng dialling nunber into
+11 22 33 44.

4-A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response conmand is sent to

6-Del ete appleti-Appletl & applet2Applet?2
applet3Appl et 3

7-1nstall

Applet2 is suspended

Appletl is triggered.

Applet2's execution shall continue.

The SIM answer 9Fxx to the
Envelope(Call Control)

The dialling number is
retrieved with a
GetResponse command.
The SIM answers to the Get
Response command with
status words 91xx.

Applet3Applet3 is registered on both the
events EVENT_CALL_CONTROL_BY_SIM and
EVENT_MENU_SELECTION.

1- Envel ope Menu Sel ection is sent to the
SIM

2- Appl et 3 i nvokes the nmethod send()and no
fetch is perforned)

3- Envel ope(Cal |
SI'M

Control) is sent to the

4- Appl et 3 cal | s the nethod

Envel opeResponseHandl er . post ASBERTLV() to
change any incomng dialling nunber into
+11 22 33 44.

5-A Fetch command is sent to the SIM

6- A Ter m nal
the SIM

Response conmand is sent to

Applet3 is triggered on the
EVENT_MENU_SELECTION

Applet3 is suspended on the send()
method

Applet3 is triggered on the
EVENT_CALL _CONTROL_BY_SI
M.

The Applet3's execution shall
continue.

The SIM answer 9Fxx to the
Envelope(Call Control)

The dialling number is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.
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6.3.7.1.4 Test Coverage
CRR Number Test Case Number
CRRN1 1,2
6.3.7.2 EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM

Test Area Reference: FWK_ERP_EMCN

6.3.7.2.1 Conformance Requirements
6.3.7.2.1.1 Normal Execution
* CRRNZ1: The SIM Toolkit Framework can't reply busy when an Envelope(M O-Short Message Control) is sent to
the SIM.
6.3.6.2.1.2 Parameters error

No reguirements.

6.3.6.2.1.3 Context Errors

No reguirements.

6.3.7.2.2 Test Area Files
Test Script: FWK_ERP_EMCN_1.scr
Test Applet: FWK_ERP_EMCN_1java

FWK_ERP_EMCN_2java
FWK_ERP_EMCN_3java

Load Script: FWK_ERP_EMCN_1.Idr
Cleanup Script: FWK_ERP_EMCN_1.clr
Parameter File: FWK_ERP_EMCN_1.par
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6.3.7.2.3 Test Procedure
Id Description API/Framework Expectation APDU Expectation
[l 1 Applet-1is registered on the

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM; Applet2 is registered and triggered on
the EVENT_MENU_SELECTION.

1- Appl et 2 i nvokes the nmethod send()and no
fetch is perforned)

2- Envel ope(M> SM control)
SI'M

is sent to the

3-Appletl calls the nethod

Envel opeResponseHandl er . post ASBERTLV() to
change any incom ng TP_Destinati on_Address
and any RP_Destinati on_Address of the
Service Center into +11 22 33 44

4- A Fetch command is sent to the SIM

5-A Ter m nal
the SIM

Response conmand is sent to

6-Del ete appleti-Appletl & applet2Applet?2

Applet2 is suspended

Applet-1 is triggered.

The Applet's execution shall
continue.

The SIM answers 9Fxx to
the Envelope(MO-Short
Message Control)

The
TP_Destination_Address is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.

7-Install applet3Applet3
[l 2 Applet3Applet3 is registered on both the
events

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and EVENT_MENU_SELECTION.

1- Appl et 3 i nvokes the method send()and no
fetch is perforned)

2- Envel ope( MO SM control)
SIM

is sent to the

3-Applet3 calls the method

Envel opeResponseHandl er. post ASBERTLV() to
change any inconing TP_Destinati on_Address
and any RP_Destinati on_Address of the
Service Center into +11 22 33 44.

4- A Fetch command is sent to the SIM

5-A Term nal
the SIM

Response conmand is sent to

Applet3Applet3 is suspended on
the send() method

Applet3 is triggered on the
EVENT_MO_SHORT_MESSAGE_
CONTROL_BY_SIM.

The Applet3's execution shall
continue.

The SIM answers 9Fxx to
the Envelope(MO-Short
Message Control)

The
TP_Destination_Address is
retrieved with a
GetResponse command.

The SIM answers to the Get
Response command with
status words 91xx.
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CRR Number

Test Case Number

CRRN1

1,2

6.3.8 Toolkit Installation

6.3.8.6 Access Domain

Test Area Reference: FWK_TIN_ACDO
6.3.8.6.1

6.3.8.6.1.1 Normal execution

Conformance Requirements

» CRRNZ1: The Access Domain parameter indicates the mechanism used to control the applet instance accessto
the GSM file System ('00' means full access to the GSM File System, 'FF' means no access to the GSM File

System).

6.3.8.6.1.2 Parameters errors

* CRRPL: If the Access Domain Parameter requested is not supported, the card shall return the Status Word
'6A80, incorrect parametersin datafield, to the Install (Install) command.

» CRRP2: If an applet with Access Domain Parameter 'FF' (i.e. No Accessto the GSM File System) tries to access
aGSM file (e.g. invoke the updateBinary(..) method) the framework shall throw a SIMViewException with a

AC_NOT_FULFILLED reason.

6.3.8.6.1.3 Context errors

No requirements.

6.3.8.6.2 Test suite files
Test Script: FWK_TIN_ACDO_1l.scr
Test Applet: FWK_TIN_ACDO 1ljava
FWK_TIN_ACDO 2java
FWK_TIN_ACDO 3java
Load Script: FWK_TIN_ACDO 1.ldr
Cleanup Script: FWK_TIN_ACDO_1l.clIr

Parameter File:

6.3.8.6.3 Test Procedure

FWK_TIN_ACDO_1.par

Id Description

API/Framework Expectation

APDU Expectation

0 |Install (install) appletl with:

- Length of Access Domain field value is
D

- Access Domain Paraneter value is '00'
(full access to the GSM File System

Install (install) applet2 with:
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Id Description API/Framework Expectation APDU Expectation

- Length of Access Domain field value is
D

- Access Domain Paraneter value is 'FF
(No access to the GSM File Systen)

Install (install) applet3 with:

- Length of Access Domain field value is
D

- Access Domain Paraneter value is '00'
(full access to the GSMFile Systen)

1 readBinary/readRecord method with full 1 to 4- no exception is thrown
Access Domain Parameter

5- SIMViewException

1- Select EF-TARU file whose Read access AC_NOT_FULFILLED is thrown

condition is ALWAYS
Perform t he readBi nary nethod:
fileOfset =0

resp = abRead[]

respcr f set
respLength

3

2- Select EF-SMS file whose Read access
condition is CHV1
Performthe readRecord net hod:

recNumber = 1

mode = REC_ACC MODE_ABSOLUTE_CURRENT
recOfset = 0

resp = abRead[]

respO f set
respLength

3

3- Select EF-TRAC fil e whose Read access
condition is CHvV2

Performthe readBi nary nethod:
fileOFfset =0

resp = abRead[]

respO f set
respLength

3

4- Sel ect EF-SUME file Read access
condition is ADMD

Perform the readBi nary nethod:
fileOfset =0

resp = abRead[]

respO f set
respLength

3

5- Select EF-TNR fil e whose Read access
condition is NEVER

Perform t he readBi nary nethod:
fileOfset =0

resp = abRead[]

respO f set
respLength

3
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Id Description API/Framework Expectation APDU Expectation

2 | updateBinary/updateRecord method with full |1 to 4- no exception is thrown
Access Domain Parameter

3 invalidate method with full Access Domain |1 to 4- no exception is thrown
Parameter

5- SIMViewException

1- Select EF-TNR fil e whose | nvalidate :
access condition is ALWAYS AC_NOT_FULFILLED is thrown

Performthe invalidate nethod

2- Select EF-TIAC file whose Invalidate
access condition is CHV1
Performthe invalidate nethod

3- Select EF-ADN file whose Invalidate
access condition is CHV2
Performthe invalidate nethod

4- Select EF-SUME file Invalidate access
condition is ADMD
Performthe invalidate nethod

5- Select EF-CNIV file whose Invalidate
access condition is NEVER
Performthe invalidate nmethod
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Description

API/Framework Expectation

APDU Expectation

rehabilitate method with full Access Domain
Parameter

1- Select EF-TNR file whose Rehabilitate
access condition is ALWAYS
Performthe rehabilitate nethod

2- Select EF-IMSI file whose Rehabilitate
access condition is CHVL
Performthe rehabilitate nethod

3- Select EF-ADN file whose Rehabilitate
access condition is CHV2
Performthe rehabilitate nethod

4- Select EF-SUME file Rehabilitate access
condition is ADMD
Performthe rehabilitate nethod

5- Select EF-CNRI file whose Rehabilitate
access condition is NEVER
Performthe rehabilitate nethod

1 to 4- no exception is thrown

5- SIMViewException
AC_NOT_FULFILLED is thrown

increase method with full Access Domain
Parameter

1- Select EF-CNRU file whose |ncrease
access condition is ALWAYS
Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOfset = 0

resp = abRead[]

respOffset = 0

2- Select EF-ACMfile whose |ncrease
access condition is CHV1

Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOhfset = 0

resp = abRead[]

respOffset = 0

3- Select EF-CIAC file whose Increase
access condition is CHV2

Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOhfset = 0

resp = abRead[]

respOffset = 0

4- Select EF-CIAA file Increase access
condition is ADWVD

Performthe increase nethod:

incr = abl ncreaseVal ue[]

incrOfset = 0

resp = abRead[]

respOffset = 0

5- Select EF-CNUR file whose |ncrease
access condition is NEVER
Performthe increase nethod

1 to 4- no exception is thrown

5- SIMViewException
AC_NOT_FULFILLED is thrown
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Id Description API/Framework Expectation APDU Expectation
6 readBinary method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
wi th the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-TARU fil e whose Read access
condition is ALWAYS

Perform t he readBi nary nethod:
fileOfset = 0

resp = abRead[]

respcr f set 0
respLength
t

3

7 |updateRecord method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
with the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-SMs file whose Update access
condition is CHvV1

Perform the updat eRecord net hod:
fileOfset =0

resp = abUpdate[]

respOffset = 0

respLength = 3

8 invalidate method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
wi th the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-ADN fil e whose Invalidate access
condition is CHV2
Performthe invalidate nethod

9 rehabilitate method with no Access Domain |SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
wi th the EVENT_UNFORVATTED SMS_PP_ENV
event.

Sel ect EF-SUME file Rehabilitate access
condition is ADM
Performthe rehabilitate nethod

10 increase method with no Access Domain SIMViewException
Parameter AC_NOT_FULFILLED is thrown

Send an Envel ope that triggers the applet
with the EVENT_UNFORMATTED SMS_PP_ENV
event.

Sel ect EF-CNR file whose Increase access

condition is NEVER
Performthe increase nethod

Applet2 finalizes

Applet3 restore EF-SUME

6.3.8.6.4 Test Coverage

NOTE: AsItem Position management is not fully specified in the 3GPP TS 43.019 [7] or 3GPP TS 23.048 [8] all
possible tests cannot be performed.
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CRR number Test case number
CRRN1 1,2,3,4,5
CRRP1 Not tested
CRRP2 6,7,8,9, 10

Annex C (normative):
Default Prepersonalization

C.1  General Default Prepersonalization

This table shows the default prepersonalization, the file system and the files' content, that the test SIM cards shall
contain unless otherwise stated.

Name Identifier Default Value Special Features

EFiccip 2FE2 |OF FF FF FF FF FF FF FF FF FF This value is not compliant with
3GPP TS 51.011 [3]
EFus 6F07 |FF FF FF FF FF FF FF FF FF This value is not compliant with
3GPP TS 51.011 [3]
EF.p 6F05 |01 FF FF FF
EFkc 6F20 |FF FF FF FF FF FF FF FF 07
EFpLMNsel 6F30 |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
EFHpLMN 6F31 05
EFacMmax 6F37 |00 00 00 Access condition UPDATE: CHV1
EFsst 6F38 |FF 3F C3 OF OC 00 FF OF 00 33
EFacwm 6F39 |00 00 00 Access condition UPDATE: CHV1
EFpuct 6F41 |FF FF FF 00 00 Access condition UPDATE: CHV1
EFsccH 6F74 |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFacc 6F78 |00 00
EFepLvn 6E7B |FF FF FF FF FF FF FF FF FF FF FF FF
EFLoc) G6F7E |FF FF FF FF 00 FO 00 00 00 FF 01
EFap 6FAD |00 FF FF
EFphase 6FAE 03
EFron 6F3B Default value in all the records: Records: 5

FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFswsp 6F42 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF

EFno 6F44 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFswmss 6F43 FF FF

EFsus 6F3C 1°" record: 00 FF ...FF(length 176) Records: 3

2" record: 00 FF ...FF(length 176)
3% record: 00 FF ...FF(length 176)

EFaon 6F3A |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF_FF FF FF

EFccr 6F3D |FF FF FF FF FF FF FF FF FF FF FF FF
FF FF

EFuvsison 6F40 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF

EFson 6F49 |FF FF FF FF FF FF FF FF FF FF FF FF |Records: 1
FF FF FF FF FF FF FF FF FF FF FF FF
FF _FF FF FF

EFsume 6F54 |85 OC 54 4F 4F 4C 4B 49 54 20 54 45
53 54 FF FF FF FF

EFcemi 6F45 FF FF

EFCBMlD 6F48 10 80
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EFcemR

6F50

10 80 10 9F

EFimg

4F20

FF FF FF FF FF FF FF FF FF FF FF

The default value for the CHV 1 shall be "0x31 0x31 0x31 0x31 OxFF OxFF OxFF OxFF" and its state shall be 'disabled'
during test applets execution.
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