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1. Introduction
This pCR provides solution to solve the legitimate user of digital assets in KI#2 (Exposure of user sensitive information).
[bookmark: OLE_LINK7]This solution realized the legitimate use of digital assets by non-owner verticals. The reasons for prioritizing addressing the usage across verticals are:
1. Many verticals have a high demand to purchase the right to use digital assets with commercial value, because certain digital assets are difficult to produce or the verticals have no right to produce.(e.g. the game company purchases exquisitely-designed avatars to apply into the games).
2. Individuals have the need to authorize the usage right of digital assets(i.e. avatar) to businesses.( ref. TR 22.856 section 5.24,Singer authorized his avatar to a company as the brand ambassador.)
[bookmark: OLE_LINK2]Above all, this solution provides usage management services of digital assets to verticals. This includes three key processes: Creat digital asset ownership evidence, Apply for digital asset usage right and Usage control.

2. Reason for Change
[bookmark: OLE_LINK6]There is a open issue in KI#2 as following：
[bookmark: OLE_LINK1]-	How to ensure appropriate usage of user consent at the enabler layer to support localized mobile metaverse services in 3GPP specified networks? Especially how to ensure the legitimate use of user sensitive information like digital assets in the case of usage by non-owners.
For solve the key issue, this pCR proposes to enhance digital asset usage right management functionality to provide legitimate use service.
3. Proposal
It is proposed to agree the following changes to TR 23.700-21 v0.1.0.


* * * First Change * * * *
[bookmark: _Toc160735986][bookmark: _Toc153434272]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
digital asset information: a set of parameters used for digital asset description. 
digital asset relative information: the information includes digital asset information and digital asset file. 
ownership evidence: the information used to prove ownership of the digital asset.
converted file: the file that obtained by converting the digital asset file, which can not be used directly.
available file: the file of digital asset which can be used directly.
protection information: a set of data that needed to convert and reconvert the file.
usage right information: the information about the usage right authorization, it includes the expiration time of usage right, applicant, etc.

* * * Next Change * * * *
7.x	Solution #x: Support for legitimate use of digital asset by non-owener verticals
7.x.1	Solution description
This solution maps to KI# 2, achieves the legitimateuse of digital asset by non-owner verticals. Enabler layer provides the usage right management and usage control of the digital assets. The architectural impacts and procedures are discribed in clause 7.x.2 and clause 7.x.3 respectively.
7.x.2	Architecture Impacts
The architecture defined in clause 6.1 is the basis for this solution.. MMEC and MMES are enhanced to provide usage right management and usage control relative functionalities of the digital assets. 
7.x.3	Procedures
7.x.3.1	Creat digital asset ownership evidence
Figure 7.x.3.1-1 depicts the registration process of digital asset. The owner initiates the process through MMEC. MMES creats digital asset ownership evidence which prove the owner of the digital asset.
Pre-condition:
-	The MMEC has registered on the MMES and obtained the authority to apply for the ownership evidence of the digital asset.                                     



Figure 7.x.3.1-1: Creat digital asset ownership evidence
1. MMEC sends digital asset registration request to MMES. The requested information includes the owner's information, digital asset relative information, etc.
Editor note1: In this solution, specific parameters of the digital asset information are FFS.
Editor note2: If the owner does not willing to provide the available file to MMES for security reasons, the owner may convert the file to converted file and send it to MMES. The solution for this scenario needs FFS.
2. MMES checks whether the digital asset has been registered. If not, generate the ownership claim information; If so, skip to step 6, notify the applicant of the rejection of the registration request.
Note: Step 3 and 4 are optional which double check the ownership.
3. MMES sends Ownership confirmation request to MMEC, which includes the ownership claim information.
4. MMEC confirms and sends response to MMES, the response includes ownership claim confirmation result.
5. MMES creates the ownership evidence of the digital asset based on the information of the owner and the digital asset. The evidence records the relationship between the owner and the digital asset. 
6. MMES sends digital asset registration response to MMEC.

7.x.3.2	Apply for digital asset usage right 
Figure 7.x.3.2-1 depicts the process of applying for the usage rights of digital assets. Through this process, non-owners can obtain the usage rights of digital assets. The process is initiated by VAL Server. The MMES provides the usage right authorization service.
Pre-condition:
-	Vertical is informed about published digital assets. 


Figure 7.x.3.2-1: Apply for usage right 
1. VAL Server sends MMES request for the digital asset usage right. The request includes the digital asset information, the information of the applicant, and the expiration time of the usage.
2. MMES searches the owner information of the digital asset according to the ownership evidence, and creates the Usage right confirmation request. 
3. MMES sends Usage right confirmation request to the owner’s MMEC. The request includes the digital asset information, the information of the applicant, and the expiration time of the usage.
4. MMEC sends Usage right confirmation response, the response includes confirmation result.
5. MMES confirms whether the owner agreed the request for usage right and processes the request according to the owners response. If the owner agreed with the request, MMES creates protection information and securily converts the available file of the digital asset into a converted file. Meanwhile, MMES creates usage right information. 
6. MMES sends reponse to VAL server. The response includes digital asset information, converted file of digital asset and the usage right information.
7.x.3.3	Digital asset usage control
After the vertical applied and got the usage right of the digital asset, the vertical users can request to use the digital asset. Figure 7.x.3.3-1 describes the digital asset usage control process. 


Figure 7.x.3.3-1: Digital asset usage control

1. When the VAL client needs to use the digital asset, it gets digital asset information, converted file of digital asset and the usage right information from the VAL server. 
2. VAL client sends Digital asset using request to MMEC, the request includes digital asset information, converted file of digital asset and the usage right information.  
3. MMEC verifies the usage right information, including verifying whether the current time is in the usage period, whether the applicant has usage right. If so, MMEC checks whether local storage of the mobile device(e.g. MMEC, SIM,  eSE, TEE) has the protection information. If it does not, skip to step 4. If it does, skip to step 8.
4. MMEC sends Protection information request to MMES. The request carries digital asset information, usage right information.
5. MMES verifies the validity of usage right(whether the current time is in the usage period, whether the applicant has usage right). If the verification is passed, the MMES searches the digital asset protection information according to the digital asset information, and returns the protection information to the MMEC.
6. MMES responses to MMEC, carrying information includes the protection information. 
7. MMEC stored the protection information in the security hardware element(e.g. SIM, eSE, TEE) or software element(e.g.MMEC)
8. MMEC reconverts the converted file into available file based on the protection information by computational methods. 
7.x.4	Solution evaluation
This solution addresses KI#2 about the how to ensure the legitimate use of the digital assets by non-owner verticals. 
* * * End of Change * * * *
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