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1. Introduction

This pCR provides a new Key Issue for UE API Invoker onboarding for UE or AF-originated API invocations 
2. Reason for Change

Allow UE API Invokers to be onboarded for both UE or AF-originated API invocations 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95
* * * First Change * * * *

4.x
Key Issue #x: UE API Invoker onboarding for UE or AF-originated API invocations
4.x.1
Description

Consider the case of a tracking application TrackApp where a user on UE A wants to track the location of a user on UE B. An API Provider AP provides location APIs via CAPIF.
Consent is obtained from the TrackApp user on UE B for TrackApp user on UE A to invoke the location API exposed via CAPIF by AP, for UE B. When the tracking goes on for a long time, the TrackApp Application Server X maintains the tracking of UE B while UE A may be asleep. In this case the API invocation uses the UE-originated model in Figure 4.1.1-1 as well as the AF-originated model in Figure 4.2.1-1.
Currently, TrackApp on UE A acts as API invoker 1 and TrackApp Application Server X acts as API invoker 2, both consuming location API provided via CAPIF by AP. UE B is the resource whose location is being tracked by API invokers 1 and 2. A user of UE B TrackApp needs to be registered as resource owner of UE B. 
To be able to provide this functionality using CAPIF it is necessary first for UE A TrackApp to be onboarded as API Invoker and for a user of UE A TrackApp to obtain resource owner consent from the user of UE B TrackApp for location API invocation. In addition, it is necessary for TrackApp Application Server X to be onboarded as an API Invoker and to be enabled to perform UE B location API invocation on behalf of UE A TrackApp.
Currently, the API Invoker onboarding procedure specified by TS 23.222 enables a one-time enrolment of an API Invoker as recognized user of the CAPIF. There are currently no procedures for discovery of CCF information by API Invokers. Therefore, the assumption used is that of pre-provisioning of CCF access information, including pre-authorization, at the API Invokers. However, for deployments with UE applications as API Invokers pre-provisioning of the CCF information and pre-authorization to access CCF at the UE applications cannot be assumed.
In addition, especially in deployments involving large numbers of UEs, 3rd party CAPIF Invokers may use Application Servers (such as the TrackApp Application Server X in the example above) for onboarding as well as for executing CAPIF Service API calls, in order to reduce the pre-provisioning burden.
Open Issues:
1) Whether and how onboarding of UE applications as API invokers via an Application Server can be supported. 
2) Whether and how onboarding of groups of UE applications as API invokers via an Application Server can be supported. 
3) Whether and how API invocation by Application Servers (e.g., API invocation with resource owner consent) on behalf of UE applications can be supported.
