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1. Introduction
This contribution provides solution for KI#1. 
2. Reason for Change
Following key issue has been agreed to study:
	4.1
Key Issue #1: UE-originated API invocation

4.1.1
Description

The UE-originated API invocation scenario corresponds to the following requirement specified in TS 22.261 [2]:

-
The 5G system shall be able to provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
In this scenario, the application on the UE invokes the northbound APIs. The scenario is illustrated in figure 4.1.1-1.

From CAPIF point of view, the application on the UE in this scenario plays the role of the API invoker, as defined in TS 23.222 [3].
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Figure 4.1.1-1: UE-originated API invocation
Open issues:

1)
Whether the existing CAPIF functional model is sufficient for the UE-originated API invocation.

a)
If the existing CAPIF functional model is insufficient, how it must be modified to accommodate for the API invoker in the UE.


It is needed to provide solution for above KI considering CAPIF model sufficiency.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95.
* * * First Change * * * *

6.x
Solution #X: UE-originated API invocation within CAPIF
6.x.1
Description
KI#1 describes the scenario of UE application client (AC) invokes 3GPP northbound APIs (e.g. NEF location API). In figure 6.x.1-1, the AC plays the role of the API invoker, and triggers a number of service operations with CCF and AEF (e.g. onboarding, security, API discovery).
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Figure 6.X.1-1: Overview of CAPIF operations

The existing CAPIF model and procedures for UE-originated API invocation with CAPIF may be used but it is not so efficient since UE may be installed with many application clients (e.g. 100-200 apps). To reduce the number of CAPIF interactions per UE, a CAPIF client agent in the UE can be used as a common API invoker. Such CAPIF client agent executes the onboarding, authentication and authorization for security, service API discovery (discovered result can be re-used by all ACs), CAPIF event subscription with CCF.
NOTE:
Security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are to be decided in SA3. 
In short, the CAPIF client agent (as an application in the UE) is seen as an API invoker (see figure 6.X.1-2).
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Figure 6.X.1-2: CAPIF client agent functionality in the UE
NOTE:
Reference point detail between AC and CAPIF client agent is out of 3GPP scope. 
6.X.2
Solution evaluation
This solution addresses KI#1. It introduces an option to have a common API invoker (i.e. CAPIF client agent) for the UE so that the signalling over CAPIF reference points can be optimized.
Editor's Note:
The CAPIF operations by CAPIF client agent (API invoker) considering per application granularity is FFS.
* * * End of Changes * * * *

_1702392673.vsd
UE


Application


Northbound APIs


API invocation




AC(s)
CAPIF client agent (API invoker)
UE



_1573482508.vsd
�

API invoker


CAPIF core function


Onboarding API invoker to the CAPIF


Authentication between the API invoker and the CAPIF core function


Publish service APIs


Service API policy configuration


API invoker discovering service APIs


Service API invocation by the API invoker with access control


Logging service API invocations


Subscription and notifications for the CAPIF events


API provider domain


API publishing function


API management function


API exposing function (AEF)


API invoker obtaining authorization to access service API


Authentication between the API invoker and the AEF


Charging the invocation of service APIs


Monitoring API status and service API invocation


Querying service API invocation logs



