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1. Introduction
This pCR adds a solution to 3GPP TR 23.744 for the key issue 7: “Location information of unauthenticated user” to request location information from an unauthenticated but registered user. 
2. Reason for Change
In the current stage-2 work, location management is handled only on the basis of the user's MC service ID. As described with the use case#10 situations can occur while the MC service UE is not authenticated to the MC system but it is necessary to be able to handle location management specific to MC service UEs.

The following passage in the text of 3GPP TS 33.180 – Security of mission critical service –  shows how an MC service UE can get registered to the SIP core of an MC system but still is not authenticated:
“… The generic steps for MCX user authentication and authorisation is shown in figure 5.1.1-1.
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Figure 5.1.1-1: MCX authentication and authorisation
At UE power-on, the MCX UE performs LTE authentication as specified in TS 33.401 [14]. The MCX UE then performs the following steps to complete authentication of the user, authorisation of the user, MCX service registration, and identity binding between signalling layer identities and the MC service ID(s).

-
A: MCX user authentication.

-
B: SIP Registration and Authentication.

-
C: MCX Service Authorization.

These procedures are described in more detail in subsequent clauses.

Steps A and B may be performed in either order or in parallel. For scenarios where this order has an impact on the identity bindings between signalling layer identities and the MC service ID(s), a re-registration (Step B) to the SIP Core may be performed to update the registered signalling layer identity. 

If an MCX UE completes SIP registration in Step B prior to performing MCX user authentication in Step A and MCX user service authorization as part of Step C, the MCX UE shall be able to enter a 'limited service' state. In this limited state, where the MCX user is not yet authorized with the MCX service, the MCX UE shall be able to use limited MCX services (e.g. an anonymous MCX emergency communication). The MCX Server is informed of the registration of the MC UE with the SIP core though Step B-2. …”

This means that the MC service UE is known to the MC system and it has entered a ‘limited service’ state without MC service authorization.

Use case#10 describes a situation where a user with ‘limited service’ state gets into an emergency situation and needs to be located for help. The ‘limited service’ here has to offer at least the opportunity that the user’s MC service UE can send location information reports on request from authorized MC users like dispatchers or other control room staff.

3. Conclusions

The aim is to provide a solution to request and receive location information from individually addressable MC service UEs in the case its user is not yet authenticated to the MC system and not authorized for one or multiple MC services.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.744 V.1.3.0
* * * First Change * * * *

6.x
Solution x: Location information of unauthenticated user
6.x.1
Description

6.x.1.1 Introduction
This solution addresses key issue #7 - “Location information of unauthenticated user” and use case#10 – “Location information of unauthenticated user”. Only the MC UE ID is used for requesting location information reports from an MC service client because the unauthenticated user using a MC service UE has not been assigned with its MC service ID.
The proposed solution requires that solution#11: MC UE identity (new ID) of the 3GPP TR 23.744 V.1.3.0 is available or has been implemented respectively. The solution requires definition of ‘limited services’, such as location reporting that can be used when the MC service UE is in a ‘limited service state’ where the MC service user is not yet authenticated and authorized as described in 3GPP TS 33.180.
During registration of the MC service UE to the SIP core informs the MC system that (according to use case#10) a known MC service UE is about to enter the MC system domain.
The MC UE ID will be included in each information flow for location management to and from the unauthenticated user’s MC service UE. This ensures that the MC service UE can be addressed and requested to provide location information and send location information reports back to the Location management server. The server will update the location information of the MC service UE and send a Location report response back to the client who has triggered before the Location reporting of the unauthenticated user.
Editor's Note: How the initiating location management client is acknowledge of the MC UE ID of the unauthenticated user of FFS.
6.x.2
Impacts on existing nodes and functionality

This solution adds or enhances information flows and procedures of 3GPP TS 23.280 clause 10.9 Location management (on-network).

6.x.2.1
Information flows for location information of unauthenticated user

New information flows for location information of unauthenticated user will be added to 3GPP TS 23.280 at clause 10.9.2 Information flows for location information
6.x.2.1.1
Location information report of unauthenticated user

Table 6.x.2.1.1-1 describes the information flow from the location management client to the location management server for the location information reporting
Table 6.x.2.1.1-1: Location information report of unauthenticated user
	Information element
	Status
	Description

	MC UE ID
	M
	MC UE identity of the associated unauthenticated user.

	Triggering event
	M
	Identity of the event that triggered the sending of the report

	Location Information
	M
	Location information of the associated unauthenticated user


6.x.2.1.2
Location information request of unauthenticated user
Table 6.x.2.1.2-1 describes the information flow from the location management server to the location management client of unauthenticated user requesting an immediate location report.
Table 6.x.2.1.2-1: Location information request of unauthenticated user

	Information element
	Status
	Description

	MC UE ID
	M
	MC UE identity of the associated unauthenticated user


6.x.2.1.3
Location reporting trigger of unauthenticated user

Table 6.x.2.1.3-1 describes the information flow from the location management client (of an authorized user, e.g. dispatcher) to the location management server for triggering a location reporting procedure.
Table 6.x.2.1.3-1: Location reporting trigger of unauthenticated user

	Information element
	Status
	Description

	MC service ID
	M
	Identity of the requesting authorized MC service user (e.g. MCPTT ID, MCVideo ID, MCData ID)

	MC UE ID
	M
	MC UE identity of the requested and associated unauthenticated user

	Immediate Report Indicator
	M
	Indicates that an immediate location report of the associated unauthenticated user is required


6.x.2.1.4
Location report response of unauthenticated user

Table 6.x.2.1.4-1 describes the information flow from the location management server to the requesting location management client
Table 6.x.2.1.4-1: Location report response of unauthenticated user

	Information element
	Status
	Description

	MC UE ID
	M
	MC UE identity of the associated unauthenticated user.

	MC service ID
	M
	MC service ID of the requesting MC service user

	Triggering event
	M
	Identity of the event that triggered the sending of the report.

	Location Information
	M
	Location information of the corresponding unauthenticated user.


6.x.2.2
Procedure
6.x.2.2.1
On-demand location reporting of unauthenticated user
Figure 6.x.2.2.1-1 illustrates the procedure when a location management server request an on-demand location information report from a location management client of an unauthenticated user.
Pre-conditions:

· The solution requires the MC service user to have previously been authenticated and service authorized on that MC UE, but other means of providing MC UE IDs is not precluded. 

· The signalling client of the MC UE has successfully registered to the MC system’s SIP core. The SIP core has forwarded a notification of this registration to at least the MC service server and the location management server. This notification needs to convey the identity of the MC UE to each server. Because of having not completed authentication yet this MC service UE has obtained only ‘limited service’ and no application level security has been established.
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Figure 6.x.2.2.1-1: On-demand location information reporting procedure of unauthenticated user
1
Based on location request from other entities, e.g. MC service Server or Location management client, the Location management Server decides to request immediately Location information from an unauthenticated user’s MC service UE.
2
The Location management Server sends a Location Information Request of unauthenticated user to the Location management client of the unauthenticated user’s MC service UE.
3
The Location management client of the unauthenticated user sends its location information in a Location management Report of unauthenticated user to the requesting Location management Server.
NOTE:
The provided location information represents either the current location or last available location.
4
The Location management Server stores or updates the location information of the unauthenticated user who is referred through its MC UE ID.
6.x.2.2.2
Client-triggered one-time location information report of unauthenticated user

Figure 6.x.2.2.2-1 illustrates the procedure when a location management client requests one-time location information from the location management client of an unauthenticated user just using its MC UE identity (MC UE ID).
Pre-conditions:

· The solution requires the MC service user to have previously been authenticated and service authorized on that MC UE, but other means of providing MC UE IDs is not precluded. 

· The signalling client of the MC UE has successfully registered to the MC system’s SIP core. The SIP core has forwarded a notification of this registration to at least the MC service server and the location management server. This notification needs to convey the identity of the MC UE to each server. Because of having not completed authentication yet this MC service UE has only ‘limited service’ and no application level security has been established.
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Figure 6.x.2.2.2-1: Client-triggered one-time location information reporting procedure of unauthenticated user
1
Location management client 1, who is an authorized user, sends a Location reporting trigger of unauthenticated user to the Location management server.
2
The Location management server checks the requester’s MC service ID for authorization.
3.
Provided the authorization check has finished successfully, the Location management server starts an On-demand location reporting procedure of unauthenticated user. The location management client of the unauthenticated user replies with a Location information report of unauthenticated user to the Location management server which in return updates the location information.
4.
Finally the location information obtained is sent from the Location management server in an Location information report response of unauthenticated user to the triggering Location management client 1. 
6.x.3
Solution Evaluation

The usage of the MC UE ID enables the MC system to retrieve location information reports from the MC UE of an unauthenticated user which has already registered to the MC domain’s SIP core but for some reasons has not completed user authentication and service authorization.
This solution requires the definition of ‘limited services’ while being in a ‘limited service state’, which has not yet been standardized. Such a solution will require a SIP registration to the SIP core, which also already described in 3GPP TS 33.180, to also cause the MC UE ID to be forwarded to the MC service server and the location management server.

Editor’s Note: Additional security considerations, exceeding the current given description in 3GPP TS 33.180, for the usage of the unauthenticated user are FFS, e.g. application layer security.
* * * End of Change * * * *
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