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1. Introduction
This contribution proposes to include the UE identifier API in the TS. This capability of EES, exposed towards EAS, was discussed during the study phase – solution #5.
2. Reason for Change
In order to invoke the capability exposure APIs such as UE location reporting API, the EAS needs to identify the UE. This procedure provides an API for the Edge Application Servers to obtain the UE Identifier from the Edge Enabler Servers, using the user information (e.g., IP address) available with the EAS. 

3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.558 v0.1.2.
* * * First Change * * * *

8.x.y
UE Identifier API

8.x.y.1
General

EES exposes UE Identifier API to the EAS in order to provide an identifier uniquely identifying a UE. This identifier, called Edge UE ID, is used by the EAS to invoke capability APIs specific to UEs over EDGE-3. If required, this identifier provided by the API also enables EES to mask the actual 3GPP UE identifier of the UE to avoid misuse of the 3GPP UE identifier. 
8.x.y.2
Procedure

Figure 8.x.y.2-1 illustrates the interactions between the Edge Enabler Server and the Edge Application Server. 

Pre-conditions:

1.
The Edge Application Server is authorized to discover and to use UE Identifier API provided by the Edge Enabler Server;

2.
The Edge Enabler Server is able to determine the Edge UE ID based on the user information received from the Edge Application; and

3.
Edge Application Server has user's consent to obtain user information.
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1. UE Identifier API request

2. UE Identifier API response

 

3. Edge Application Server uses Edge UE ID for further API requests.


Figure 8.x.y.2-1: UE Identifier API

1.
The Edge Application Server invokes UE Identifier API exposed by the Edge Enabler Server2.
The Edge Enabler Server determines the UE based on the received user information in the step 1.

If the Edge Enabler Server has retrieved user information (e.g. Anonymous Customer Reference as specified in OMA-TS-REST_NetAPI_ACR [xx] or Edge Application Server user ID) for the UEs during the UE authorization, the Edge Enabler Server can map the information received in step 1 to the specific UE.

Otherwise, the Edge Enabler Server may query the 3GPP Network to retrieve GPSI corresponding to the user information (for e.g. IP address). The Edge Enabler Server uses the GPSI, when it relies on T8 APIs as specified in 3GPP TS 29.122 [yy] for capability exposure over EDGE-3.After determining the UE, the Edge Enabler Server responds to the Edge Application Server, providing the Edge UE ID. The Edge Enabler Server may provide the GPSI of the UE as Edge UE ID or, if required, mask the GPSI.
Editor's note:
A mechanism to obtain GPSI from the 3GPP network using the user information (e.g., IP address) is needed.
3.
The Edge Application Server uses the Edge UE ID received in the step 2 to invoke capability exposure API(s) provided by the Edge Enabler Server over EDGE-3.
The Edge Enabler Server can provide an updated Edge UE ID to the Edge Application Server if the Edge UE ID has changed due to privacy reason (e.g., change of GPSI).

The Edge Enabler Server can also invalidate an Edge UE ID, previousply provided to an Edge Application Server, if there is no need to support the Edge UE ID for capability exposure API(s) anymore.
8.x.y.3
Information flows

8.x.y.3.1
UE Identifier API request

Table 8.x.y.3.1-1: UE Identifier API request
	Information element
	Status
	Description

	User information
	M
	Information about the User or UE available with the EAS for e.g. ACR (Anonymous Customer Reference as specified in OMA-TS-REST_NetAPI_ACR [xx]), EAS user ID or the IP address etc.

	EAS ID
	M
	Identity information of the EAS


8.x.y.3.2
UE Identifier API response

Table 8.x.y.3.1-2: UE Identifier API response
	Information element
	Status
	Description

	Result
	M
	Success or failure

	Edge UE ID
	O
	Identifier uniquely identifying the UE.


8.x.y.4
APIs

Editor's note:
APIs to be provided.
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1. UE Identifier API request


1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



