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Introduction

In Release 13, TS 33.179 provided a security solution for a single domain, with a single identity management server and single key management server for all users.  To allow migration, authorization to join a group and the security associated with group calls needs to be provided by the partner system to which an MC user has migrated.  This is specified in TS 22.280:

[R-6.17.2-006] An MCX Service shall provide mechanisms to allow an MCX User that receives service from a Partner MCX Service System to affiliate to an MCX Service Group from another Partner MCX Service System, subject to authorization from the Partner MCX Service System where the MCX Service Group is defined.

NOTE 2:
It is assumed that once affiliation from a User to a Group is successful, subsequent communication within that Group are available to the User.

[R-6.17.2-007] End to end security of an MCX Service Group communication (including in Partner MCX Service Systems) shall be based on parameters obtained from the MCX Service system where the MCX Service Group is
This pCR introduces key issues and architectural requirements for these security requirements whilst migrated.
***************************************** Change 1 **************************************************
5
Key Issues

5.x
Key Issues for migration
5.x.x
Security for calls whilst migrated
5.x.x.1
Description

The Release 13 security solution for MCPTT specified in 3GPP TS 33.179 [x] is a single domain solution, with a single identity management server and a single key management server serving all users. 3GPP TS 22.280 [x] requires the authorization to affiliate to a group and the end to end security for a group to be determined by the home MC system of the group in [R‑6.17.2-006] and [R‑6.17.2-007]. In order to encrypt media to be sent to an MC service user in the partner MC system in a private call whilst migrated to that partner MC system, and to be provisioned with group master keys for groups defined within the partner MC network, the migrated MC service user needs to be provided with identity based encryption keys which are valid within the migrated network. 
Floor control and SIP signalling are  protected with a Client Server Key. In order to take part in calls within the partner MC system, the migrated MC client needs to share a CSK with the partner MC server that is providing that MC client with service.
5.x.x.2
Architectural Requirements

A mechanism is needed for an MC service user receiving service when migrated to a partner MC system to obtain key material from that partner MC system in order to take part in end to end encrypted calls to individual MC servcie users within that partner system and in MC service groups hosted in the partner MC system.
If the MC service user needs to make calls to MC service users who are present in that MC service user's primary MC system, or to MC service groups hosted in that MC service user's primary MC system whilst that MC service user has migrated to a partner MC system, a mechanism is needed for the MC service user to obtain identity based key material valid for its primary MC system whilst migrated to the partner MC system.
Editor's note:
mechanisms are in the remit of SA3.
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