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Introduction

Release 13 security mechanisms specified in TS 33.179 require key material to be provided to an MC client which is valid in the MC system in which the MC user wishes to make calls to other users, or which hosts groups which the MC user wishes to join.

The home MC system of a group is expected to authorize affiliation of a group member from a partner MC system, and to control end to end security in a group.  The following requirements from TS 22.280 apply:

[R-6.17.2-004] An MCX Service shall provide mechanisms to allow an MCX User on the Primary MCX Service System to affiliate to an MCX Service Group from a Partner MCX Service System, subject to authorization from the Primary MCX Service System and the Partner MCX Service System where the MCX Service Group is defined.

 [R-6.17.2-006] An MCX Service shall provide mechanisms to allow an MCX User that receives service from a Partner MCX Service System to affiliate to an MCX Service Group from another Partner MCX Service System, subject to authorization from the Partner MCX Service System where the MCX Service Group is defined.

NOTE 2:
It is assumed that once affiliation from a User to a Group is successful, subsequent communication within that Group are available to the User.

[R-6.17.2-007] End to end security of an MCX Service Group communication (including in Partner MCX Service Systems) shall be based on parameters obtained from the MCX Service system where the MCX Service Group is defined.

Where MC systems are connected, there will be an IP network that provides the connectivity between those MC systems.  Signalling and traffic between users will pass across this IP network, and will require to be secured in transit according to the following requirement from TS 22.280:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

This pCR introduces a key issue and architectural requirement to take these security requirements into account.
***************************************** Change 1 **************************************************
5
Key Issues

5.x
Key Issues for interconnect

5.x.x
Security for interconnect calls

5.x.x.1
Description

The Release 13 security solution for MCPTT specified in 3GPP TS 33.179 [x] is a single domain solution, with a single identity management server and a single key management server serving all users. 3GPP TS 22.280 [x] requires the authorization to join a group and the end to end security for a group to be determined by the group home system in [R‑6.17.2-006] and [R‑6.17.2-007]. In order to encrypt media to be sent to a user in another MC system in a private call, the calling MC user needs to be provided with identity based encryption keys which allow the calling MC user to successfully encrypt a session key for the call for the called party's use. Similar mechanisms will be required for MC Video and MC Data calls.  In order to encrypt media for a group call where the group host MC system is different from the MC system of the MC user, the MC client of the MC user needs to possess identity based encryption keys valid in the same partner MC system as the group management server to allow that group management server to encrypt the group master key for the group for the MC client of that MC user.
MC system to system interconnection will be achieved by IP networks. These networks may be outside the control of either or both MC service providers. The interconnection information flow – signalling, media, floor control etc – will need to be protected as it passes through such IP networks.
Floor control and SIP signalling is protected with a Client Server Key which is exchanged between an MC client and that user's primary MC server, and not known to partner MC systems.
5.x.x.2
Architectural Requirements

A mechanism is needed for an MC user receiving service in its primary MC system to obtain key material from the partner MC system in order to take part in end to end encrypted calls with speech, video or data content to individuals and to participate in groups where those groups are hosted in the partner MC system.
Editor's note:
Such a mechanism is in the remit of SA3.
A mechanism is needed to protect MC system to MC system information, including signalling, media and floor control.

Editors' note: Such a mechanism is in the remit of SA3

An MC client is only able to exchange floor control and SIP signalling with its primary MC server due to the encryption mechanisms used to protect this signalling. This is consistent with Release 13 stage 3 protocol.
***************************************** End change 1 ************************************************
