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1
Decision/action requested

This is a P-CR against TR 29.809 focusing on causes for overload on 3GPP Charging Applications interfaces
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3
Rationale

This P-CR is proposed for the first SA5 meeting, as an input to be submitted to CT4 against 3GPP TR 29.809 [5]. It includes description of different scenarios of Overload involving 3GPP Charging applications, highlighting specific reasons for Overload. 

The baseline for this P-CR is TR 29.809 v0.1.0 from CT4#60. The final P-CR is expected to rely on output TR 29.809 from San-Diego CT4 adhoc meeting.
4
Detailed proposal

It is proposed to accept the following changes to TS 29.809 [5] :  
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5.3.5
Overload of the Offline Charging System (OFCS) 
5.3.5.1
Introduction
The Offline Charging System terminates the Rf reference point as defined in 3GPP TS 32.240 [x]. Other 3GPP specifications define additional reference points that are functionally equivalent to the Rf reference point. These are the Gz reference point in the Evolved PS domain and the Wf reference point for WLAN offline charging.

The Offline Charging System (OFCS) may be decomposed into Charging Data Function (CDF) and the Charging Gateway Function (CGF) in which case, the CDF provides the Diameter Accounting Application.
As defined in 3GPP TS 32.240 [x], the following network elements are connected to the OFCS by the Rf reference point: P-GW, MME, S-GW, ePDG, SGSN, WLAN, S-CSCF, MGCF, BGCF, IBCF, P-CSCF, I-CSCF, MRFC, SIP AS, Service-NE, and CS-NE.

The Rf interface utilizes the Diameter Accounting Application as defined in 3GPP TS 32.299 [y].

This clause considers different Overload scenarios over Reference Points associated to 3GPP Diameter Charging Application for Offline Charging (Rf), and captures existing defined mechanisms intended to prevent them, if any.
5.3.5.2
Causes
5.3.5.2.1
Network causes
The different Network Overload scenarios depicted in TR 23.843 (scenario 1 to 5 and 8), are also causes for Overload situations over Rf due to:
· Huge surge in Mobility Management signalling: Flood of  new Rf charging sessions from new SGW, Rf closing sessions on old SGW, update Rf sessions from SGW/PGW on “RAT Change/SGW change” from PGW
· Flood of Attach over E-UTRAN access resulting in flood of default bearer establishment signalling, requests extended beyond the S-GW/P-GW to OFCS(Rf) for associated charging sessions establishment.

· Flood of resources allocations for Mobile Originating services: dedicated bearers (over E-UTRAN) or PDP ctxs (over GSM/UMTS), application sessions, extended beyond the S-GW/P-GW/SGSN/GGSN/AF to OFCS (Rf), associated charging sessions establishment.

· Flood of signalling for Mobile Terminating services: SMS-MT resulting in flood of signalling Rf for MME/SMS-SC, and Push-Application with flood of signalling for resources allocation (bearers..) extended beyond the S-GW/P-GW/SGSN/GGSN/AF to OFCS(Rf), associated charging sessions establishment. 
· Flood of ULI update extended beyond the S-GW/P-GW/GGSN to OFCS(Rf) associated charging sessions update. 
3GPP Diameter Charging Interfaces Rf may also experience overload when specific Network Nodes fail:
· Failure of SGW/SGSN/MME/IMS Nodes
· Restoration procedures as described in TS 23.007 
· Editor’s Note: It is FFS what the specific impacts of node failures is on the offline charging system. 
5.3.5.2.2
Multiple Interfaces for the same session  

The different Overload causes described above, have increased effects on Charging Nodes Overload (CDF) since these Charging Nodes handle multiple interfaces for the same session for a UE.
· In IMS, IMS Nodes combined with a set of AS, may each have an Rf sessions established with a single CDF for a given IMS session. 
· In EPC, SGWs and PGW may each have an Rf session with a single CDF for a given IP-CAN session 
· For an IMS session over EPC (e.g., VoLTE), the combination of the above IMS and EPC nodes may each have an Rf session with a single CDF.
As noted above, changes associated with a single session trigger multiple Diameter interactions with a single CDF. Extending this to a large number of users in a short period has a multiplicative impact on the CDF.
5.3.5.2.4
Multiple Interfaces for the same user  

A CDF may run offline charging for different services in parallel for the same UE: Voice, data, SMS..., therefore several Rf interfaces may be active at the same time for this purpose.

Some Network Nodes failure may lead to several services being affected by the failure, therefore CDF will face storm of signalling for multiple Rf interfaces at the same time.  
5.3.5.2.5
Tariff SwitchTime  

Predictable event such as Tariff Switch Time may also be one cause of burst of traffic over Rf interface due to mass simultaneous charging change condition trigger at the time the Tariff switches: this affects all active sessions and services per user (i.e multiple Rf), and all the users with ongoing Rf sessions.
5.3.5.3
Overload of the CTF   

One aspect of the Overload to be considered is also Network Node/Network Overload due to interaction with Charging domain. 
CDF Failure, after unsuccessful failover mechanism, may cause Network Nodes Overload due to buffering of Accounting data.  
	First change


5.3.x
Overload of the Online Charging System (OCS) 
5.3.x.1
Introduction

The Online Charging System terminates the Ro reference point as defined in 3GPP TS 32.240 [x]. Other 3GPP specifications define additional reference points that are functionally equivalent to the Ro reference point. These are the Gy reference point in the Evolved PS domain and the Wo reference point for WLAN offline charging.

As defined in 3GPP TS 32.240 [x], the following network elements are connected to the OCS by the Ro reference point: P-GW, WLAN, IMS-GWF, MRFC, SIP AS, and Service-NE.

The Ro interface utilizes the Diameter Credit Control Application as defined in 3GPP TS 32.299 [y].

This clause considers different Overload scenarios over Reference Points associated to 3GPP Diameter Credit-Control Application for Online Charging (Ro), and captures existing defined mechanisms intended to prevent them, if any.
5.3.x.2
Causes

5.3.x.2.1
Network causes 
The different Network Overload scenarios depicted in TR 23.843 (scenario 1 to 5 and 8), are also causes for Overload situations over Ro due to:
· Huge surge in Mobility Management signalling: Flood of  Ro sub-sessions signalling on “RAT Change/SGW change” from PGW

· Flood of Attach over E-UTRAN access resulting in flood of default bearer establishment signalling, requests extended beyond the P-GW to OCS (Ro) for associated charging sessions establishment.

· Flood of resources allocations for Mobile Originating services: dedicated bearers (over E-UTRAN) or PDP ctxs (over GSM/UMTS), application sessions, extended beyond the P-GW/GGSN/AF to OCS(Ro), associated charging sessions establishment.

· Flood of signalling for Mobile Terminating services: SMS-MT resulting in flood of signalling over Ro to SMS-SC, and Push-Application with flood of signalling for resources allocation (bearers..) extended beyond the P-GW/ GGSN/AF to OCS(Ro) associated charging sessions establishment. 
· Flood of ULI update extended beyond the P-GW/GGSN to OCS(Ro) associated charging sessions update. 

NOTE: there is a separate study activity in SA2 for ULI update overload problem.
3GPP Diameter Credit-Control Interfaces Ro may also experience overload when specific Network Nodes fail:

· Failure of SGW/SGSN/MME
· Restoration procedures as described in TS 23.007Failure of IMS Nodes
 Editor’s Note: It is FFS what the specific impacts of node failures is on the online charging system. 
5.3.x.2.2
Multiple Interfaces for the same session  

The different Overload causes described above, have increased effects on OCS since these Charging Nodes handle multiple interfaces for the same session for a UE.

· For IMS session over E-UTRAN/GPRS/UMTS, IMS (AS or IMS-GWF) and PGW having Ro interface towards the OCS: storm of closing/establishment of IMS sessions and IPCAN-sessions extended to storm of multiple charging Ro sessions closing/establishment to OCS.
5.3.x.2.3
Multiple Interfaces for the same user  

The OCS (owning UE’s account) may run online charging for different services in parallel for the same UE: Voice, data, SMS..., therefore several Ro interfaces may be active at the same time for this purpose.

Some Network Nodes failure may lead to several services being affected by the failure, therefore OCS will face storm of signalling for multiple Ro interfaces at the same time.  

5.3.x.2.4
Tariff SwitchTime  

Predictable event such as Tariff Switch Time may also be one cause of burst of traffic over Ro interface due to mass simultaneous quota refresh with new Tariff at the time the Tariff switches: this affects all active sessions and services per user (i.e multiple Ro), and all the users with ongoing Ro sessions.

5.3.x.2.5
OCS Sy application   

In addition to 3GPP Online Diameter Application, the OCS also processes Sy Application using the same resources (i.e counters) that are used by the Credit-Control Application for the same user and sessions, therefore OCS overload due to excessive Ro traffic would affect the Sy interface.
 5.3.x.3
Overload of the CTF   

One aspect of the Overload to be considered is also Network Node/Network Overload due to interaction with Charging domain. OCS Failure, after unsuccessful failover mechanism, may cause a storm of closing IP-CAN sessions/IMS sessions/services inducing a Network overload situation in case this OCS owns a huge number of UEs.
5.3.x.3.2
Simultaneous online/offline sessions 

Both online (Ro) and offline (Rf) Charging can be active at the same time for a CTF, therefore Network Nodes embedding such CTF may experience Overload due to simultaneous charging sessions, in addition to other process performed by the Node.

Such Nodes are: PGW, IMS-AS/IMS-GWF, Poc Server, BM-SC... 

	End of changes


