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1
Decision/action requested

Agree to the “Configuration server” as an entity present in the MUPPET set-up
2
References
[1]

S5-122780
Pre-SA5#86 stand of MUPPET Super CR to 32.501 V11.0.0 

[2]

IETF RFC 2132 “DHCP Options and BOOTP Vendor Extensions”

[3]

S5-122433
Need for Vendor Mediator in MUPPET, and pCR to 32.501
This is an almost identical resubmission of [3]. It was updated according to the changes of [1] compared to its predecessor, and the term “vendor mediator” was replaced by the more common “configuration server”.

3
Rationale

During the discussions at SA5#84 and SA5#85 it was claimed that the use of DHCP options would be an alternative to having a Configuration Server. 
In order to provide information to the NE about how to access the DM that is specific to its vendor, DHCP options would have to be used: the Vendor Class Identifier (DHCP option 60) and the Vendor Specific Information (DHCP option 43) for requesting and retrieving vendor specific information [2]. However, these DHCP options are not well or consistently supported by existing open source and commercial DHCP implementations such as DHCP servers integrated in network devices like routers.

Also, even if the required options are implemented, the provided capabilities may not be sufficient to realize the use case. For example, DHCP options longer than 255 characters are not supported. Therefore, it is difficult, if not impossible to implement a multi-vendor capable plug and play procedure based on DHCP alone.

Another problem with using DHCP options is that all vendor specifics variants have to brought into the DHCP server, which may not be under the control of the personell which is responsible for the PnP procedures.
For some operators it is necessary for an efficient set-up of the PnP relevant data (e.g. initial configuration data), that the OAM system can provide updates of such data via a unidirectional secure interface, only from the OAM system towards the PnP entity. This is difficult to achieve at a DHCP server. The reason for the undirectionality is that an attack to the PnP system will not compromise the whole OAM system.

To overcome these problems the Configuration Server is proposed. There is one Configuration Server for each vendor in an operator’s network. Each Configuration Server is the entity that is contacted by new eNB of that vendor. The Configuration Server maps the eNB to exactly that Element Manager that contains (or knows the way where to find) the detailed planning data of the site to which the eNB has been deployed. The Configuration Server provides the eNB with the initial connectivity information that enables it to connect to that Element Manager via the network operator’s access domain and finally establish a secure connection to it.
Via the introduction of the Configuration Server, the mapping of a new eNB to the appropriate that Element Manager node can be vendor specific, while the MUPPET procedure still is multi-vendor capable.
4
Detailed proposal

It is proposed to accept the following changes to TS 32.501 and to collect them in the draft Super-CR (latest version was [1] ) to this specification.
	First change (new clause)


4.3.3
Configuration Server
An entity of central importance in the PnP concept is the “Configuration Server”. The Configuration Server shall be able to provide the necessary information for an eNB from a specific vendor to connect to the correct Element Manager within the OAM network of the network operator. 
The Configuration Server is able to provide a new eNB with the information to contact an Element Manager within the trusted OAM network of a network operator. 

The Configuration Server shall 

· identify the EM “responsible” for the new eNB based on the eNB type, its capabilities, its RAT
· be accessible for the eNB from the PnP domain

· provide the initial configuration which is required for the eNB to connect to the final OAM domain and the backhaul network, e.g. eNB management IP address (or FQDN), eNB transport IP address (or FQDN), default GW IP address (or FQDN), EM IP address (or FQDN). 
· provide a unidirectional and secured interface to allow input of the initial configuration from authenticated and authorized sources
There is one Configuration Server for each vendor in an operator’s network.

	End of changes











































































































































































































