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ITU‑T Recommendation M.3016 (1998): "TMN security overview".

[4]
3GPP TS 33.102: "3G Security; Security architecture".

[5]
ITU-T Recommendation X.800: "Security architecture for Open Systems Interconnection for CCITT applications".
[6]
3GPP TS 32.150: "Telecommunication management; Integration Reference Point (IRP) Concept and definitions".
	Next Modified Section


3.1
Definitions

For the purposes of the present document, the terms and definitions given in ITU-T Recommendation X.800 [5], ITU-T Recommendation M.3016 [3] and the following apply:

access control: prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner, see ITU-T Recommendation X.800 [5].
accountability: property that ensures that the actions of an entity may be traced uniquely to the entity, see ITU-T Recommendation X.800 [5].
audit: See Security Audit.
authentication: See data origin authentication and peer element authentication, see ITU-T Recommendation X.800 [5].
authorization: granting of rights, which includes the granting of access based on access rights, see ITU-T. Recommendation X.800 [5]
availability: property of being accessible and useable upon demand by an authorized entity, see ITU-T. Recommendation X.800 [5]
confidentiality: property that information is not made available or disclosed to unauthorized individuals, entities, or processes, see ITU-T Recommendation X.800 [5].
credentials: data that is transferred to establish the claimed identity of an entity, see ITU-T Recommendation X.800 [5].
cryptography: discipline which embodies principles, means, and methods for the transformation of data in order to hide its information content, prevent its undetected modification and/or prevent its unauthorized us, see ITU-T Recommendation X.800 [5].
data integrity: property that data has not been altered or destroyed in an unauthorized manner, see ITU-T Recommendation X.800 [5].
data origin authentication: corroboration that the source of data received is as claimed, see ITU-T Recommendation X.800 [5].
denial of service: prevention of authorized access to resources or the delaying of time-critical operations, see ITU‑T Recommendation X.800 [5].
digital signature: data appended to, or a cryptographic transformation (see cryptography) of a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient, see ITU-T Recommendation X.800 [5].
eavesdropping: breach of confidentiality by monitoring communication, see ITU-T Recommendation M.3016 [3].
forgery: entity fabricates information and claims that such information was received from another entity or sent to another entity, see ITU-T Recommendation M.3016 [3].
Integration Reference Point (IRP): See 3GPP TS 32.150 [6].
IRPAgent: See 3GPP TS 32.150 [6].

IRPManager: See 3GPP TS 32.150 [6].

loss or corruption of information: integrity of data transferred is compromised by unauthorized deletion, insertion, modification, re-ordering, replay or delay, see ITU-T Recommendation M.3016 [3].
Operations System (OS): indicates a generic management system, independent of its location level within the management hierarchy.
masquerade: pretence by an entity to be a different entity, see ITU-T Recommendation X.800 [5].
password: confidential authentication information, usually composed of a string of characters, see ITU-T Recommendation X.800 [5].
Peer Entity Authentication: The corroboration that a peer entity in an association is the one claimed, see ITU-T Recommendation X.800 [5].
repudiation: denial by one of the entities involved in a communication of having participated in all or part of the communication, see ITU-T Recommendation X.800 [5].
security audit: independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, to detect breaches in security, and to recommend any indicated changes in control, policy and procedures, see ITU-T Recommendation X.800 [5].
threat: potential violation of security, see ITU-T Recommendation X.800 [5].
unauthorized access: entity attempts to access data in violation of the security policy in force, see ITU-T Recommendation M.3016 [3].
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