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Foreword
This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:

shall

indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should

indicates a recommendation to do something

should not
indicates a recommendation not to do something

may

indicates permission to do something

need not
indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can

indicates that something is possible
cannot

indicates that something is impossible

The constructions "can" and "cannot" are not substitutes for "may" and "need not".

will

indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not

indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

The constructions "is" and "is not" do not indicate requirements.
1
Scope

The present document will study closed control loop management.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 28.535: "Management and orchestration; Management services for communication service assurance; Requirements"
[3]
3GPP TS 28.104: "Management and orchestration; Management Data Analytics (MDA)".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.
Historical CCL: A CCL that existed in past.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

4
Concepts and Background 

4.1
Introduction and Overview

4.1.1
Closed Control loops
Extending the definitions in TS28.535 and TS28.536, A Closed Control Loop (CCL) is a type of control mechanism that monitors and regulates a set of managed entities with the objective of achieving a specific goal. A CCL can be logically decomposed into several stages, each providing a specific functionality and where the stages work together to achieve the stated goal. Any two CCLs with the same functionality may have the functionality supported in different count of stages implementing the functionality and similarly, any two CCLs with the same functionality and same count of stages, the respective stages may not have the same functionality. 
A control loop is a building block for management of networks and services. The basic principle of any control loop is to adjust the value of an observed variable (expressed as for example an attribute) to control/influence the value of a desired goal (expressed as for example an attribute) for a controlled entity, such as a managed entity or managed function. The producer of the measurements or observations, the control service, and the controlled entity are all required to fully realize and use a control loop.

A control loop can be an open control loop in which case a human operator or other management entity intervenes inside the loop. A control loop can be Closed Control Loop (CCL) which operates without any intervention from a human operator or any other management entity other than possibly the initial configuration of the measurement producer and configuration of the control loop. In a closed control loop the input to the control loop provided by human operator or other management entity may include the goal or policies. Besides the provisioning needed to realize the goal, the output of the closed control loop may also include closed control loop status to a human operator or other management entity. 
Examples of well-known Closed Loop types are OODA loop, composed of 4 stages (Observe, Orient, Decide, Act) and MAPE-K, also composed of 4 stages (Monitor, Analyse, Plan, Execute) plus Knowledge.
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Figure 4.1.1-1: Open control loop entities versus Closed control loop entities (see TS28.535)

The NRM Model defined for assurance closed control loop in 3GPP TS 28.536 shows that the current CCL mechanism defined in 3GPP can only enable creation of a CCL for SLS assurance purpose only and the SLS assurance can only be done either for a slice or for a slice subnet. This is considered to be very restrictive and demeaning the potential of a CCL. A CCL can very well be instantiated to deliver in various other fields related improving the overall efficiency of the network including for the RAN, Core network or edge network. CCLs may be used for, e.g., performance assurance of the network and its nodes, coverage optimization of the radio network, improving energy efficiency and consumption of the network, maintaining guaranteed UE specific requirements e.g., UE throughput etc.
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Figure 4.1.1-2: Assurance management NRM fragment (28.536) 

4.1.2
Functional stages of a closed control loop 
A closed control loop may manage any managed entity, e.g., a network resource or a communication service. Generally, the control loop consists of the steps Monitoring/data collection, Analysis, Decision and Execution. The adjustment of the resources of the managed entity used is completed by the continuous iteration of the steps in a management control loop.
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Figure 4.1.2-1: Stages of a Control Loop – a) the four functional stages and b) 2 stages combined into a single management function
The "Monitoring/data collection" stage is responsible for collecting and pre-processing data from managed entities or from external sources. 

The "Analysis" stage derives insights from the available data obtained in the monitoring/data collection stage. The insights provide answers to the questions: "What happened?" or "What is likely to happen?”, “where did it happen or is it likely to happen?”, “when did it happen or is it likely to happen?” and "Why?". 

The "Decision" stage is responsible for deriving workflows from insights provided by the analysis stage. It decides which reactive, proactive or predictive actions should be taken in consideration of insights obtained in the analysis stage. 

The execution stage manages the activation of commands on the controlled resources or entities. The decision stage should decide which actions are required, but not necessarily how they should be taken in the managed entities. So, the translation from actions to commands is a responsibility of the execution stage.

4.2
Realizations of Closed Control Loops

4.2.1
Closed-Box Closed Control Loops - SON Functions as CCLs

Closed-Box Closed Control Loops (CB-CCL) are assembled prior to their use in the Management system, e.g., as SON functionality. The CB-CCLs components, as well as the communication and interoperation between the CB-CCL components, are out of-scope of the present specification. As such, only the external interactions and capabilities of the CB-CCLs are in-scope of standardization.

A SON function may be used to realize a closed control loop, i.e., as illustrated by Figure 4.2.1-1, the SON function may be used as the implementation of the functional logic of an abstract CCL.
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Figure 4.2.1-1: SON function as a closed control loop

4.2.2
Open-Box Closed Control Loops

Open-Box CCLs (OB-CCL) are assembled on demand by MnS consumers, using capabilities offered by the Management system, e.g., from independent management functions or management services. The OB-CCLs stages or the components accomplishing those stages, as well as the communication and interoperation between these OB-CCL components, are based the different 3GPP management services. Examples management functions include MDA and SON functions while example management services include MDA capabilities, PM jobs, and data management jobs. 
4.3 Closed Control Loop conflicts management
4.3.1
CCL conflict scenarios
Multiple CCLs could co-exist and concurrently act within the same environment. The CCLs can affect one another, in the worst cases leading to conflicts. The conflicts may occur among goals, control scopes or actions of the CCLs. The control scopes of a CCL are the set of managed entities and controlled parameters on those managed entities for which a CCL instance takes responsibility. Actions of the CCL are changes that a CCL can perform over a managed entity such as configuring an attribute. The possible conflict scenarios include:
· Conflicts among the targets within the goals of the individual CCLs sharing a given scope, i.e., (where applicable) that a target network configuration parameter is only part of the goals of one CCL in the given scope.
Note: the scope is the set of managed objects and their properties which the CCL measures or is responsible to configure.

· Conflicts among the performance metrics even where there are no goal conflicts, i.e., that for two CCLs which have different goals or targets within their goals but share a given scope, one CCL will not affect the network performance metrics that the other CCL is responsible for. For example, a conflict could occur among the metrics if a CCL that optimizes energy consumption affects handover performance metrics which are supposed to be optimized by another CCL.

· Conflicts among the scopes of the CCLs, e.g. where the measurement scope of CCL is the control scope of another CCL, so (where applicable) the spaces should be allocated such that that two CCLs will not control/adjust the same set of parameters on the same set of managed objects. 
· Conflicts on when the CCLs may be triggered for execution, for example, where 2 CCLs have a related scope, to ensure that one CCL (CCL A) does not influence a scope that is used as input/measurement scope by another CCL (CCL B). In that case CCLA and CCL B need to be triggered in different times. 

To address the conflicts, coordination interactions are required between the CCLs and one or more higher hierarchy coordination functions to avoid or detect and resolve the conflicts.

Note: the descriptions of the conflict scenarios may need to be improved after detailed descriptions of the conflict detection and resolution use cases.

4.4
Management Service for Closed control Loops 

4.4.1 
Overview
The closed control loop can be viewed as an entity to be managed. Accordingly, some management capabilities related to the closed control loop will be exposed by the MnS producer that is associated with the closed control loops to enable the MnS consumer to manage the closed control loops. The Management Service exposes governance and monitoring capabilities as described in TS 28.535 clause 4.2.5. Moreover, the MnS also exposes capabilities for coordinating the CL’s activities, e.g. for providing information on conflict resolution and feedback on monitoring the impact of the CL’s actions on other closed control loops or management functions.
4.4.2
Closed Control Loop Management Capabilities

CCLs automate the management of network resources thereby taking control away from operators. The behaviours of the CCLs need thus to be directed by operators as consumers of CCL management services. The characteristics and behaviours of the CCLs can be managed by the Mns consumer. The 3GPP management system should provide capabilities that enable a consumer to:

· manage the execution of CCLs. E.g. to request for and be notified about the instantiation of CCLs. For instance, if the consumer wants to request for instantiation of an Energy saving CL for 10,000 cells.

· Compose or request for and be notified about the composition of a CCL from a set of specific components (such as analytics services or SON functions)

· manage a closed loop composed from multiple components.
5. 


Use Cases

5.1


Use case 1: Dynamic CCL Creation and execution
5.1.1

Description

5.1.1.1
Overview

CCLs may be dynamically realized. There are two aspects to dynamically realization of CCLs – dynamic instantiation of a CCL from an existing template and dynamically composing the CCL. 

5.1.1.2 Dynamic composition of CCLs

A CCL may be composed on stages provided by different management functions or management services. i.e., the CCLs is assembled on demand by MnS consumers, using capabilities offered by the Management system, e.g., from independent management functions. The CCLs components, as well as the communication and interoperation between components, are based the different 3GPP management services. Accordingly, the MnS consumer should be able to identify and indicate the MnFs or MnS producers that should be used to compose a CCL
5.1.1.3 Examples for scenarios for Dynamic composition of CCLs

5.1.1.3.1 Composition from management Functions

Different management functions may be used to realize the different stages of a closed loop, for example, an MDA function may realize the analytics stage of the CCL while another management function may realize the decision stage of the CCL.
[image: image8.png]MDA MnS
Producer as

MDA MnS Producer as
data, analytics and
decision stages in one,

entity

Data
collection
Observation Controlled Observation Controlled Observation Controlled
producer entity producer entity producer entity





Figure 5.1.3.1-1: Management functions as stages of a closed control loop

5.1.1.3.2 Composition from management services 

Different management services may be used to realize the different stages of a closed loop, i.e. the management service provides the output expected from a specific stage. For example, a capability of the MDA MnS realizes an analytics stage of the CCL while another capability may realize a specific data collection stage of the CCL.
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Figure 5.1.3.2-1: management services used as implementations of CCL stages: a) MDA MnS and PM job the respective implementations of the analysis and data collection stages and b) MDA MnS as the implementation of the decision stage 

The MnS consumer should be enabled to manage the composition of such a CCL. The MnS consumer could request for and be notified about the composition of a CCL from a set of specific components (i.e., specific management functions or management services). The request could indicate components with specific given capabilities (such as analytics services with specific analytics types) which should be combined to achieve the closed loop. Moreover, the request could be for composition of a CCL required to achieve a specific set of desired outcomes or goals.
5.1.1.4 Conditional decision activation of CCLs

For the CCLs that have been instantiated, the MnS consumer may want to request for a CCL to be triggered to execute when certain conditions are met, e.g. when the performance on a certain threshold is crossed. The MnS consumer should be enabled to define those conditions for executing the CCL and that the CCL is triggered to execute when the stated conditions are met.

5.1.2

Potential Requirements

REQ-CCL-CRTN-1: The CCL MnS Producer should support a capability enabling the MnS consumer to request for a CCL (instance) to be composed from a set of management function types or instances or management services.
REQ-CCL-CRTN-1: The MnS producer for CCL management should support a capability enabling the MnS consumer to request that a CCL of a specific type or fulfilling a stated goal should be composed from a set of management function types or instances or services. 
REQ-CCL-CRTN-2: The MnS producer for CCL management should support a capability enabling the MnS consumer to provide conditions under which a CCL can be dynamically composed or instantiated triggered to execute. 
REQ-CCL-CRTN-3: The MnS producer for CCL management should support a capability enabling the MnS consumer to be notified when a CCL is dynamically composed or instantiated or triggered to execute.
5.1.3

Potential Solutions
5.1.2.1 
Solution-1
To enable dynamic composition of the CCL

· Extend the existing ACCL IOC to represent a general Closed Control Loop, say named CCL.
Note: the best name for this IOC and how to extend is FFS
· introduce a datatype representing a step of the CCL, say named cCLStep. The cCLStep represents either a MnF or a MnS producer which can be part of the CCL.

· introduce on the CCL IOC, an attribute representing the sequence of steps of the CCL. The MnS consumer can provide the list of MnFs or MnS producers that should be combined into a CCL.

Introduce in CCL an attribute providing information related to the identifier of the required management function and the required configuration When a combination of the sets of management functions and services are all defined to include their data sources, the combination is equivalent to a dynamically composed CCL.
To enable dynamic Conditional decision activation of the CCL

· introduce on the CCL IOC, an attribute representing the set of conditions to be monitored for activation of the CCL. The attribute may be of type threshold monitor defined in TS28.622, condition monitor as defined in TS28.622 or expectation Target defined in TS28.312


5.1.4


Evaluation of solutions

TBD

5.2


Use case 2: Triggered CCL
5.2.1

Description

The existing CCL mechanism enables consumer to request the initiation of a CCL with the goal to maintain particular SLS (indicated by the AssuranceGoal). The CCL is expected to monitor the network to see if there have been some goal breaches. If there is, the consumer is notified, and the appropriate actions can be taken to mitigate the breach by the consumer. The consumer may also decide to update the existing CCL or create a new one to mitigate the breach. A CCL is always instantiated, updated and deleted on an explicit request from the consumer.

Considering the autonomous nature of CCL, it is beneficial to study possible improvements to CCL management including automated instantiation, update and deletion of a CCL based on information provided by the consumer that could be used by the system to trigger CCL management. The existing CCL mechanism places a burden on the consumer to monitor the network and decide whether to instantiate a CCL, update a CCL, or delete a CCL. A possible improvement may be to allow the consumer to define trigger conditions for automated instantiation, update and deletion of a CCL.

The MnS consumer may want to request for a CCL to be dynamically instantiated when certain conditions are met. For example, the MnS consumer may want that for a CCL of a stated type or that matches a set of stated characteristics (e.g. goal) to be instantiated under conditions A and another with variations in goals to be instantiated under other conditions. The MnS consumer should be enabled to define those conditions so that the CCL is instantiated when the stated conditions are met.
The ConditionMonitor[x], post appropriate extensions, can be utilized to define triggering conditions for CCL management. 

5.2.2

Potential Requirements

REQ-TRI-FUN-01: The 3GPP management system shall enable authorized consumers to provide information that can be used to trigger CCL instantiation.

REQ-TRI-FUN-02: The 3GPP management system shall enable authorized consumers to provide information that can be used to trigger CCL update. 

REQ-TRI-FUN-03: The 3GPP management system shall enable authorized consumers to provide information that can be used to trigger CCL deletion. 
5.2.3 

Potential solutions
This solution proposes LoopTrigger object that would contain information a producer would use to trigger a CCL. The clause 5.2.3.1 specify the potential information to be present in this object. The clause 5.2.3.2 specify the usage of condition monitor to implement the LoopTrigger object.
5.2.3.1 

Information to be present in LoopTrigger object.
Performance based criteria: This will define information related with performance measurements and KPIs that need to be monitored by the producer to see if the values have crossed the thresholds defined. This will include:

· Target Node: The identification of the Managed Object for which the performance is to be monitored.
· Measurement/KPI Name: Name of the measurement or the KPI

· Trigger Value range: The CCL shall be triggered when the value of the measurement or KPI exceeds more that the trigger value or when the value decreases below the trigger value.

Once the Trigger Value has reach, the producer will send a notification to the consumer stating that an CCL is required. The notification will contain information needed to instantiate an CCL. The CCL shall be triggered appropriately.  

Provisioning based criteria: This will define various provisioning events that need to be monitored by the producer to see if an CCL is to be initiated

· Target Node: This can be a particular object or a DN, e.g., Intent
· Provisioning Location: The CCL will be created only when the object created is targeting a specific location.

· Provisioning Event (e.g., Create{in case of an object}, Modify, Delete): The CCL will be created when the given event occurs on the given DN.

· Provisioning Time: The CCL will be created only when the given event occurs at a specified time.

· PreOrPostProvEvent: This will define if the CCL is to be instantiated before or after the provisioning event is completed.

Fault based criteria: This will define various fault related info that need to be monitored by the producer to see if an CCL is to be initiated.

· Target Node: This will define the node which need to be monitored for the emitted alarms (i.e., objectInstance in AlarmInformation).

· AlarmSeverityThreshold: This will define the “perceivedSeverity” threshold (i.e., threshold for each Severity). If total number of alarms, belonging to particular perceivedSeverity (e.g., critical, major etc.), goes beyond the threshold, an CCL will be instantiated.

· AlarmTypeThreshold: This will define the “AlarmType” threshold (i.e., threshold for each AlarmType). If total number of alarms, belonging to a particular alarmType, goes beyond the threshold, an CCL will be instantiated.

5.2.3.2 

Usage of ConditionMonitor to realize LoopTrigger object.

This LoopTrigger object can be inherited from ConditionMonitor. The existing condition attribute will be extended to include various type of triggers provided in clause 5.2.3. 

The condition will be defined as a datatype containing following information.

· conditionObject: This is to represent the target node i.e., object for which the performance and fault is to be monitored.
· conditionInfo: This is a set of multiple conditions that should be satisfied for a CCL to be instantiated.

· conditionItem: This will be the PM data name.
· conditionValue: This is to represent the expected value of the measurement or KPI.

· conditionString: This will be the logical assertion related to conditionItem and conditionValue (“is equal to”, “is less than” etc.).

ConditionMonitor can be used to define the fault-based criteria as follows: the existing condition attribute will be defined as data type including the following information:

· conditionObject: This is to represent the target node. This will define the node which need to be monitored for the emitted alarms (i.e., objectInstance in AlarmInformation).

· conditionInfo: This is a set of multiple conditions that should be satisfied for a CCL to be instantiated.

· conditionItem: This may represent the total number of alarms with particular alarmType or perceivedSeverity.

· conditionValue: This is to represent the expected value.

· conditionString: This will be the logical assertion related to conditionItem and conditionValue (“is equal to”, “is less than” etc.).

ConditionMonitor can be used to define the provisioning-based criteria as follows: the existing condition attribute will be defined as data type including the following information:

· conditionInfo: This is a set of multiple conditions that should be satisfied for a CCL to be instantiated.

· conditionItem: This may represent the following a) The DN at which the provisioning operation is performed. b) the location of the instantiated DN c) the provisioning operation executed d) the time at which the provisioning operation is executed d) time detail specifying where it is the pre or post provisioning operation.

· conditionValue: This is to represent the expected value.

· conditionString: This will be the logical assertion related to conditionItem and conditionValue (“is equal to”, “is less than” etc.).
5.3 
Use case 3:
CCL creation based on Historical CCL data.

5.3.1

Description

This use case describes the need of maintaining information about the CCLs that existed in the past. Those CCLs are called Historical CCLs

In an automation environment, before a consumer request to create a CCL it would like to know the data related with Historical CCLs that were available with the producer. This information will enable consumer to request for an optimal CCL. The information about historical CCL may include, scope of the CCL, configured goals/targets, controlled entity etc.

Further, Historical CCL information serves as a valuable data source for predictive analytics within the CCL system executed as Analytics step. It enables the system to move from a reactive mode, where it responds to current issues, to a proactive mode, where it anticipates and prevents problems based on historical trends and patterns. This proactive approach enhances network reliability, minimizes downtime, and improves the overall efficiency of network operations. 
The existing CCL mechanism has no means to enable historical CCL information that can be used to predict potential network issues and take proactive measures to prevent them. The absence of historical CCL information can be a significant limitation in network automation.

5.3.2

Potential Requirements

REG-HIS-REQ: The 3GPP management system shall enable authorized MnS consumer to request for information (e.g., CCL identification, configured goals/targets and the related status, scope of the CCL, conflict information) related with Historical CCL.
5.4 
Use case 4: closed control loop for problem recovery 

5.4.1
Description

Based on the concept in TS 28.104 [3], MDA reports may contain root cause analysis of ongoing issues, predictions of potential issues and corresponding relevant causes and recommended actions for preventions, and/or prediction of network and/or service demands. For example, 

· MDA for Coverage problem analysis can provide the following information in the MDA report: coverageProblemId, coverageProblemType, coverageProblemAreas and recommendedActions.

-
MDA for Energy saving analysis can provide the following information in the MDA report: energyEfficiencyProblematicObject, energyEfficiencyProblemType, rANenergySavingRecommendations and cNenergySavingRecommendations.

MnS consumer may make a decision to resolve the observed problems based on the analytics reports (e.g. provided by MDA) and other management data (e.g. historical decisions made previously) if necessary. It can be possible that one MnF (e.g. Domain MnF) is responsible for problem observation and recovery, while another MnF (e.g. Cross Domain MnF) is responsible for decision on whether the problem needs to be resolved. In this scenario, The Cross Domain MnF can decide whether needs the Domain MnF to recovery the observed problems (e.g. coverage problem) based on MDA report (e.g. root cause information, recommended solutions) and other information (e.g. user experience information, information from other domains). If decides to recovery the observed problems, Cross Domain MnF needs to request Domain MnF to recovery the specified problems observed from the MDA report by using closed control loop. MnS consumer may specifies the time window for problem recovery, which means the MnS producer needs to recovery the problem at the specified time window. During problem recovery phase, MnS consumer also needs to be obtain the progress information for the problem process. When the last step of the problem process is completed, MnS producer needs to send the result of this problem recovery process to the MnS consumers. 
5.4.2
Potential requirements

REQ-CSA-CON-1 The 3GPP management system should have the capability to allow the MnS consumer to request a CCL for resolving the problems identified in the MDA report.
5.4.3
Potential solutions

TBD
5.3.4
Evaluation of potential solutions

TBD

5.5 
Use case 5: CCL for fault management
5.5.1

Description

Current fault management has some issues.

Alarms contain information like probableCause, specificProblem, and rootCauseIndicator, etc. However, in some scenarios, it is difficult for operators to directly identify the root cause just from these alarm attributes. Additional troubleshooting steps are usually required to dig into the root cause.
Fault management procedures often require operators to follow a sequence of troubleshooting steps to narrow down the issue before they can identify the root cause. This multi-step process introduces complexity and is resource intensive. Thus, fault recovery response time and network and service downtime may be prolonged.

CCL can be extended to automate and optimize fault management:

· Monitor: PM/KPIs，performance threshold monitoring events and fault supervision events
· Analyse：analyse fault alarms and correlate them with other PMs/KPIs etc. to identify likely root causes
· Decide:  provide automated decision making according to the fault root causes and propose fixing solutions 
· Execute: execute through provisioning services to fix network and service faults
5.5.2

Potential Requirements

REQ-CCLM_ FAULT -01 The 3GPP management system should have the capability to identify the root cause and take actions using closed control loop to mitigate or solve the root cause.

5.5.3

Potential Solutions
5.5.3.1 
Solution-x

5.x.3.2
  Solution-y

5.5.4

Evaluation of solutions

5.6 
Use case 6: CCL conflicts management
5.6.1
Description

Multiple CCLs could co-exist and concurrently act within the same environment. The CCLs can affect one another, in the worst cases leading to conflicts. The different kinds of conflicts are summarized by Table 5.6.1-1. 
5.6.1-1: Types of potential conflicts among CCL instances for goals g1, g2 and g3

	Conflict Type
	Description
	CCL-A
	CCL-B
	Comments

	Target Conflict
	For CCLs C1 and C2, when same at least 1 target of a goal is present in both CCL asking for different outcomes on that target on same controlled entity (ME1).
	Control Scope: ME1

Goal targets: 

· Load > 90% (to maximize resource utilization)

· latency < 10ms
	Control Scope: ME1

Goal target: 

· Load < 90% (to avoid congestion)


	Conflict among the targets within the goals - due to different required target outcomes

	Action Conflict
	For CCLs C1 and C2, when both C1 and C2 is trying to configure the same characteristics of same target entity (gNB-g1) in contradiction.
	Example 1
	Conflict due to configuration actions at execution step because both CCL want different contradicting value for a particular characteristic of gNB-g1.

Effect: even when executed at different times, the value may ping-pong continuously.

	
	
	Goals target:

· Throughput > 10gbps

Actions: 

· Target Entity: gNB-g1

· Target Change: scale-out virtual resource
	Goals target:

· EC is < 10KVA

Actions: 

· Target Entity: gNB-g1

· Target Change: scale-in virtual resource
	

	
	
	Example 2
	

	
	
	Goal target: 

· HO failure is < 2%

Actions: 

· Target Entity: gNB-g1

· Target Change: set CIO to a small positive value{to guarantee HOs with low chances of HO failure}
	Goal target: 

· Load < 80%

Actions: 

· Target Entity: gNB-g1

· Target Change: set CIO to a small negative value [to advance HOs and move load to other cells]
	

	Indirect target conflict
	For CCLs C1 and C2, when C1 [optimize handover] and C2 [minimize interference] have different goals but the actions of C1 affect the goals of C2 
	Goal target: 

· HO failure is < 2%

Actions: 

· Target Entity: gNB-g1

· Target Change: reduce CIO {to reduce chances of HO failure}


	Goal target: 

· SINR > 10dB 

Actions: 

· Target Entity: gNB-g1

· Target Change: lower antenna tilt


	By reducing antenna tilt to minimize interference C2 affect the HO goal target of C1

	Action Execution Time Conflict
	For CCLs C1 and C2, when both C1 and C2 are trying to configure the same characteristics of same target entity (gNB-g1) in contradiction.
	Goals:

· Throughput > 10gbps

Actions: 

· Target Entity: gNB-g1

· Target Change: scale-out

· Target Time: 04:00
	Goals:

· EC is < 10KVA

Actions: 

· Target Entity: gNB-g1

· Target Change: scale-in

· Target Time: 04:00
	Conflict due to the time of executing the configuration actions at the execution step 

	Scope conflict
	For CCLs C1 and C2, C1 and C2 have different goals and actions but their scopes are overlapping – e.g. C1’s control scope (i.e. the controlled entities in the network) is part of C2’s measurement scope (i.e. the measured entities in the network)
	Measurement scope: cells g1 

Control Scope: g1

Goal targets: 

· EC/bit is < 1WA 

Actions: 

· Target Entity: gNB-g2

· Target Change: switch off g2
	Measurement scope: cells g1, g2, g3, g4

Control Scope: g2

Goals: 

· Load < 80% 

Actions: 

· Target Entity: gNB-g2

· Target Change: change CIO


	By switching off g2, C1 affects the scope which C2 reads for its load distribution measurements


The CCL may detect or observe events that identify the possibility of any one of the above conflicts. The conflict can be avoided using some information or the policies (e.g., priority) provided by the consumer. If the conflict actually occurs, the CCL MnS producer should support services to inform MnS consumers the confirmed detected conflicts. This may also include informing MnS consumer about the potential conflict. 

5.6.2

Potential Requirements

REQ-CCL-CONFLICT-1: The MnS Producer for CCL management should support a capability to detect a potential or actual conflict. 

Note: A potential conflict is where some events are observed that indicate that there may be a conflict, but the CCL MnS Producer cannot conclude that it is a conflict. So, the CCL can indicate this so that some other entity e.g. the MnS consumer takes responsibility to confirm the conflict.

REQ-CCL-CONFLICT-2: The MnS Producer for CCL management should support a capability to inform an authorized MnS consumer about a potential conflict that has been detected.

REQ-CCL-CONFLICT-3: The MnS Producer for CCL management should support a capability to confirm a detected potential goal, action, indirect target, action execution time, scope conflict. 

REQ-CCL-CONFLICT-4: The MnS Producer for CCL management should support a capability to resolve a goal, action, indirect target, action execution time, scope conflict that has been detected.

REQ-CCL-CONFLICT-5: The MnS Producer for CCL management should enable authorized MnS consumers to provide information that can be used to avoid the conflict.

REQ-CCL-CONFLICT-6: The MnS Producer for CCL management should enable authorized MnS consumers to provide information that can be used to resolve the conflict.

5.7.
Use case 7:
CCL conflicts resolution and coordination interactions
5.7.1
Overview

The coordination of CCLs includes the management services needed to detect, resolve, or avoid conflicts among goals and their targets, , control scopes or actions of the CCLs. To address the different conflict situations, coordination capabilities could be required for the following scenarios:

· Capabilities to identify different interaction types between CCLs such as cooperation (positive interaction), conflict (negative interaction) or dependency (neutral interaction).
· Capabilities to align targets among the goals of individual CCLs sharing a given scope.

· Capabilities to identify different types of conflicts between CCLs such as parameters conflict, metrics conflict, or any others.

· Capabilities to address the different interactions between CCLs with adequate mechanisms, such as conflict resolution mechanisms.
· Capabilities to identify before the execution of a proposed action of CCL that such an action could cause undesired effects to other CCLs or to managed entities (e.g., pre-execution and post-execution coordination, concurrency coordination, etc.).

· Capabilities to evaluate the impact and effectiveness of CCLs actions after their execution (e.g., impact assessment).
The coordination of CCLs could be required at different execution points of the CCL translating into different CCL coordination use cases with corresponding CCL coordination services required at those points as illustrated by example Figure 5.7.1-1. The coordination of CCLs could be achieved via direct interaction among the CCLs or via a third-party entity, say called the CCLs coordination Function (or simply CCL Coordinator). 
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Figure 5.7.1-1: Exemplary Closed Control Loop Coordination interaction points.

Note: the terms at the top indicate general naming of the groupings of coordination interactions at the different execution points during the execution of the CCL. Action-space coordination implies coordinating the sets of actions that the different CCL can apply. Concurrency control implies coordinating the times at which different CCLs can execute actions. Action-impact assessment indicates interactions and processes on the evaluation of the impacts of the different CCLs.
5.8
Use case 8: CCL scope management
5.8.1
Description

Each CCL should have specific scopes for which it is responsible.
The network may be assumed to be a p-dimensional space Sp from which subregions dp Є D maybe created. Accordingly, Sp is the full scope space whose dimension may include time, geography, etc. as showed in Table 1 while dp Є D can be CCL’s scope. In that respect, scope assignment is the mapping of CCLs to regions dЄD that are part of the network’s full scope S. There may be 2 types of scopes – the measurement scope where related measurements are collected and the impact or control scope which is the scope to which the CCL’s actions may have impact. The scopes for the different CCLs can be managed by the MnS consumer.

Table 5.8.1-1: Example scope-space map from which the scope of CCL may be derived.
	Scope dimension
	Granularity
	Example values to be assigned

	Time
	Seconds, minutes, days
	· Every hour,

· Every Saturday at 2:00 hours

	Network domains
	
	· Radio, 

· Core, 

	Geography
	Region/City
	· City x

· Street y in City x

	Network Elements 
	gNB
	· gNB X

	
	Cells
	· Cell A on gNB X

	
	Terminals, e.g., types of users 
	· users

	Resources
	slices
	· 

	
	Network Function
	· Virtual Network Function A

· Physical Network Function B

	· 
	Transport containers (links, flows, …)
	· an identifiable link, 
· a specific flow

	Target Purpose
	The purpose of the CCL target
	· Coverage Targets, Performance Targets, Energy Efficiency Targets, Fault Management Targets, UE specific Targets


Note: the table 5.8.1-1 is not complete and can be improved and/or extended as needed.

5.8.2

Potential Requirements

REQ-CCL-COORD-1: The 3GPP management system should support a capability enabling the MnS consumer to configure the scopes of a CCL, including the measurement scope and the control scope. 

Note: measurement scope (i.e., where related measurements are collected) and the control scope (i.e. where the CCL acts)

5.8.3

Potential Solutions
TBD
5.8.4

Evaluation of solutions

TBD
5.9
Use case 9: CCL conflicts resolution
5.9.1

Description

5.9.1.1 Overview
Multiple conflicts are possible among CCL or their instances. The CCL MnS producer should be able to interactively coordinate with MnS consumers to resolve the conflicts.

5.9.1.2 CCL Goal-conflicts resolution

The targets in the goals of Closed Control Loop should not contradict one another within that goal or contradict with other targets in goals of related CCLs, otherwise a goal conflict is observed. For such a goal conflict, goal coordination interactions are needed to resolve the conflict, i.e., to align goals (and related targets) that should be achieved by the various deployed Closed Control Loops. Given the potentially high number and diversity of Closed Control Loops, the process of setting and coordination goals for the Closed Control Loops should be accomplished using another CCL that consumes the CCL-related monitoring and governance services to coordinate the resolution of conflicts with the CCL.
The MnS producer for this CCL instance should inform the MnS consumer about a candidate goal conflict, e.g., about the values of the goal’s targets that are in conflict with the targets of another goal. In response, the MnS consumer could revise the goals of that CCL instance, terminate the execution of the CCL instance, delete the CCL instance, 
5.9.1.3 CCL Trigger-time conflicts resolution

Typically, a CCL will be triggered to run at a specific time and terminate when certain conditions are met, to run when a certain performance threshold is crossed. If triggered independently, there may be conflicts among the CCLs. The triggers for different CCLs to be executed need to be coordinated to avoid conflicts among the CCLs. And in some instances, the conditions in the network may be such that it is not clear which CCL should be triggered, requiring to trigger multiple CCL in sequence. The triggering may be done by a coordination function that consumes the CCL-related monitoring and governance services to receive information with which to evaluate the conditions and determines which CCL to be triggered.

It may be the case that CCLs need to operate in a hierarchy with each CCL having an operational profile indicating the specific level of hierarchy. The operational profile describes characteristic sunder which the CCL operates, e.g., when or after which other CCLs, this CCL should be executed. For example, to ensure that handovers are always optimal, a CCL on handover optimization may need to be triggered every after a CCL on Energy saving has been executed to be sure that there are appropriate handover relations even when some cells may have been disabled. The MnS consumer that coordinates the execution times of the CCLs needs to configure the appropriate hierarchy for the CCLs. Using the operational profiles of the CCLs, , the MnS consumer evaluates the description of the third CCL against at least one of the profiles P1 and P2 and accordingly determines and configures the operational profile of the third CCL.
Note: A CCL may be involved in more than 1 hierarchies or within a single hierarchy, the CLL may relate to multiple other CCLS, which requires the hierarchies to be coordinated.

5.9.2

Potential Requirements

REQ-CCL-CONF_RES-1: The MnS producer should support a capability to coordinate the resolution of conflicts on the CCLs goals. 

REQ-CCL-CONF_RES-2: The MnS producer should support a capability to coordinate the resolution of conflicts on the triggers for execution of the CCL instances. 

REQ-CCL-CONF_RES-3: The MnS producer should support a capability enabling an MnS consumer to define and coordinate the hierarchies of the CCL.
5.9.3

Potential Solutions
TBD
5.9.4

Evaluation of solutions

TBD
5.10.
Use case 10: CCL-impact assessment 
5.10.1
Description

5.10.1.1 Overview
Besides having direct conflicts for parameter values, CCLs may also have direct and indirect effects for their goals and metrics, i.e. where actions on one CCL affect the goals and metrics of other CCLs. Impact assessment includes capabilities for evaluating the direct and indirect effects of CCL actions and determining measures for remediation. The scope affected by the actions of the CCL is the impact-scope and is different from the measurement scope, i.e., the scope where the CCLs measure and control scope, i.e., the scope where they act.
5.10.1.2 impact on known/bounded impact-scope
For some Closed Control Loops, the expected impact of the action may be known to the Closed Control Loop or coordination functionality governing the CCL. The scope affected by these actions is derived from the (candidate) actions executed by the CCL (or their descriptions). A CCL coordination functionality may wish to evaluate the known impact scope and needs to rely on information from MnS producers of other Closed Control Loops to:
1) determine if there are unwanted outcomes.
2) diagnose if the executed action(s) is/are responsible for those outcomes, especially for the case where multiple Closed Control Loops have concurrently taken actions, and
3) determine what needs to be done to undo the degradation and to avoid it in future. 
5.10.1.3 impact on unknown impact-scope

For some CCLs, the impact-scope affected by the actions of a CCL A may not be known a priori. Any negative effects cannot be easily anticipated, and most may not be easily resolvable by simple if-then-else rules. The MnS producer of a CCL A interacts with MnS producers of other CLLs or with a coordination functionality to identify actions that lead to negative outcomes and flag them accordingly. Thereby:
1) MnS producer of CCL A or the coordination functionality notifies all other CCLs or MnS producers of all other CCLs when an action is executed that may affect those CCLs.
2) after a preset monitoring period, the MnS producers of the impacted CCLs report (directly or through the coordination functionality) the impact the MnS producer of CCL A (i.e. the CCL that has had impacts to their performance metrics or goals.
3) MnS producer of CCL A or the coordination function derives an appropriate remediation, e.g. by reconfiguring the candidate actions of the acting CCL (i.e. CCL A).
Note: that this section needs further clarification.
5.10.2

Potential Requirements

REQ-CCL-IMPACT-1: The CCL MnS producer should support a capability enabling an MnS consumer to receive information on the impacts of the CCL on a particular impact-scope and the actions that caused such impacts.

Note A1: The MnS consumer may for example be another CCL or a CCL impact coordination function

Note A2: the information enables the MnS consumer to determine if there are unwanted outcomes resulting from actions of the CCL and to propose what needs to be done to undo the degradation. 

REQ-CCL- IMPACT-2: The CCL MnS producer should support a capability enabling an MnS consumer to notify the MnS producer of the actions of another CCL that may affect the MnS producer’s CCL. 

Note B1: The MnS consumer could for example be a CCL impact coordination function

Note B2: The MnS producer represents the CCL which may be potentially impacted when a CCL A executes an action that may affect the goals or metrics of the MnS producer’s CCL
REQ-CCL- IMPACT-3: The CCL MnS producer should support a capability to report to an MnS consumer what the impact that the action had to the goals of the MnS producer's CCL.

Note 1: The MnS producer represents impacted CCL or MnF or a coordination function representing the impacted CCL or MnF.
Note 2: MnS consumer may for example be a coordination function or an acting CCL that took an action that has impacted the MnS producer’s metrics.

Note: the use of metrics for this requirement is FFS.
REQ-CCL- IMPACT-4: The CCL MnS producer should support a capability enabling an MnS consumer to propose to MnS producer the appropriate remediation against the noted impact, e.g. the reconfiguration of the candidate actions of the acting CCL.
Note 3: MnS consumer may be the CCL impact coordination function or another CCL or management function

Note 4: The MnS producer may be the acting CCL or the impacted CCL
5.10.3

Potential Solutions

TBD
5.10.4

Evaluation of solutions

TBD
5.11

Consumers feedback on CCL actions

5.11.1

Description

In fully automated control loops, the CCL re-configures a particular NF to meet its stated goals without the involvement of any other entity. The actions executed by the CCL have different levels of satisfaction for the different consumers. Without a reliable means to gauge consumer Execution Satisfaction, the CCL lacks the feedback to fine-tune and optimize functionality, and so is unable to improve the overall performance. To be able to provide gauge the satisfaction, the consumer should be able to receive information about the provisioning operations executed by the CCL. This information includes operation performed, MOIs updated etc.

Based on some local policies, the consumer may prefer that a particular NF is not updated as part of the Execution step of CCL. The consumer should be enabled to revoke the changes made to a NF. Consumer may also update the CCL to ensure that a particular NF is never updated in future. The existing attribute aCCLDisallowedList can be used, as appropriate.

Alternatively, the consumer may want to provide feedback enabling the CCL to apply an alternative approach to achieve the objectives. The consumer should be able to provide its feedback on the execution indicating how satisfied the consumer is with the CCL actions. For example, the consumer feedback may grade the usefulness of the executed action on a fixed scale say from 0 (indicating a terrible and never to be re-used action) to 10 (indicating a very good action for the interests of the consumer).

Note: the actions that need to be provided to the consumer are decided by the producer.
5.11.2

Potential Requirements

REQ-FED-FUN-01: The 3GPP management system should enable consumer to provide its feedback on the action(s) taken by CCL.

REQ-FED-FUN-02: The 3GPP management system should enable consumer to request for revocation of the action(s) taken by the CCL.

REQ-FED-FUN-03: The 3GPP management system should have a capability enabling consumer to receive information (e.g., operation performed, MOIs updated) about the action(s) taken by the CCL.
5.12
CCL feedback 
5.12.1
Description

5.12.1.1 Overview

CCLs will make decisions in different contexts (states, status, conditions, etc.) of the network and not all decisions are equally effective. In some cases, the CCL may need to provide feedback indication the challenges faced on reaching a definite decision. The feedback may include a request to escalate its decision making to another entity.
5.12.1.2 CCL decision escalation

A CCL can be fully or partially autonomous derivation or execution of its decisions. The degree to which the CCL independently executes decisions or escalates them, should be flexibly configurable by the MnS consumer as a confidence threshold. The confidence threshold could be configured based on the sensitivity of the operations under its control, the trust level in the decisions of the CCL and the necessity to consider a bigger picture at times. Then, based on how much confidence the CCL has in its decisions, the CCL can escalate a decision or situation to an escalation recipient which has this bigger picture (say has wider scope), can execute a different(larger) set of actions or has better capabilities, e.g., a larger and more capable ML model. 

Note: the computation of confidence within the CCL is up to implementation as it depends on the CCL’s purpose and the scenario that the CCL is addressing.
The escalation recipient CCL enables the escalator CCL to request for escalation for a given network context or state with e.g., information about the escalator CCL preferences and observed constraints when driving decisions. Based on its evaluations, the escalation recipient CCL should provide to the escalator CCL a report that holds the outcomes that the CCL (acting as an escalation recipient) has derived for a given escalation request.

Note: The relation with existing Assurance closed loop execution supervision use case in TS 28.535 needs to be clarified.
5.12.2
Potential requirements

REQ- CCL-ESC-1: The CCL MnS producer should have a capability to enabling an authorized consumer to configure the degree of autonomy of the CCL as characterisation of the conditions under which the ACCL should escalate a decision
REQ- CCL-ESC-2: The CCL MnS producer should have a capability to enabling an authorized consumer to configure the entity to which a decision should be escalated
REQ-CCL-ESC-3: The CCL MnS producer (acting as an escalation recipient CCL) should have a capability to enabling an authorized MnS consumer (e.g., an escalator CCL) to request escalation of a decision or escalation of decision-making for a given network context or state to the CCL associated with the CCL MnS producer
REQ-CCL-ESC-4: The 3GPP management system (or the CCL Mns producer) should have a capability enabling an MnS consumer to provide information related to its previous decisions, decision constraints, preferences, … as input to be used in resolving escalations sent towards the CCL associated with the CCL MnS producer. 

REQ-CCL-ESC-5: The CCL MnS producer (acting as an escalation recipient CCL) should have a capability to provide to an authorized MnS consumer (e.g., an escalator CCL) a report that holds the outcomes that the CCL (acting as an escalation recipient) has derived for a given escalation request. 

5.12.3
Possible solutions

5.12.3.1
CCL decision escalation

· Introduce an attribute defining the entity to which the decision is escalated to, say called the escalationRecipient. 
· Introduce on the CCL representing the escalationRecipient. an IOC representing the request for escalation, say called EscalationRequest, that holds all information related to the request for escalation. 
· The escalationRecipient may send an output representing the outcome of the escalation. 
5.12.4

Evaluation of solutions

TBD
6. 


Conclusions and Recommendations
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