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Figure 4.1.2.15.3.1 illustrates the signaling Trace Session activation procedure in 5GC as part of the Registration via Untrusted non-3GPP Access procedure:
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Figure 4.1.2.15.3.1: Trace activation in 5GC following the Registration via Untrusted non-3GPP Access procedure
The steps 3-11, 14 and 17 below are parts of the Registration via Untrusted non-3GPP Access procedure - see 3GPP TS 23.502 [41] clauses 4.12.2 and 4.2.2 for specific details. Present document does not attempt to re-define how Registration via Untrusted non-3GPP Access procedure works, but rather illustrates the signaling Trace Activation aspects.
1.	Management system activates Trace Session to the UDM. The following trace control and configuration parameters shall be included in the Trace Activation message:
-	Trace Target: SUPI or IMEISV.
-	Trace Reference.
-	Triggering Events for AMF, SMF, UPF and PCF.
-	Trace Depth.
-	List of NE Types to trace.
-	List of Interfaces for AMF, SMF, UPF, PCF and N3IWFNG-RAN.
-	Trace Collection Entity IP Address for the file-based trace reporting or Trace Reporting Consumer URI for the streaming trace reporting.
2.	UDM stores the trace control and configuration parameters received from the management system.
3.	UE connects to the Untrusted non-3GPP Access Network and obtains an IP address
4.	UE performs IKE authentication with N3IWF
5.	N3IWF selects appropriate AMF
6.	N3IWF sends N2 Registration request to AMF
7.	AMF requests AAA Key from AUSF
8.	UE authenticates with AUSF via N3IWF and AMF
9.	UE establishes Signaling IPsec SA with N3IWF
10.	UE sends SMC Complete to AMF
11.	AMF receives the trace control and configuration parameters information from UDM via Nudm_SDM_Get operation (see step 14 in clause 4.2.2.2.2 and clause 5.2.3.3 of 3GPP TS 23.502 [41]).
12.	AMF stores the trace control and configuration parameters received from the UDM.
13.	AMF starts the Trace Session according to the received configuration.
14.	AMF sends INITIAL CONTEXT SETUP REQUEST (or START TRACE message as defined in TS 38.413 [49]) message to N3IWF containing the “Trace Activation” IE. (see clause 8.11.1 for information on TRACE START procedure, clause 8.3.1 for information on INITIAL CONTEXT SETUP REQUEST and clause 9.3.1.14 for details on Trace Activation IE of 3GPP TS 38.413 [49]).
15.	N3IWF stores the trace control and configuration parameters received from AMF.
16.	N3IWF starts the Trace Session according to the received configuration.
1417.	AMF establishes Policy Association with PCF (see step 16 in clause 4.2.2.2.2 of 3GPP TS 23.502 [41]) and provides the trace control and configuration parameters information to the PCF.
1518.	PCF stores the trace control and configuration parameters received from the AMF as part of Policy Association.
196.	PCF starts the Trace Session according to the received configuration.
1720.	AMF provides the trace control and configuration parameters information to the SMF as part of the SM Context (see step 18 in clause 4.2.2.2.2 of 3GPP TS 23.502 [41]).
1821.	SMF stores the trace control and configuration parameters received from the AMF.
1922.	SMF starts the Trace Session according to the received configuration.

Figure 4.1.2.15.3.2 illustrates the signaling Trace Session activation procedure in 5GC as part of the PDU Session Establishment via Untrusted non-3GPP Access procedure for the UE that has already been registered:
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Figure 4.1.2.15.3.2: Trace activation in 5GC following the PDU Session Establishment via Untrusted non-3GPP Access procedure
The steps 6 - 9, 13 and 16 - 19 below are parts of the UE Requested PDU Session Establishment via Untrusted non-3GPP Access procedure - see 3GPP TS 23.502 [41] clause 4.12.5 for specific details. Present document does not attempt to re-define how UE Requested PDU Session Establishment via Untrusted non-3GPP Access procedure works, but rather illustrates the signaling Trace Activation aspects.
1.	Management system activates Trace Session to the UDM. The following trace control and configuration parameters shall be included in the Trace Activation message:
-	Trace Target: SUPI or IMEISV
-	Trace Reference
-	Triggering Events for AMF, SMF, UPF and PCF
-	Trace Depth
-	List of NE Types to trace
-	List of Interfaces for AMF, SMF, UPF, PCF and N3IWFNG-RAN
-	Trace Collection Entity IP Address for the file-based trace reporting or Trace Reporting Consumer URI for the streaming trace reporting.
2.	UDM stores the trace control and configuration parameters received from the management system.
3.	UDM sends Nudm_SDM_Notification to AMF with the trace control and configuration parameters information (see clauses 4.5.1 and 5.2.3.3 of 3GPP TS 23.502 [41]).
4.	AMF stores the trace control and configuration parameters received from the UDM.
5.	AMF starts the Trace Session according to the received configuration.
6.	AMF sends START TRACE message or INITIAL CONTEXT SETUP REQUEST message to N3IWF containing the “Trace Activation” IE. (see clause 8.11.1 for information on TRACE START procedure, clause 8.3.1 for information on INITIAL CONTEXT SETUP REQUEST and clause 9.3.1.14 for details on Trace Activation IE of 3GPP TS 38.413 [49]).
7.	N3IWF stores the trace control and configuration parameters received from AMF.
8.	N3IWF starts the Trace Session according to the received configuration.
69.	IPSec tunnel is established for NAS signalling established between UE and N3IWFThe messages exchanged between UE and AMF shall be sent to N3IWF via the IPsec SA for NAS signalling established as specified in clause 4.12.2 of 3GPP TS 23.502 [41]. 
710.	UE sends PDU Session Establishment request to AMF
811.	AMF selects an appropriate SMF
912.	AMF sends the Nsmf_PDUSession_CreateSMContext request to the selected SMF
1013.	SMF stores the trace control and configuration parameters received from the AMF.
1114.	SMF starts the Trace Session according to the received configuration.
1215.	SMF selects an approprite PCF
1316.	SMF establishes Session Management Policy Association with PCF (see step 7 in clause 4.3.2.2.1 of 3GPP TS 23.502 [41]) and provides the trace control and configuration parameters information to the PCF.
1417.	PCF stores the trace control and configuration parameters received from the SMF as part of Policy Association.
1518.	PCF starts the Trace Session according to the received configuration.
1619.	SMF performs N4 Session Establishment with UPF (see step 10 in clause 4.3.2.2.1 of 3GPP TS 23.502 [41]) and provides the trace control and configuration parameters information to the UPF.
1720.	UPF stores the trace control and configuration parameters received from the SMF as part of N4 Session Establishment.
1821.	UPF starts the Trace Session according to the received configuration.
1922.	AMF sends N2 PDU Session Request to N3IWF
2023. N3IWF determines the necessary number of IPsec child SAs and establishes them with UE
2124.	N3IWF sends PDU Session Establishment accept to UE
2225.	N3IWF sends N2 PDU Session Request Ack to AMF

Figure 4.1.2.15.3.3 illustrates the signaling Trace Session activation procedure in 5GC as part of the PDU Session Establishment via Untrusted non-3GPP Access procedure for the UE that has already been registered where SMF obtains trace control and configuration parameters from UDM via Nudm_UECM_Registration procedure:
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Figure 4.1.2.15.3.3: Trace activation in 5GC following the PDU Session Establishment via Untrusted non-3GPP Access procedure
The steps 6 - 9, 13 and 16 - 19 below are parts of the UE Requested PDU Session Establishment via Untrusted non-3GPP Access procedure - see 3GPP TS 23.502 [41] clause 4.12.5 for specific details. Present document does not attempt to re-define how UE Requested PDU Session Establishment via Untrusted non-3GPP Access procedure works, but rather illustrates the signaling Trace Activation aspects.
1.	Management system activates Trace Session to the UDM. The following trace control and configuration parameters shall be included in the Trace Activation message:
-	Trace Target: SUPI or IMEISV
-	Trace Reference
-	Triggering Events for AMF, SMF, UPF and PCF
-	Trace Depth
-	List of NE Types to trace
-	List of Interfaces for AMF, SMF, UPF, PCF and N3IWFNG-RAN
-	Trace Collection Entity IP Address for the file-based trace reporting or Trace Reporting Consumer URI for the streaming trace reporting.
2.	UDM stores the trace control and configuration parameters received from the management system.
3.	UDM sends Nudm_SDM_Notification to AMF with the trace control and configuration parameters information (see clauses 4.5.1 and 5.2.3.3 of 3GPP TS 23.502 [41]).
4.	AMF stores the trace control and configuration parameters received from the UDM.
5.	AMF starts the Trace Session according to the received configuration.
6.	AMF sends START TRACE message or INITIAL CONTEXT SETUP REQUEST message to N3IWF containing the “Trace Activation” IE. (see clause 8.11.1 for information on TRACE START procedure, clause 8.3.1 for information on INITIAL CONTEXT SETUP REQUEST and clause 9.3.1.14 for details on Trace Activation IE of 3GPP TS 38.413 [49]).
7.	N3IWF stores the trace control and configuration parameters received from AMF.
8.	N3IWF starts the Trace Session according to the received configuration.
69.	IPSec tunnel is established for NAS signalling established between UE and N3IWFThe messages exchanged between UE and AMF shall be sent to N3IWF via the IPsec SA for NAS signalling established as specified in clause 4.12.2 of 3GPP TS 23.502 [41]. 
710.	UE sends PDU Session Establishment request to AMF
811.	AMF selects an appropriate SMF
129.	AMF sends the Nsmf_PDUSession_CreateSMContext request to the selected SMF
1013.	SMF performs NuDM_UECM_Registration procedure with UDM and receives the trace control and configuration parameters from UDM
1114.	SMF stores the trace control and configuration parameters received from the UDM.
1215.	SMF starts the Trace Session according to the received configuration.
1316.	SMF selects an approprite PCF
1417.	SMF establishes Session Management Policy Association with PCF (see step 7 in clause 4.3.2.2.1 of 3GPP TS 23.502 [41]) and provides the trace control and configuration parameters information to the PCF.
1518.	PCF stores the trace control and configuration parameters received from the SMF as part of Policy Association.
1619.	PCF starts the Trace Session according to the received configuration.
1720.	SMF performs N4 Session Establishment with UPF (see step 10 in clause 4.3.2.2.1 of 3GPP TS 23.502 [41]) and provides the trace control and configuration parameters information to the UPF.
1821.	UPF stores the trace control and configuration parameters received from the SMF as part of N4 Session Establishment.
1922.	UPF starts the Trace Session according to the received configuration.
2023.	AMF sends N2 PDU Session Request to N3IWF
2124. N3IWF determines the necessary number of IPsec child SAs and establishes them with UE
2225.	N3IWF sends PDU Session Establishment accept to UE
2326.	N3IWF sends N2 PDU Session Request Ack to AMF
NOTE:	The specific scenarios where SMF receives trace control and configuration parameters either from UDM or from AMF are specified in 3GPP TS 23.502 [41].
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