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1
Decision/action requested

The group is requested to discuss and approve the pCR below

2
References

[1]

3GPP TS 28.831: " Management and orchestration; Study on basic Service-Based Management Architecture (SBMA) enabler enhancements"
3
Rationale

None.
4
Detailed proposal

The following changes are proposed for TR 28.831[1].

	Begin of modifications



X.4.4
Error reasons for object manipulations
X.4.4.1
PUT, POST, 3GPP JSON Patch and DELETE

This clause specifies reasons for errors that may occur when attempting to create objects with PUT, POST and 3GPP JSON Patch, or when attempting to delete objects with DELETE and 3GPP JSON Patch.

The following error reasons are defined for use with PUT, POST, 3GPP JSON Patch and DELETE:
· OBJECT_CREATION_NOT_ALLOWED (related type: MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be created by MnS Consumers. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".

· OBJECT_DELETION_NOT_ALLOWED (related type: MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be deleted by MnS Consumers. This reason is applicable to HTTP DELETE and the patch operation "remove".

· 
· NEW_OBJECT_CLASS_NAME_INVALID (related type: VALIDATION_ERROR, 400 Bad Request): The object class of the object to be created is not known to the MnS Producer. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".

· NEW_OBJECT_REPRESENTATION_INVALID (related type: VALIDATION_ERROR, 400 Bad Request): The representation of the object to be created does not comply to its class definition. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".

· 
· NEW_OBJECT_CONTAINMENT_INVALID (related type: VALIDATION_ERROR, 400 Bad Request): The object cannot be created, moved or copied under the specified parent as requested, because this containment is not allowed. This reason is applicable to HTTP PUT; HTTP POST and the patch operations "add", "move" and "copy".

· NEW_OBJECT_ID_EXISTS (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Entity): The object to be created, moved or copied has an "id" that exists already under the specified parent. This reason is applicable to HTTP PUT, HTTP POST and the patch operations "add", "move" and "copy".

· 
· NEW_OBJECT_ATTRIBUTE_VALUE_MISSING (related type: VALIDATION_ERROR, 400 Bad Request): The object cannot be created as requested, because one or more attribute or attribute field values, that shall be provided in the creation request, are not provided. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".

· OBJECT_CARDINALITY_INVALID (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Entity): The object cannot be added, removed, or moved as requested, because this would result in violating the cardinality constraints. This reason is applicable to HTTP PUT, HTTP POST, HTTP DELETE, and the patch operations "add", "remove" and "move".

· 
· OBJECT_NOT_A_LEAF (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Entity): The object to be removed or moved is not a leaf object. This reason is applicable to HTTP DELETE and the patch operation "remove" and "move".
The following additional error reasons are defined for use with 3GPP JSON Patch:
· NEW_OBJECT_PARENT_NOT_FOUND (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Entity): The parent of the object to be created does not exist. This reason is applicable to the patch operation "add", "move" and "copy".

· OBJECT_NOT_FOUND (related type: IE_NOT_FOUND, 400 Bad Request): The object to be removed, moved or copied does not exist. This reason is applicable to the patch operation "remove", "move" and "copy".

· OP_UNKNOWN (related type: VALIDATION_ERROR, 400 Bad Request): The patch operation specified by the "op" property is not known by the MnS Producer. This situation may occur, for example, when a patch operation is not supported or wrongly spelled.

The list of error reasons is not exhaustive. Other values may be defined and used as well.
Editor's note: When other values for "reason" are used they should follow a certain pattern (capital letters only, short, …). This aspect should be clarified here or by referencing to some general rules for string enums somewhere else.
X.4.4.2
3GPP JSON Merge Patch
This following error reasons are defined for use with 3GPP JSON Merge Patch:

· OBJECT_CREATION_NOT_ALLOWED (related type: MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be created by MnS Consumers. The "badObjects" property specifies the Distinguished Names of these objects.

· OBJECT_DELETION_NOT_ALLOWED (related type: MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be deleted by MnS Consumers. The "badObjects" property specifies the Distinguished Names of these objects.

· NEW_OBJECT_CLASS_UNKNOWN (related type: VALIDATION_ERROR, 400 Bad Request): The object class of one or more objects to be created is unknown to the MnS Producer. The "badObjects" property specifies the Distinguished Names of these objects.

· NEW_OBJECT_REPRESENTATION_INVALID (related type: VALIDATION_ERROR, 400 Bad Request): The representation of the object to be created does not comply to its class definition. The "badObjects" property specifies the Distinguished Names of these objects.

· NEW_OBJECT_CONTAINMENT_INVALID (related type: VALIDATION_ERROR, 400 Bad Request): One or more objects cannot be created under the specified parent as requested, because this containment is not allowed. The "badObjects" property specifies the Distinguished Names of these objects.

· NEW_OBJECT_ID_EXISTS (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): One or more objects to be created or moved have an "id" that exists already under the specified parent. The "badObjects" property specifies the Distinguished Names of these objects.

· NEW_OBJECT_ATTRIBUTE_VALUE_MISSING (related type: VALIDATION_ERROR, 400 Bad Request): One or more objects cannot be created as requested, because one or more attribute or attribute field values, that shall be provided in the creation request, are not provided. The "badObjects" property specifies the Distinguished Names of these objects.
· OBJECT_CARDINALITY_INVALID (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): One or more objects cannot be added or removed as requested, because this would result in violating the cardinality constraints. The "badObjects" property specifies the Distinguished Names of these objects.

· OBJECT_NOT_A_LEAF (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): One or more objects to be removed are no leaf objects. The "badObjects" property specifies the Distinguished Names of these objects.

· NEW_OBJECT_PARENT_NOT_FOUND (related type: REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The parents of one or more objects to be created do not exist. The "badObjects" property specifies the Distinguished Names of the on-existent parent objects.

· OBJECT_NOT_FOUND (related type: IE_NOT_FOUND, 400 Bad Request): One or more objects to be removed do not exist. The "badObjects" property specifies the Distinguished Names of these objects.

The list of error reasons is not exhaustive. Other values may be defined and used as well.

Editor's note: When other values for "reason" are used they should follow a certain pattern (capital letters only, short, …). This aspect should be clarified here or by referencing to some general rules for string enums somewhere else.
X.4.4.3
Examples
3GPP JSON Patch example:

Assume the following patch is applied to an object tree, that has one "SubNetwork" instance only. The first operation requests to create a "ManagedElement". This operation is successful. The second operation requests to create a "HuhuFunction" object under the new object. The "HuhuFunction" is not known to the MnS Producer. The operation fails. The third operation fails as well, since it requests to create a new object under an object, that does not exist.

	PATCH /SubNetwork=SN1 HTTP/1.1

Host: example.org

Content-Type: application/3gpp-json-patch+json

[

  {

    "op": "add",

    "path": "/ManagedElement=ME1",

    "value": {

      "id": "ME3",

      "objectClass": "ManagedElement",

      "attributes": {

        "userLabel": " Berlin NW 3",

        "vendorName": "Company XY",

        "location": "Spandau"

      }

    }

  },

  {

    "op": "add",

    "path": "/ManagedElement=ME1/HuhuFunction=HUHUF1",

    "value": {

      "id": "XYZF1",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "xyz",

        "attrB": 771

      }

    }

  },

  {

    "op": "add",

    "path": "/ManagedElement=ME3/XyzFunction=XYZF1",

    "value": {

      "id": "XYZF2",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "abc",

        "attrB": 772

      }

    }

  }

]


	HTTP/1.1 207 Multi-Status

Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {

    "op": "add",

    "path": "/ManagedElement=ME1/HuhuFunction=HUHUF1",

    "value": {

      "id": "XYZF1",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "xyz",

        "attrB": 771

      }

    },

    "status": 400,

    "type": "VALIDATION_ERROR",

    "reason": "NEW_OBJECT_CLASS_NAME_INVALID",

    "title": "The class of the new object to be created is not known."

  },

  {

    "op": "add",

    "path": "/ManagedElement=ME3/XyzFunction=XYZF1",

    "value": {

      "id": "XYZF2",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "abc",

        "attrB": 772

      }

    },

    "status": 422,

    "type": "REQUEST_OBJECTS_MISMATCH",

    "reason": "NEW_OBJECT_PARENT_NOT_FOUND",

    "title": "The parent object of the new object to be created does not exist."

  }

]


3GPP JSON Merge Patch example:

Assume the "ManagedElement" with the identifier "ME3" does not exist. Then the following message requests to create two new objects under a non-existent object. This request cannot be satisfied.

	PATCH /SubNetwork=SN1 HTTP/1.1

Host: example.org

Content-Type: application/3gpp-merge-patch+json

{

  "id": "SN1",

  "ManagedElement": [

    {

      "id": "ME3",

      "XyzFunction": [

        {

          "id": "XYZF1",

          "objectClass": "XyzFunction",

          "attributes": {

            "attrA": "xyz",

            "attrB": 771

          }

        },

        {

          "id": "XYZF2",

          "objectClass": "XyzFunction",

          "attributes": {

            "attrA": "abc",

            "attrB": 772

          }

        }

      ]

    }

  ]

}


The error message may look like:
	HTTP/1.1 422 Unprocessable Content
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {

    "type": "REQUEST_OBJECTS_MISMATCH",

    "reason": "NEW_OBJECT_PARENT_NOT_FOUND",

    "title": "The object, below which new objects are requested to be created, does not exist.",

    "badObjects": [DC=example.org,Subnetwork=SN1,ManagedElement=ME3"]

  }

]
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	End of modifications
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