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1
Decision/action requested

This contribution is proposed to be approved.
2
References
-
3
Rationale

Additional requirements for security are necessary.
4
Detailed proposal

It is proposed to apply the following changes as below in TR 28.829 v1.0.0.
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6.4.3
Potential Requirements
PR 6.4.3-1. The 3GPP management system shall according to mobile network operator policy expose interfaces to third parties that provide the ability to:

a) enumerate alarms;
b) create alarms;
c) remove alarms;
d) configure alarms.

NOTE: 
The intention of this requirement is to enable DSOs to manage the set of alarms that the MNO will expose. That is, the DSO can create, configure, remove and enumerate the alarms that they request that the MNO expose to the DSO.
PR 6.4.3-2. The 3GPP management system shall according to mobile network operator policy expose interfaces to third parties that provide a mechanism for the mobile network operator to send alarms to the third party.

PR 6.4.3-3. The 3GPP management system shall support the following alarms and associated configuration:

a) 
Maximum throughput threshold crossed  (where the trigger characteristic corresponds to measurement of [an average for the third party's network traffic]);

b) 
Maximum packet loss threshold crossed (where the trigger characteristic corresponds to measurement of [an average for the third party's network traffic]);

c) 
Cell outage (where the trigger characteristic corresponds to measurement of [where communication service is not possible at all on the third party]).

PR 6.4.3-4. Authentication of the consumer (3rd party) by the producer (3GPP management system) shall be possible,

PR 6.4.3-5. Authentication of the producer (3GPP management system) by the consumer (3rd party) shall be possible. 

PR 6.4.3-6. Authorization of the consumer (3rd party) by the producer (3GPP management system) shall be possible,

PR 6.4.3-7. Communication between the consumer (3rd party) and the producer (3GPP management system) shall be confidentially protected.

PR 6.4.3-8. Communication between the consumer (3rd party) and the producer (3GPP management system) shall be integrity protected.

6.5
Business use case: MNO exposes Network Performance Monitoring
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