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	First change


[bookmark: _Toc51919029][bookmark: _Toc75164409][bookmark: _Toc63348431][bookmark: _Toc63426207]4.9.x.1.4	 Roles to policies and criteria association
Role-based access control offers an abstraction layer by defining roles as set of fine grained access rights to resources (managed objects) and corresponding operations.
In its simplest form such rules might be defined statically called as policies. Statically defined roles need to be adapted in case the managed system accommodates new objects created dynamically, e.g. due to a network expansion. The new objects are filtered as part of a criteria.
By augmenting roles with policies and criteria, the roles are able to associate to static and dynamically created objects. 
On the other hand if combinations of resources and operations referred to as policies, were directly associated to roles, then it would be cumbersome for any change for an administrator in case of duplication or small changes to a role.
Hence the role contains the overall distribution of resources and operations it can work on by resolving the criteria and policies.

4.9.x.1.4.1 	Criteria creation 
Filters that should be created in order to group managed entities according to a particular condition and are resolved dynamically at runtime
	- The condition works on instances of the managed entities.	- e.g: Set of radio NEs in the south region
	- Criteria will be resolved by the management function based on the conditions
	- Criteria should be resolved before storing it in the authorisation server
The below sequence shows the criteria being created by an operator to identify dynamic instances of a managed objects according to a condition.
[image: ]
Figure 4.9.x.1.4.1 - 1 - Sequence diagram of criteria

4.9.x.1.4.2 	Roles to policies and criteria 
Policies and criteria should be associated to roles. The below sequence shows the operator who could be an administrator carrying out the same.
 [image: ]
Figure 4.9.x.1.4.1 - 2 - Sequence diagram of associating policies and criteria to roles

	End First change



	Second change


4.9.x.2    Requirements	
· UC-MSAC-0x - 3GPPP management system shall support role based access control for the resources represented by the MnS component A, B and C.
· UC-MSAC-0x.03 - 3GPP management system shall support roles which are combination of policies and criteria

	End of second change



image1.png
Op(f'llof

h 1 Filers that should be created in order to roup Managed Entities ac~0.ding to a particular condition

Matw





image2.png
Operator

| 1 Association of policies and criteria _!
1 Association of policies and criteria

Operator

Roles I

Roles I




