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[bookmark: _Toc51919029][bookmark: _Toc75164409][bookmark: _Toc63348431][bookmark: _Toc63426207][bookmark: _Hlk126910451] 
4.9.x.1.2	Authentication and authorization
· To carry out authentication and authorization based on role-based access the following tasks needs to be in place.
1. Pre-deployment task – This relates to the identification of the resources represented by the MnS component B and C and it associated operations represented by MnS component A. this is typically done by a developer during the design phase
2. Post deployment task – this relates to the set of administrative tasks which are requires to enable role-based access control typically caried out by a security administrator. This is done once the system is up and running and access control needs to be administered.
Post the above tasks we have the possibility to have role-based access in operation. This relates to the phase where the management system and its managed entities are operational and every service call invocation is being authentication and authorized.
· The tasks are defined in detail:
·  - 	Pre-deployment tasks
· The need is to design and develop 
· The granularity level at which the management objects need to be authorized
· The operations that need to be permitted on these granular level objects
· -      Administrative tasks post deployment 
· The need is to get the authentication and authorization in operation by understanding the administrative related tasks below
· Creation of identities related to users
· Creation of roles related to the static managed objects and dynamically created managed object instances
· Creation of policies related to the rules associating the resources and operations
· Creation of criteria related to the conditions to filter dynamically created managed object instances
· Associations
· Identity to roles 
· Role to policy and criteria
		
		4.9.x.1.2.1 	Pre-deployment related tasks 
		Below figure shows the set of steps for the developer to carry out inorder to enable access control on the resources. Pre-deployment related tasks are usually carried out by the developers of the management system. Hence during the design phase, the authorisation levels have to be decided in terms of the operations and applicability on the respective resource.
[image: ]
Figure 4.9.x.1.2.1-1 – Pre-deployment related tasks


		4.9.x.1.2.2		Administrative tasks								
	The below figure shows the administrator related tasks to get the authentication and authorization for the various resources management operations.
									[image: ]
Figure 4.9.x.1.2.2-1 - Operator tasks

		4.9.x.1.2.3 	Authentication and Authorization interaction
The below figure shows the possible components required to realize the authentication and authorization once they are populated post the administrative tasks. The identity of the operation is first authenticated. Post this we have the authorization for the respective operation on the needed resource.
The setup would typically contain an authentication and authorization server. The authorization server would be populated with the required entries once the administrative tasks are completed. Below figure gives and idea of the information that needs to be populated in the authorization server.
					[image: ]
Figure 4.9.x.1.2.3-1 - role based access control based authentication and authorization components
As shown in the figure above the building blocks that enable the authentication and authorization are the identity, roles, criteria, policy, resources and operations responsible for the development and administrative tasks explained above.
When an MnS is invoked, the MnS consumer authenticates towards an authentication server. This is then followed by checking the access rights with respect to the role-based access. This takes place in the authentication server which is invoked from the MnS producer to check if its resources can be accessed with respect to the related operation.
	[bookmark: _Hlk126910539]End First change



	Second change



			4.9.x.2    Requirements
[bookmark: _Hlk126910815][bookmark: _Hlk126910471]UC-MSAC-0x - 3GPPP management system shall support role-based access control for the resources represented by the MnS component A, B and C.
· UC-MSAC-0x.01- 3GPP management system shall support authentication and authorisation for management services.


	End of second change
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