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1	Decision/action requested
The group is asked to discuss and approve the proposals.
2	References
None
3	Rationale
[bookmark: _Toc524946561]Business requirements from consumer and operator on exposure are defining abstract functional blocks in the architecture. These functional blocks need to be considered by the proposed mechanisms and any further recommendations. Further, these abstract functional blocks are defining the scope of standardization activities. 
4	Detailed proposal

	[bookmark: _Hlk118453795]First modification



4.0	Background
Exposure of management services shall allow a consumer to access management services of the mobile network.
In case of management exposure the consumer potentially is not (and shall not be urged to be) familiar neither with the details of the management system nor with the details of the managed network. Instead, the consumer might have a view on the network from the perspective of e.g. the applications intended to run. The consumer of exposure might be located external to the trust domain of the OAM system of the mobile network operator.
[bookmark: _Toc110529167]4.0.1	Expectations on management exposure
The above properties of MnS consumers in case of exposure lead to certain aspects where the MnS consumer might require management services or management data to differ from the management services and data of the mobile network operator, i.e. the consumer may require:
1. Different format of the management data.
2. Different mechanism to transfer management data or to invoke operations
3. Subset of the management data, i.e. the consumer expects and requests the same information model, but does not require all objects or attributes of the information model.
4. Different model of the management data, i.e. the consumer requests data that models different entities, a different containment tree, or a different level of aggregation than the data present in the management system.
The mobile network operator might require:
5. Access control to the exposed management service
6. Logging of access 
7. Auditing of access
8. Charging of access
The study analyses these aspects from technical and economical point of view and proposes technical solutions that might lead to further normative work.
4.0.1.1	Different format of management data / services
Since the management exposure is discussed in context of the 3GPP management system, the format of the management services and management data is given by the solution sets as standardized by 3GPP SA5. It is acknowledged that certain consumers might require different formats and different representations of the data, but the definition of such consumer-specific format conversion is out of scope of normative work in 3GPP SA5.
4.0.1.2	Different mechanisms to transfer management data or to invoke operations
Since the management exposure is discussed in context of the 3GPP management system, the mechanisms to transfer management data, to invoke management services, and the operations are given by the solution sets as standardized by 3GPP SA5. It is acknowledged that certain consumers might require different mechanisms, but the definitions of such consumer-specific mechanisms is out of scope of normative work in 3GPP SA5.
4.0.1.3	Subset of management data or to invoke operations: Filter
Already today many management services as specified by 3GPP SA5 are offering “scoping and filtering”. Since in case of exposure the consumer might not be aware (shall not be aware) of all the details of the network and the management system, the consumer might not be able to define proper filters. Therefore the management exposure might expose pre-defined subsets of the management data to the consumer. 
The corresponding task (functional block) in the context of management exposure is called “filter”. Such filter exposes a true subset of an existing MnS to the consumer. It does not introduce new or modified information elements.
4.0.1.4	Different model of the management data: Model Transformation
The domain of the consumer might use different models and might need a view to the network with a different level of abstraction. Therefore the exposure of management services might require to expose the management services of the network by using a different information model. Examples:
· A consumer might not be interested in performance counters of individual cells but on aggregated values.
· A consumer might not be interested in the CM attributes of individual cells and the core network, but on the end-2-end performance of a service. In this case the management exposure might translate between the (very) abstract model of the “intent” and the (very) detailed network model of the mobile network operator.
The corresponding task (functional block) in the context of management exposure is called “model transformation”. Such transformation exposes a different model than offered by the existing MnS. It might introduce new or modified information elements, a different containment tree, or the like.
4.0.1.5	Access Control
Since in case of management exposure the MnS consumer might reside outside the trust domain of the OAM network, owner of the management system requires to control the access to management services.
Access control might be performed at several levels of granularity. The access might be controlled for a MnS as a whole, or the access control might be combined with a filter (above) in order to control the access for individual information elements of an existing MnS.
The corresponding tasks (functional blocks) in the context of management exposure are called “access control” and “granular access control”.
4.0.1.6	Logging, auditing, and charging
Since the exposure of management services might be offered by the mobile network operator as part of a product, the mobile network operator has certain requirements to ensure the service, to protect the service, and to benefit from offering the service. Therefore management exposure might include the corresponding tasks (functional blocks) “logging”, “auditing”, and “charging”.
These functions are not properties of the to be exposed management service as such (i.e. the interface) but are additional interfaces which the management functions need to expose; they represent “management of management functions”. In principle these are not specific to management exposure. Such interfaces to manage the corresponding management function might apply to any of the functional blocks described above, therefore logging, auditing, and charging are not explicitly shown in chapter 4.0.2 on combining functional blocks.

[bookmark: _Toc110529168]4.0.2	Combining functional blocks
The above defined functional blocks derived from the different expectations might be represented by management functions, that can be combined in many different ways. Although certain combination might yield the same technical result, the responsibilities for the individual functional blocks might differ. As shown in Figure 4.0.2-1 Filtering might be performed in the domain of the mobile network operator (a), e.g. as part of the management exposure, or in the domain of the tenant / consumer (b). In both cases the final result is the same, but responsibilities as well as the amount of exposed information differ.
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[bookmark: _Ref110423210]Figure 4.0.2-1 Functional blocks required for management exposure might be deployed at different position in the processing chain. This results in different responsibilities. In (a) the operator is responsible to define the filtering, while in (b) it is the responsibility of the tenant.
In case filtering, model transformations, format changes, or even changes of the transport protocol are introduced “above” the management espouse as defined by 3GPP SA5, such functional blocks are out of scope of any standardization by 3GPP.

Functional blocks might be implemented as individual management functions (“mediation devices”), each with standardized interfaces, i.e. MnS consumer at its south interface and MnS producer at the north, while the internal business logic is left to the vendor ( Figure 4.0.2-2 (a) ). The functional blocks also might be deployed as internal business logic of one management function ( Figure 4.0.2-2 (b) ), where all interfaces between the blocks are internal interfaces -not subject to standardization. At the north the one management function exposes one standardized MnS producer A’.
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[bookmark: _Ref110436390]Figure 4.0.2-2 Functional blocks of management exposure might be represented by individual management functions with individual interfaces in between, where the “top most” management function exposes the required MnS A’ (a). As alternative, all required blocks might be part of one management function (b). In this case only the “top most” interface A’ is visible, while the other interfaces belong to the vendor-specific implementation.

4.0.2.1	Basic scenario: Exposure of an existing MnS
The basic scenario is to expose an existing management service by applying access control to the MnS as a whole, without any filtering or model transformation as shown in Figure 4.0.2.1-1. The consumer is allowed to access either everything of the existing MnS or nothing.
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[bookmark: _Ref110424514]Figure 4.0.2.1-1	Exposing an existing MnS without any filtering or model transformation.

This scenario requires to standardize the access control and the interplay between access control and a MnS.

4.0.2.2	Filtering an existing MnS before exposure
In case the consumer does not need all information elements of an existing MnS A or in case the operator does not want to expose all information elements, the management exposure might employ a filter to hide information from the consumer and to expose a subset only (MnS A’).
Such filter might be a dedicated filter that exposes the “flavour” MnS A’, that then is protected by access control (Figure 4.0.2.2-1 (a)). In this case the consumer is able to access either everything of MnS A’ or nothing. In case several consumers require different “flavours” (e.g. A’, A’’, etc), the operator has to define dedicated filters.
Optionally, the access control might grant access to individual information elements, such that granular access control is acting as combination of access control and filter Figure 4.0.2.2-1 (b). In such case the access rights for each consumer are defining which parts of the MnS the consumer is able to access.
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[bookmark: _Ref110435586]Figure 4.0.2.2-1	Management exposure might employ a filter to expose a true subset A’ of an existing MnS A. Filtering can be implemented by a dedicated filter that offers a MnS A’ to be exposed via the access control (a). As an alternative, filtering can be implemented by a granular access control that grants access to individual information elements from the existing MnS A (b). 

From exposure point of view, the case of a standalone filter Figure 4.0.2.2-1 (a) is similar as the basic scenario with the only difference to expose the pre-defined MnS A’ instead of MnS A. It is the responsibility of the operator to implement the mediation device to expose A’ by one of the alternatives given by Figure 4.0.2-2. Such implementation is not in scope of standardization.
The combination of access control and filter to yield a granular access control as shown in Figure 4.0.2.2-1 (b) requires to standardize the access control and the interplay between access control, MnS, and the individual information elements offered by the to be exposed MnS.

4.0.2.3	Model transformation before exposure
In case the consumer requires a different model to be exposed than offered by the existing MnS, the operator needs to define a model transformation (Figure 4.0.2.3-1). 3GPP SA5 is offering various network resource models with standardized objects, attributes, and associations. Any tenant-specific model as well as any implementation of the corresponding tenant-specific translation are not in scope of standardization. Therefore, from exposure point of view the translated MnS B is handled in the same way as any other MnS, such that from exposure point of view it represents the basic scenario as described in 4.0.2.1.
Additionally (and if a filter is not part of the model transformation already), the operator might employ a filtering to expose a subset (B’) of the translated model, either as dedicated filter Figure 4.0.2.3-1 (b) or embedded into access control Figure 4.0.2.3-1 (c). As described in 4.0.2.2, the implementation of the filter is in the responsibility of the operator / vendor, such that case (b) shown in Figure 4.0.2.3-1 from exposure point of view represents the basic scenario as described in 4.0.2.1, while case (c) requires to standardize the interplay between access control, a MnS, and the individual information elements of the MnS as described in 4.0.2.2.
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[bookmark: _Ref110524998]Figure 4.0.2.3-1	An existing MnS A might be translated into MnS B. The resulting MnS B might be exposed according to the basic exposure (a) (cf. 4.0.2.1), by adding a pre-defined filter (b), or by using a granular access control including a filter (c) (cf. 4.0.2.2). 
[bookmark: _Toc110529169]4.0.3		Conclusion of the decomposition of exposure into functional blocks
The expectations of tenants and of the operator can be used to decompose the overall management exposure into specific functional blocks (Filter, Model Translation, and Access Control). Although these blocks can be arranged in many different ways, form standardization point of view all of these possibilities can be expressed by two scenarios.
Basic exposure introduces an access control to a MnS in order to allow the tenant either to access the MnS as a whole or not at all.
Granular access control introduces an access control that allows a tenant to access specific parts of a MnS, e.g. to specific objects or attributes. The operator might grant different rights to different tenants.
The definition of management functions that perform filters, model translation, format transformation, or that change the transport mechanisms are out of scope of standardization.


	End of modifications
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