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	[bookmark: _Hlk83927817]Start of 1st modification



[bookmark: _Toc532836846][bookmark: _Toc27559678][bookmark: _Toc36039423][bookmark: _Toc90547052]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[3]	3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name convention for Managed Objects".
[4]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[5]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[6]	IETF RFC 7159: " The JavaScript Object Notation (JSON) Data Interchange Format".
[7]	draft-wright-json-schema-01 (October 2017): "JSON Schema: A Media Type for Describing JSON Documents".
	Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[8]	draft-wright-json-schema-validation-01 (October 2017: "JSON Schema Validation: A Vocabulary for Structural Validation of JSON".
	Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[9]	draft-wright-json-schema-hyperschema-01 (October 2017): "JSON Hyper-Schema: A Vocabulary for Hypermedia Annotation of JSON.
	Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[10]	OpenAPI Specification (https://github.com/OAI/OpenAPI-Specification)
[11]	IETF RFC 5789: "PATCH Method for HTTP".
[12]	IETF RFC 7396: "JSON Merge Patch".
[13]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[14]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[15]	XML Path Language (XPath) Version 1.0, W3C Recommendation 16 November 1999 (https://www.w3.org/TR/xpath-10/)
[16]	3GPP TR 32.160: "Management and orchestration; Management service template".
[x]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[y]	OpenID: OpenID connect protocol:
	https://openid.net/specs/openid-connect-core-1_0.html
[z]	IETF RFC 7519: "JSON Web Token (JWT)".


	Start of 2nd modification


[bookmark: _Toc20494668][bookmark: _Toc26975736][bookmark: _Toc35856616][bookmark: _Toc44001502][bookmark: _Toc51581103][bookmark: _Toc52356366][bookmark: _Toc55227936][bookmark: _Toc74329191]Annex X (Normative): Authentication and Authorization:
[bookmark: _Toc27559734][bookmark: _Toc36039479][bookmark: _Toc90547111]X.1 Operations Mapping
The IS operations are mapped to SS equivalents according to table X.1-1.
Table X.1-1: Implement access control services in OpenAPI SS
	Access control service
	HTTP Method
	Resource URI
	S

	authentication
	GET
	/oauth2/authorize
	M

	authorization
	POST
	/oauth2/token
	M



X.2	Authentication
Map NRM to OpenAPI parameters according to table X.2-1 and table X.2-2.
Table X.2-1: Mapping NRM to OpenAPI input parameters (HTTP GET)
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	query
	consumer_id
	Identity4AC.identifier
	M
	A unique identifier of a MnS consumer. 
For machine MnS consumer, it could be DN, FQDN, etc. It is included in authentication request.
For human MnS consumer, it could be user name, email address, phone number, etc. It is included in both of authentication request from the client (acting on behalf of human MnS consumer) to authentication service producer and login request from user agent to authentication service producer.


	query
	credential_type
	Identity4AC.credentialType
	CM
	Different credential types will be used according to authentication policy of the MnS consumer, e.g. it could be secret (e.g. password) or certificate based assertion (e.g. jwt-bear, see RFC 7519 [z])
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

	query
	credential
	Identity4AC.credential
	CM
	It is secret or certificate based assertion.
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

	query
	client_id
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is an unique id, e.g. DN, FQDN, assigned to the client.

	query
	redirect_uri
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

	query
	response_type
	NA
	CM
	It is oauth2 (see RFC 6749 [x])  and OpenID connect (see [y]) specific parameter.
It presents and its value is "code" in the authentication request from the client (acting on behalf of human MnS consumer) to authentication service producer for human MnS consumer authentication. It is empty in the authentication request from authorization service producer (acting on behalf of machine MnS consumer) to authentication service producer for machine MnS consumer authentication

	
	
	
	
	



Table X.2-2: Mapping NRM to OpenAPI output parameters (HTTP GET))
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	response status codes/body
	status
	NA
	M
	It is response status code, and optional error description in response body for error response.

	response body
	consumer_id
	Identity4AC.identifier
	M
	same to identifier in the request

	response body
	session_id
	Identity4AC.authSession.sessionId
	O
	It could be used to uniquely identify a successful authentication for a MnS consumer in different entities included in authentication workflow.

	response body
	code
	Identity4AC.authSession.assertion
	CM
	It is oauth2 (see RFC 6749 [x]) and OpenID connect (see [y]) specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer. It's only applicable to human management service consumer.



X.3	Authorization
Map NRM to OpenAPI parameters according to table X.3-1 and table X.3-2.
Table X.3-1: Mapping NRM to OpenAPI input parameters (HTTP POST)
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	query
	grant_type
	NA
	M
	It is oauth2 specific parameter used to designate how to authenticate a client. It's set to "authorization_code" for authorization of human management service consumer, and "client_credentials " for authorization of machine management service consumer


	query
	code
	Identity4AC.authSession.assertion
	CM
	It is oauth2 (see RFC 6749 [x]) and OpenID connect (see [y]) specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer. It's only applicable to human management service consumer.

	query
	client_id
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is unique id, e.g. DN, FQDN, assigned to the client.

	query
	redirect_uri
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of associated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

	query
	scope
	AccessRight
	O
	The scope of access request



Table X.3-2: Mapping NRM to OpenAPI output parameters (HTTP POST)
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	response status codes/body
	status
	NA
	M
	It is response status code, and optional error description in response body for error response.

	response body
	access_token
	Identity4AC.authSession.accessToken
	CM
	It is the access token issued by the authorization server

	
	
	
	
	



Then access_token will be put into http "authorization" header when access management services with access control. e.g. Authorization: Basic SlAV32hkKG
Annex Y (informative) : Informative example for authentication and authorization
[bookmark: _Toc27559748][bookmark: _Toc36039493][bookmark: _Toc90547125]Y.1	Informative example: human MnS consumer authentication and authorization :
Authentication request from clien on behalf of human MnS consumer to authentication service producer:
  GET /oauth2/authorize?
consumer_id=consumer1@example.com
    &client_id=client.example.com
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac
    &response_type=code
  Host: authenticationserver.example.com

Login request from user agent to authentication service producer:
  GET /oauth2/authorize?
consumer_id=consumer1@example.com
&credential_type=secret
&credential=SHJKUJUYKKLH
  Host: authenticationserver.example.com

Authentication response:
  HTTP/2 302 Found
  Location: https://client.example.org/ac?
consumer_id=consumer1@example.com
&code=SplxlOBeZQQYbYS6WxSbIA


Authorization request with granted code
POST /oauth2/token?
grant_type=authorization_code
&code=SplxlOBeZQQYbYS6WxSbIA
    &client_id=client.example.com
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac
Host: authorizationserver.example.com


Authorization response
  HTTP/1.1 200 OK
  Content-Type: application/json
  Cache-Control: no-store
  Pragma: no-cache

  {
   "access_token": "SlAV32hkKG",
   "token_type": "Bearer",
   "context": "expire in 60m"
  }

Y.2 Informative example: machine MnS consumer authentication and authorization:
Authentication and authorization request:
  POST /oauth2/token?
grant_type=client_credentials
&consumer_id=consumer1.example.com
&credential_type=jwt
&credential=eyJhbGciOiJSUzI1NiIsIng1dCI6Imd4OHRHeXN5amNScUtq
  Host: authorizationserver.example.com

Authentication and authorization response:
   HTTP/1.1 200 OK
  Content-Type: application/json
  Cache-Control: no-store
  Pragma: no-cache

  {
   "access_token": "SlAV32hkKG",
   "token_type": "Bearer",
   "context": "expire in 60m"
  }



	End of modification
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