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	Start of 1st modification



[bookmark: _Toc19796735][bookmark: _Toc27046867][bookmark: _Toc35858085][bookmark: _Toc82184192]4.x	Access control capability
[bookmark: _Toc19796727][bookmark: _Toc27046858][bookmark: _Toc35858076][bookmark: _Toc82184183]4.x.1	Authentication service
Authentication service producer provides identity management capabilities. Identity management of MnS consumers and producers includes creating, reading, updating and deleting identities.
Authentication service producer provides authentication policy management capabilities. Authentication policy management of MnS consumers and producers includes creating, reading, updating and deleting authentication policies.
Authentication service producer provides capabilities for authentication of MnS consumer. Optionally, authentication service producer issues an assertion to the MnS consumer after successfully authenticated the MnS consumer.
NOTE 1: 	Certificate issued by trusted CA is used by MnS consumer to authenticate the authentication service producer. E.g. a MnS consumer access the authentication servicer through Transport Layer Security (TLS), then the MnS consumer could authenticate the producer through validating the signature signed with certificate of the producer issued by the trusted CA.
MnS producer may validate the assertion issued by trusted authentication service producer to authenticate a MnS consumer.
NOTE 2: 	Certificate issued by trusted CA is used by MnS consumer to authenticate a MnS producer. E.g. a MnS consumer access the MnS through TLS, then the MnS consumer could authenticate the MnS producer through validating the signature signed with certificate of the producer issued by the trusted CA.
Authentication Service producer can be deployed at different levels, for example, at a domain level (e.g. in RAN, CN, domain) and/or in a centralized manner (e.g. at a PLMN level). The Centralized Authentication Service producer can be named as Cross Domain Authentication Service producer.
NOTE 3: 	If the MnS consumer and the MnS producer to be accessed are inside the same domain, Authentication Service producer is deployed at domain level to support authenticating the MnS consumer. If the MnS consumer and the MnS producer to be accessed are in the different domain, Authentication Service producer is deployed in a centralized manner to support authenticating the MnS consumer. 




Figure 4.x.1: Authentication capability on service based architecture

4.x.2	Authorization service

Authorization service producer provides capabilities to manage access permissions on MnSs for a MnS consumer or a group of MnS consumers, including permissions to create, read, update and delete managed objects.
Authorization service producer provides capabilities to grant permissions to a MnS consumer. Optionally, authorization service producer sends a token to the MnS consumer based on permissions assigned to the MnS consumer in the specific context.
NOTE 1: 	A token may include a list of permissions with conditions and a digital signature signed by the authorization service producer.
Optionally, authorization service producer provides capabilities to validate the token presented by a MnS consumer to a MnS producer.
NOTE 2: 	Authorization enforcement is performed by the MnS producer based on permissions in the token included in the service request, or the MnS producer may check the permissions of a MnS consumer via authorization decision service provided by authorization service producer.
Authorization Service producer can be deployed at different levels, for example, at a domain level (e.g. in RAN, CN, domain) and/or in a centralized manner (e.g. at a PLMN level). The Centralized Authorization Service producer can be named as Cross Domain Authorization Service producer.
NOTE 3: 	Authorization Service producer is deployed at domain level to support access control between MnS consumer and producer inside the same domain. Authorization Service producer is deployed in a centralized manner to especially to support access control between MnS consumer and producer from different domains. 




Figure 4.x.2 Authorization capability on service based architecture

	End of modification
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