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Decision/action requested

Approval is requested
This document provides comments on S5-213417 in the form of a revised document. Revision proposals are visible as revision marks with a color different than the one used for S5-213417.
4
Detailed proposal

4
FComarision of subscriptions and notifications defined by YANG-Push and 3GPP
4.1
Overview
This clause describes the functionality provided by YANG-Push comparing it to the notification functionality provided in 3GPP TS 28.532, TS 28.622 and TS 28.623.
The main specifications for  IETF YANG-Push (as used in this study) are RFCs 8639[3] and 8641[2].
RFC 8639 “Subscribed Notifications” provides functionality to subscribe to, create and transfer notifications defined in YANG data models. Notifications can cover areas including alarms, restarts, security events, file-based events, changes to the supported data models, changes to configuration or state data. etc.
RFC 8641 “YANG-Push” provides functionality to subscribe to, create and transfer notifications about changes to a configuration and/or state datastore whose content schema is defined in YANG. It is based on RFC 8639.
In current 3GPP specifications similar functionality is available as described in 
· TS 28.532[4] clause 11 especially clauses 
· 11.1.1.7 to 11.1.1.11 Generic provisioning management service, notifications
· 11.2 Generic fault supervision management service
· 11.3 Generic performance assurance management service, notifications
· 11.4 Heartbeat
· 11.6  File data reporting service
· TS 28.622[5] clause 4 especially clauses 
· 4.3.21 HeartbeatControl
· 4,3,22 NtfSubscriptionControl
In clause 4 all 3GPP functionality is considered based on documents approved by the SA#91 meeting. For YANG Push RFCs that are available as of 2021-05-14 are considered.
There are differences in the functionality between IETF and current 3GPP specification as described below. 
The following sections attempt to give a detailed list of Yang-Push features and list comparable 3GPP functionality. Sections beyond this section 4 will describe and propose which of the YANG-Push features could or should be useful for 3GPP management and which are not relevant. 
The functions for subscribing to notifications on one side and notification format and notification transfer on the other side are strictly separated. The raeson for that is that these aspects are technically not linked.

4.2
Subscription mechanism - Comparison























4.2.b
 Selection of subscription scope
A subscription needs to allow the MnS consumer to specify the objects for which he wants to receive notifications reporting events that occurred in these objects. This is called scope of a subscription. Two cases need to be distinguished:
4.2.b.1
CM notifications:
YANG-Push: Reference: RFC 8641[2] section-3.6. There are two defined filtering methods based on subtree and Xpath filtering. Subtree is a simple equality and presence based filtering defined in RFC6241 while Xpath is more powerful mechanism defind by W3C. There are defined error codes in case the implementation does not support the full Xpath standard allowing for partial implementation. Filtering allows subscription to multiple separate subtrees in a single subscription.
3GPP: The subscription object has a "scope" attribute and base object, that allows to select objects whose changes shall be reported. In a second step, the "notificationFilter", that works on the actual notiofication filter, can further reduce the subset by filtering on the "objectClass" and "objectInstance" parameters of the notification header.
The filter grammar for "noificationFilter" is SS specific. In the RESTful HTTP based solution set, Xpath is used as filter grammar. In NETCONF/YANG it seems the issue is unintentionally left open in Rel-16.
Comparison: Similar functionality is available

4.2.b.1
Other notifications:

YANG-Push: No dedicated object selection method. It is possible to filter the notifications, though.
3GPP: Same mechanism as for CM notifications.
Comparison: No possibility to scope objects in YANG-Push, in 3GPP same nechanism as for CM notifications
4.2.b
Filtering notifications
Only notifications that pass the filter are forwarded.
YANG-Push: Notifications can be filtered using Xpath.
3GPP: Notifications can be filtered using Xpath.
Comparison: Identical functionality.

4.2.b1
Base objects for notifications

YANG-Push: Always the complete data store (base object is always the datastore root). Object selection with selection filter.

3GPP: Subscription objects can be contained under "SubNetwork" and "ManagedElement" allowing to target subscriptions to individual NFs without the need for scoping or filtering.
Comparison: In YANG-Push all objects are always scoped without selection filter. 3GPP allows to scope subtrees also without scoping of filtering.
4.2.c
Dampening Period  - Overload Control
YANG-Push: Reference: RFC 8641[2] section-3.1. Subscriptions have a "dampening-period" parameter that allows to instruct the MnS producer to send notificatons not immediately, but to collect notifications during the dampening period and bundle them into one notification, that is sent at the end of the dampening period. This approach works only for CM notifications, that can be bundled.


1. 
2. 
3. 
3GPP: 3GPP implements separation of concerns. A subscription is for deciding which notifications shall be sent to which consumer. 3GPP notifications are always sent immediately. 3GPP specifies specific methods at the source of notifications to limit the number of notifications, like for example a hysteresis for threshold crossing notifications. 
Comparison: In YANG-Push the subscription can collect notifications over a certain time before sending them in a single bigger notification. In 3GPP internal notification generation is controlled with source spcific methods like hysteresis, and notifications are always sent immediately.
4.2.d
Suspend/Resume
YANG-Push: Reference: RFC 8641[2] section-3.1. A producer may temporarily suspend a subscription e.g. in case of overload. When the overload ceases the producer will resume the subscription. The receiver will be notified about the suspension.
3GPP: The 3GPP approach is to use alarm notifications to to report functional impairments due to e.g. overload. The subscription class supports alarm notifications. Note 3GPP has also a general design pattern based on operational state and administrative state. This design pattern allows to report suspension of the producer using the operational state. This design pattern is consistently applied, except for subscriptions, where it was considered unnecssary.
Comparison:  YANG-Push and 3GPP have mechenisms to deal with overload. The mechanisms are different.
4.2.e
Robustness and Reliability
Reference: RFC 8641[2] section-3.7, RFC 8641[2] section-3.11.1
A number of features are used to make the transfer of notifications reliable. While the underlying transport is deemed reliable, there are still several reasons while notifications may not reach the consumer: producer overload, receiver overload, network outage, etc. Features that facilitate the detection and handling of lost notifications include:

· sequence numbering of notifications (only for CM notifications, not for other notifications)
· indication if the producer failed to send all notifications in a full and complete form

· indication if the subscription is suspended/resumed

· resynchronization: a full set of data (not just the changes) is sent in the next notification if a disturbance e.g. overload, suspension, network outage etc. was detected
Comparison: In 3GPP no similar functionality exists.
Editor's note:

· Clause needs rework
4.2.f 
Access Control - Receiver Authorization
YANG-Push: Reference: RFC 8641[2] section-3.9. The producer performs access control on all notifications. 

For data change notifications the RFC mandates to perform access control also on the content of the data change notification. The receiving user must have read access rights to the data if it should be notified about it’s changed value; if he does not have the right to read the individual attribute, he should not be notified about it’s changed value. Usually a user may have access rights to some of the NRM data, but not to other parts.

Access control setting are the same as for normal read operations avoiding the need for creating complex access control rules twice.
3GPP: Access control methods are left (so far) to standard industry methods. It is not explicitely mentioned in 3GPP that the same access rights apply no matter which method is used to transfer information to a MnS consumer.
Comparison: In YANG-Push it is explicitely mentioned the same access rights apply no matter which method is used to transfer information to a MnS consumer. In 3GPP this is not explicitely stated.
4.2.g
Discovery of data sources and notifiable data
YANG-Push: Reference: RFC 8639[3] section-3.1. A data model is defined where a consumer can list the data-sources it can subscribe to e.g. alarms, fileready, datachange. (e.g.  Netconf streams and notifications that can be subscribed). A Data model is provided that allows the discovery of which parts of the data model (which attributes) will emit notifications upon change.
3GPP: Usual methods for MnS capability exposure apply.
Comparison:  YANG-Push uses a special method, for 3GPP normal methods apply.
4.2.h
Error Codes
YANG-Push: Reference: RFC 6241[6] appendix-A for configured subsciptions   RFC 8639[3] section-2.4.6 for dynamic subscriptions
There is a set of formal, strictly defined error-codes for cases where there is a problem with a subscription. For configured subscriptions it might need to be further specified what information to include in the < error-app-tag> and <error-info>.
3GPP: Usual error codes apply.
Comparison: No subscription/notification specific error codes specified in 3GPP, normal error codey apply.

4.2.i

Support CM notifications for any YANG model, e g IETF
It is irrelevant who defines a YANG definition (3GPP, IETF, BBF,…). For that reason, the same considerations always apply when using YANG definitions of NRMs together with the 3GPP defined notifications.


4.2.j
Configured Subscriptions 
Reference: RFC 8639[3] section-2.5
Create, modify, delete, list subscriptions using normal CRUD operations (IETF configured subscriptions)

Comparison: In 3GPP similar functionality is available.
4.2.k
Subscription by Operations
Reference: RFC 8639[3] section-2.4
Functionality: Create, modify, delete, list subscriptions using dedicated operations (IETF dynamic subscriptions)

Comparison: 3GPP follows a model driven approach and uses specific operations in some specific cases due to historical reasons. YANG-Push has besides the model driven approach also another option based on dedicated operations.
4.2.l
Modifying Subscriptions
Reference: RFC 8641[2] section-5
Modification of existing subscriptions. Any parameter set in the subscription model can be modified later. See the YANG model.
Comparison: In 3GPP similar functionality is available.










4.2.p
Immediate and Periodic Subscriptions
Reference: RFC 8641[2] section-3.1
A subscriber/consumer of YANG-Push notification can request that notifications are delivered immediately (on-change in YANG terminology) or in case of data change notifications they can be delivered periodically based on a preset interval.
Comparison: 3GPP only supports immediate delivery. 
4.2.q
Subscription State

YANG-Push: The producer maintains a subscription state. In a simplistic view, subscriptions are always active, successful and deliver all notifications. In reality, the producer may need to stop sending notifications for a variety of reasons, e.g. CPU overload, priority traffic, access control, etc. YANG-Push notifications maintain a state per subscription that represents this state. The state value can be read with usual CRUD operations. Consumers will also get a notification when the subscription state changes.
3GPP: The subscription object supports alarm notifications. Administratvie state and operational state are not supported on purpose.
Comparison: Solutions are different
4.2.r
Multiple receivers
YANG-Push: Reference: RFC 8639[3] section-2.5. It is possible to have multiple receivers for a single subscription.
3GPP: The basic design principle is that each subsciber has its own subscriptions. Consequently, each subscription has one notification recipient address only.
Comparison: In 3GPP a subscriber has its own subscription. In YANG-Push subscriptions are not personalized and can have notification recipient addresses of multiple subscribers.
4.2.s
Subscription Monitoring
YANG-Push: Reference: RFC 8639[3] section-2.8. The producer maintains per-subscription operational counters about the number of notifications sent and not-sent (due to access control and filtering).
3GPP: 3GPP has defined general methods to collect and report counters, that are applicable to the subscription class as well. No counters are defined for the subscription class. The need was not seen. The general method supports managing prorietary counters.
Comparison: YANG-Push has defined subscription specific methods to deal with subscription related counters and defined two counters. In 3GPP the general methods to collect and report counters apply. No subscription specific countrs are defined by 3GPP. The general method supports managing prorietary counters.
4.2.t
Multiple encodings
YANG-Push: Reference: RFC 8639[3] section-4 features encode-json, encode-xml. Data change notifications can be encoded both as JSON or XML.
3GPP: 3GPP attempts to reduce the numbr of options. 3GPP notifications are described by JSON schema. No other encoding is defined
Comparison:  3GPP has JSON encoding. YANG-Push has JSON encoding and XML encoding.
4.2.u
Replay
YANG-Push: Reference: RFC 8639[3] section-2.4.2.1 RFC 8639[3] section-2.5. It is possible to specify during subscription a time for which previously generated and stored notifications should be replayed/sent by the producer. The optional replay capability is dependent on the producer storage capabilities. Replay is not available for data-change notifications as resynchronization can be used for those.
3GPP: 3GPP separates the concerns of subscription and retrieving historical notifications ("replay"). The Notification Log is defined for retrieving historical notifications.
Comparison: In YANG-Push the subscription includes logging functionality, in 3GPP these concerns are separated.
4.2.v
Stop-time
YANG-Push: Reference: RFC 8639[3] section-2.5.1. It is possible to specify a time when the subscription should automatically end.
3GPP: 3GPP follws a general design approach where scheduling is the task of the MnS consumer and not of the MnS producer.
Comparison: In YANG-Push the subscription has with the stop time attribute a simple scheduling mechanism on the MnS producer, whereas 3GPP places all scheduling always on the MnS consumer.
4.2.w
Specifying Source for Notification Transport
YANG-Push: Reference: RFC 8639[3] section-2.5. It is possible to specify the source interface, IP-Address and Virtual Routing Function for outgoing notifications.
3GPP: The egess point is selected by the MnS producer.
Comparison: In YANG-Push, MnS consumer and producer can select the egress ppint. In 3GPP the producer selects the agress point.
4.2.x
Control parameters for Quality of Service of notification transfer
YANG Push: Reference: RFC 8639[3] section-2.3. The subscription class has an attribute "dscp" allowing to configure a Differentiated Services Code Point (DSCP) value that the MnS producer shall place in the IP header when notification content is present in the body. The transport system must support DSCP. This is hence no application level feature.
3GPP: The subscription class has no own attribute for configuring DSCP values. When the underlaying transport system supports DSCP, a VsDataContainer must be used for providing DSCP values to the MnS producer.

Comparison: No difference, Quality of Service for notification transfer is no application level feature (and cannot be), but dependent on the features of the underlying transport system.
4.2.x1
Priority between subscriptions on a MnS producer
YANG Push: Reference: RFC 8639[3] section-2.3. The subscription has a "weighing" attribute and a "dependency" attribute allowing to define priorities between subscriptions on a MnS producer.
3GPP: 3GPP has a service based architecture where many uncoordinated MnS consumers may create subscriptions on a single MnS consumer. 
Comparison: Depending on the assumption for MnS consumer/producer interaction priorities are specified or not.
4.2.x2
Discarding notifications for multiple MnS consumers on a MnS producer

YANG Push: Reference: RFC 8639[3] section-2.3. The subscription has a "dependency" attribute allowing to set priorities between providing guidance to a MnS producer which notifications to discard in case of overload.

3GPP: 3GPP architecture is service based. Anybody can consume a service. Service consumers are not coordinated. 
Comparison: 
4.2.y 
Excluded change types
Reference: RFC 8641[2] section-4.2
It is possible to subscribe only to specific change types (create, delete, insert, move, replace). E.g. it is possible to subscribe to create events but to exclude delete events from the subscription.
Comparison: In 3GPP it is possible to subscribe to only one or more of the notifyMOICreation, notifyMOIDeletion, notifyMOIAttributeValueChanges notifications, however in this case only changes to a single MOI can be included in a single notification., .
4.3
Notification format and transfer - Comparison

4.3.a
Notification encoding
YANG-Push: Notifications are defined with YANG. YANG can be mapped to XML schema or JSON schema. Only XML or JSON documents are transferred over the wire. The approach is not restricted to any protocol binding.
3GPP: The notification format is defined in a protocol technology agnostic manner at stage 2. A mapping to JSON schema is available in stage 3. A JSON document is transferred over the wire. The approach is not restricted to any protocol binding.
Comparison: ffs
Editor's note:

4.3.b
Notification transfer
YANG-Push: Not restricted to any protocol binding. Current proposal is to use HTTP/HTTPS in 3GPP.
3GPP: Not restricted to any protocol binding. A binding to HTTP Post / HTTPS Post is currently defined.
Comparison: No difference between YANG-Push and 3GPP.
4.3.c
Delivering multiple changes in one CM notification

Reference: RFC 8641[2] section-3.7
A single notification can carry change updates for multiple changes for multiple objects instances.

Comparison: In 3GPP similar functionality is available.

4.3.d

Considerations on CM notifications when using YANG definitions of NRMs
Reference: RFC 8641[2] section-3.5,  RFC 8641[2] section-5
RFC 8641 specifies how to map YANG models into YANG-Push notifications.  

RFC 7951 provides a mapping from YANG to JSON (YAML).

It is necessary to distinguish between notifications that report specific events and contain event specific parameters and notifications that report changes of the MIB (YANG speech: datastore). These notifications are also called CM notifications.

Specific notification defined so far in 3GPP are all alarm notifications, notifyThresholdCrossing, notifyHeartbeat, notifyFileReady and notifyFilePreparationError and notifyEvent.

Notifications reporting MIB changes defined so far in 3GPP are notifyMOICreation, notifyMOIDeletion, notifyMOIArributeValueChanges, notifyMOIChanges.

Specific notifications are fully defined using OpenAPI and have no dependency on YANG definitions.

CM notifications report changes of the the underlaying MIB described either by YANG or OpenAPI and have therefore dependeny to the used YANG or OpenAPI definitions.
Comparison:

Specific notifications have no dependency on YANG models. Therefore, there is no issue using them together with a YANG defined NRM.

CM notifications defined by OpenAPI need to be able to carry information on changes of a MIB specified by YANG. Three cases need to be distinguished:

· The MnS producer has a YANG defined NRM and the MnS receiver has a YANG defined NRM.

· The MnS producer has a YANG defined NRM and the MnS receiver has an OpenAPI defined NRM.

· The MnS producer has an OpenAPI defined NRM and the MnS receiver has a YANG defined NRM.

Editor's note:
Currently no blocking issues are seen for the case that a MnS producer uses the YANG definitions of the NRMs together with the existing notification solutions.
Details are ffs.

4.3.c
YANG definitions of none CM notifications
None CM notifications are defined at stage 2 and currently mapped to JSON schema. This clause investigates if a YANG definition of the notifications can be provided whose JSON mapping according to RFC 7951 
Editor's note:
Details are ffs.
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