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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
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Rationale

From LS reply of SA3 on study items for security on management aspect (S3-202688),  SA3 suggested documenting the underlying assumptions (i.e. trust model), especially for aspects that are involving multiple stakeholders. The suggestion is quite valid as 3GPP management system covered multiple domains owned/operated by different stakeholders. The security controls should adapt various, even dynamically changed trust relationship between MnS producers and consumers from different the stakeholders.
This pCR is to study trust relationship between MnS producer and consumer and potential capabilities of the system to apply corresponding access controls based on trust relationship.
4
Detailed proposal

	Start of 1st Change


5.x
use case – trust relationship between MnS producer and consumer
5.x.1
Description

Mutual Trust should be established between MnS consumer and producer inside a management domain or inter different management domains before they interact with each other, to ensure confidentially, integrity, availability and regulation compliance of the management systems. 
To build trust relationship between different entities (e.g. MnS consumer and producer), traditionally, there’re several trust models defined to establish trust relationship between different entities and allow one entity to obtain the levels of trust needed to form partnerships, collaborate with other organizations, share information, or receive information/services. The typical trust models were defined in NIST800-39 including validated trust, direct historical trust, mediated trust, mandated trust, and hybrid trust. Similarly, ETSI NFV introduced several trust models, e.g. direct trust, transitive trust, delegating trust (see ETSI GS NFV-SEC 003)
As shown in below diagram extracted from TS 28.533 ( see Figure 5.3-1: An example of Management Service deployment framework), a MnS consumer and a MnS producer could be in the same management domain, or different domains of same operation, or management domains of different stakeholders, e.g. MnS consumer is in a vertical OT system and MnS producer is in an operator’s management system.  
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The trust relationship between MnS consumer and producer is different for different scenarios aforementioned, therefore trust model for these scenarios could be different, and corresponding access control between MnS consumer and producer would be different as well. E.g. Validated trust model could be applied to MnFs (as MnS producer and consumer) in the same 3GPP management domain, then single factor authentication and predefined authorization policies could be used for access control between the two MnFs.  Mediated, mandated, or hybrid trust model could be more suitable for MnF (as MnS producer) in 3GPP management system and MnS consumer in vertical OT system, accordingly multi-factor authentication and SLA based authorization policies could be used for access control between the producer and consumer.
In addition, the trust relationship between same MnS consumer and producer could be changed dynamically as security context change of either MnS consumer or producer. E.g. change of operational status, package upgrade to support new features, scale to other region, security compromising, etc. Therefore, the trust model and related access control need to be updated accordingly to adapt dynamically changed situation.
Note: zero-trust model is most stringent trust model but also implies high cost. how to pragmatically apply zero-trust model in to 3GPP management system is FFS.
5.x.2
Issue and gaps

Trust relationship and trust model for 3GPP management system have not been specified or studies in 3GPP or other SDOs.  Applying same trust model and security control for different trust relationship could incur either undue control (e.g. apply strict access control everywhere that caused complexity and high cost) or lack of protection on some susceptible interfaces (e.g. underestimate the threats and risks on external interfaces that resulted successful attack ). 
Therefore, building correct and adaptive trust model for MnS producer and consumer of 3GPP management system, and applying appropriate access control according to the trust model need to be studied and supported by 3GPP management system.
	End of Change


	Start of 2nd Change


6
Potential requirements for access control for MnS
· REQ-MNSAC-x The 3GPP management system may have the capability to support evaluating trust relationship (or trust level) between MnS producer and consumer.

· REQ-MNSAC-y The 3GPP management system may have the capability to support creating trust model for MnS producer and consumer based on trust relationship between MnS producer and consumer.

· REQ-MNSAC-z The 3GPP management system may have the capability to support defining access control polices for interaction between MnS producer and consumer based on trust model for the MnS producer and consumer.
Note: e.g. access control policies could be multi-factor authentication, access allowed in specific time or for specific duration, access allowed in specific region, etc.
· REQ-MNSAC-xx The 3GPP management system may have the capability to support reevaluating trust relationship (or trust level) between MnS producer and consumer based on changes of either MnS consumer or producer, and update trust mode and corresponding access control polices accordingly.

	End of Change
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