3GPP TSG SA WG4 127-bis	S4-240589	S4aR2400xx
Online, 8th  - 12rd April 2024	

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Source:	CMCC, ZTE, Vivo, Huawei
Title:	Discussion on enabling operators to choose encrypting IMS data channel media or not
Document for:	Discussion and Agreement
Agenda Item:	10.4

[bookmark: _GoBack]1	Introduction
According to 3GPP TS 26.114 [1], IMS data channel uses SCTP over DTLS, used as specified for WebRTC data channels (IETF RFC 8831 [2]). It means that IMS data channel media encryption is mandatory. 
This contribution discusses why need to enable operators to choose encrypting IMS data channel media or not and how to implement it.
2	Discussion
2.1	Why need to enable operators to choose encrypting IMS data channel media or not
Based on the analysis and observations below, some mechanism of controlling IMS data channel media encryption or not by the operators must be specified in SA4.
Observation 1: Operators need to have the ability to choose the encryption mechanisms on different layers based on their deployment decisions to eliminate the extra system overhead and latency introduced by repeatedly encryption.
The following Figure 2.1-1 shows the user plane protocol stack of EPC network specified in 3GPP TS 23.401 [3] and the encryption mechanisms used in EPC network specified in 3GPP TS 33.401 [4].
[image: ]
Figure 2.1-1: User Plane Protocol Stack and Encryption Mechanisms of EPC network
It shows that 3GPP has specified some encryption mechanisms on different layers for the user plane of EPC network:
-	IPSec is used to provide security protection at the network layer, including data integrity and confidentiality, as specified in 3GPP TS 33.210 [5].
-	PDCP (Packet Data Convergence Protocol) provides user plane confidentiality protection over the access stratum, as specified in 3GPP TS 33.401 [4]. Moreover, NR-PDCP provides integrity protection over the access stratum, as specified in 3GPP TS 38.323 [6].
-	On the application layer, SCTP/DTLS/UDP is used to provide integrity and confidentiality protection for IMS data channel media, as specified in 3GPP TS 33.328 [7].
The above mechanisms are also used for the user plane of 5GC network, as specified in 3GPP TS 33.501 [8].
Though some encryption mechanisms are specified on different layers, repeatedly encrypting the traffic of user plane of EPC/5GC network should be avoided to eliminate the extra system overhead and latency. Therefore, operators need to have the ability to choose the encryption mechanisms on different layers based on their deployment decisions.

Observation 2: The support for IMS data channel media integrity and confidentiality protection are mandatory in IMS UE and IMS core network elements, but its usage is optional and depends on the operator’s decision.
Clause 5.2 and 5.3 of 3GPP TS 33.328 [3] only requires that the support for IMS media integrity and confidentiality protection is mandatory in an IMS UE supporting IMS media plane security and IMS core network elements (i.e., Data Channel Media Function) supporting e2DCe and e2e IMS data channel media plane security. It implies that the use of IMS data channel media integrity and confidentiality protection is NOT mandatory in an IMS UE and IMS core network elements, and the use of cryptographic solutions to protect IMS data channel media plane security is the operator's decision.

Observation 3: Supporting Lawful Interception for IMS data channel media requires that operators can be able to choose encrypting IMS data channel media or not. It’s in SA4 scope to provide some mechanism of controlling IMS data channel media encryption or not.
The attachment s3i240070 [9] is a reply LS from 3GPP SA3-LI#92 to GSMA NG/UPG on Lawful Interception of IMS Data Channel, in which SA3-LI group states the following information:
SA3-LI thanks GSMA NG/UPG for its liaison on Lawful Interception of IMS Data Channel (DC). SA3-LI has reviewed the information in the GSMA NG/UPG LS and has agreed the following: 
1. SA3-LI agrees with GSMA NG/UPG interpretation of Lawful Interception requirements pertaining to IMS DC as outlined in the LS.
2. LI requirements defined in TS 33.107/TS 33.108 and TS 33.127/TS 33.128 apply to IMS and IMS DC.
3. When present, any encrypted communications and communications related information for which a CSP has access to, or provides key material for, shall be delivered in either an unencrypted format or encrypted with means and instructions on method to perform decryption.
4. If end-to-end encryption prevents a CSP from achieving either of the options in bullet three where required by local regulations, then end-to-end encryption cannot be enabled e.g. as in the case of S8HR/N9HR LI.
The highlighted bullets show that operators need to be able to disable IMS data channel media encryption.

In summary, some mechanism of controlling IMS data channel media encryption or not must be provided to operators.

2.2	How to enable operators to choose encrypting IMS data channel media or not
This clause provides two solutions addressing how to enable operators to choose encrypting IMS data channel media or not.
2.2.1	The design principles of the candidate solutions
It’s suggested that all the candidate solutions need to comply with the following design principles:
-	The solution only considers IMS data channel, and does not have impact to WebRTC data channel.
-	The solution must be compatible with Rel-16 IMS data channel and have no impact to the DCMTSI client which only supports Rel-16 IMS data channel, that is, the DCMTSI client which only supports Rel-16 IMS data channel can interact with the DCMTSI client which support the new mechanism that enables choosing IMS data channel media encryption or not.

2.2.12	Solution #1: Negotiate a null cipher algorithm during DTLS handshake procedure
The TLS Handshake Protocol allows the server and client to authenticate each other and to negotiate a cipher suite, including an encryption algorithm and cryptographic keys, before the application protocol transmits or receives its first byte of data. TLS 1.0, TLS 1.1 and TLS 1.2 support some cipher suites in which the cipher algorithm is null, as shown as follows. When the negotiation result is one of these cipher suites, data is not encrypted.
-	TLS_RSA_WITH_NULL_MD5 (i.e. the data is not encrypted, but RSA and MD5 are used for key exchange and MAC respectively.)
-	TLS_RSA_WITH_NULL_SHA (i.e. the data is not encrypted, but RSA and SHA are used for key exchange and MAC respectively.)
-	TLS_RSA_WITH_NULL_SHA256 (i.e. the data is not encrypted, but RSA and SHA256 are used for key exchange and MAC respectively.)
DTLS is a delta from TLS and its versions support the same cipher suites as the corresponding TLS versions. So, Solution #1 is also applied to DTLS. 
The following Table 2.2.12-1 shows the mapping between DTLS versions and TLS versions, as described in IETF RFC 9147 [10], and RFC status of DTLS/TLS version, as specified in IETF RFC 8996 [11].
Table 2.2.12-1: The relationship between DTLS versions and TLS versions
	DTLS version
	IETF RFC of DTLS version
	TLS version
	IETF RFC of TLS version
	Support the null cipher algorithm?
	RFC status of TLS version

	-
	-
	TLS 1.0
	RFC 2246 [14]
	Yes
	Historic, deprecated by RFC 8996 [18]

	DTLS 1.0
	RFC 4347 [12]
	TLS 1.1
	RFC 4346 [15]
	Yes
	Historic, deprecated by RFC 8996 [18]

	DTLS 1.2
	RFC 6347 [13]
	TLS 1.2
	RFC 5246 [16]
	Yes
	Proposed Standard

	DTLS 1.3
	RFC 9147 [10]
	TLS 1.3
	RFC 8446 [17]
	No
	Proposed Standard



Obviously, only DTLS 1.2 and DTLS 1.3 can be used by IMS data channel now. But DTLS 1.3 does not support the null cipher algorithm any more. This is the con of Solution #1. 

2.2.23	Solution #2: Support new protocol stacks without encryption for IMS data channel media
If new protocol stacks without DTLS are applied to IMS data channel, then operators can be able to choose to encrypt IMS data channel media or not based on its decision. The analysis on the possible protocol stacks are as follows:
-	SCTP: Considering that it’s used as the control plane protocol of EPC network and supported widely in operators' networks, SCTP is a possible option for IMS data channel.
-	UDP/SCTP: It removes DTLS directly from UDP/DTLS/SCTP protocol stack used by IMS data channel and remains UDP encapsulation of SCTP Packets which enable it applicable to some access scenarios where legacy NATs are used which do not support SCTP, e.g. the VoWiFi access specified in 3GPP TS 23.402 [19]. Therefore, UDP/SCTP is a possible option for IMS data channel.
-	UDP/QUIC: QUIC is widely used on Internet, which is completely open network. Therefore, IETF RFC 9001 [20] specifies that TLS acts as a security component of QUIC and only TLS 1.3 is used with QUIC. It means that the data transited over QUIC must be encrypted. As a result, UDP/QUIC is not an option addressing the issue discussed in this document. 
In summary, SCTP and UDP/SCTP are possible protocol stack options for IMS data channel.
2.2.23.1	Capability negotiation for new protocol stack support
NOTE:	The procedure described in this clause is out of SA4 scope and depends on SA2. The only purpose of this clause is not discussing SA2 solution but presenting the complete solution.
To indicate support of SCTP, UDP/SCTP or both for IMS data channel, a DCMTSI client in terminal SHALL include other protocol stacks it supports besides UDP/DTLS/SCTP in some header field of (re-)REGISTER request. 
Then depending on the local policy, the home network of the DCMTSI client in terminal MAY confirmed the desired protocol stacks by adding some header field in the 200 (OK) response it generated. The desired protocol stacks are contained in the protocol stack list of the (re-)REGISTER request. Then when the DCMTSI client in terminal initiates SDP offer, it SHALL include the desired protocol stacks in the SDP offer to indicate its peer network and peer party that it supports some other protocol stacks for IMS data channel besides UDP/DTLS/SCTP.
If the home network does not carry the confirmation information in the 200 (OK) response, it means that the DCMTSI client in terminal MUST use UDP/DTLS/SCTP for IMS data channel. Then the DCMTSI client in terminal generates SDP offer as specified in 3GPP TS 26.114 [1].
2.2.23.2	The SDP offer generated by the offerer
[bookmark: _Hlk161170825][bookmark: _Hlk161171285]If the offerer supports other protocol stacks for IMS data channel in addition to UDP/DTLS/SCTP and confirmed by its home network when the offerer is a DCMTSI client in terminal, for example, both SCTP and UDP/SCTP, it can includes a new "a=3gpp-imsdc-desired-proto-list" SDP attribute in the "m=application" line of the generated SDP offer, indicating other protocol stacks that it supports besides UDP/DTLS/SCTP. Table 2.2.23.2-1 below shows the example of SDP offer. 
[bookmark: _MCCTEMPBM_CRPT86940602___4][bookmark: _Hlk161171380]Table 2.2.23.2-1: Example SDP offer with the supported protocol stacks of IMS data channel
	SDP offer

	[bookmark: _MCCTEMPBM_CRPT86940603___7]a=ice-options:ice2
a=ice-lite
...
m=application 52718 UDP/DTLS/SCTP webrtc-datachannel
a=3gpp-imsdc-desired-proto-list: SCTP,UDP/SCTP
c=IN IP4 192.0.2.156
b=AS:500
a=candidate:1 1 UDP 2130706431 192.0.2.156 52718 typ host
a=ice-ufrag:8hhY
a=ice-pwd:asd88fgpdd777uzjYhagZg
a=max-message-size:1024
a=sctp-port:5000
a=setup:actpass
a=fingerprint:SHA-1 4A:AD:B9:B1:3F:82:18:3B:54:02:12:DF:3E:5D:49:6B:19:E5:7C:AB
a=tls-id: abc3de65cddef001be82
a=dcmap:0 subprotocol="http"



Table 2.2.23.2-2 below shows the mapping between the protocol stacks and the SDP attributes. 

Table 2.2.23.2-2: Mapping between the protocol stacks and the SDP attributes
	SDP attribute
	Applied to SCTP?
	Applied to UDP/SCTP?
	Applied to UDP/DTLS/SCTP?

	a=max-message-size
	Yes
	Yes
	Yes

	a=sctp-port
	No
	Yes
	Yes

	a=setup
	No
	No
	Yes

	a=fingerprint
	No
	No
	Yes

	a=tls-id
	No
	No
	Yes



For some SDP attributes corresponding to UDP/DTLS/SCTP protocol stack are also applied to SCTP and UDP/SCTP, the same attributes can be shared. It should be noted that:
-	When SCTP protocol is used, the "m=" line port value indicates the SCTP port.
-	When UDP/SCTP or UDP/DTLS/SCTP protocol stack is used, the "m=" line port value indicates the UDP port and the value of "a=sctp-port" attribute indicates the SCTP port.

2.2.23.3	The SDP answer generated by the answerer
If the answerer does not support the "a=3gpp-imsdc-desired-proto-list" SDP attribute or desire to encrypt IMS data channel media, it can ignore the "a=3gpp-imsdc-desired-proto-list" SDP attribute and generate the SDP answer as specified in 3GPP TS 26.114 [1]. According to the SDP negotiation result, UDP/DTLS/SCTP is used by the offerer and the answerer to establish the data channel(s) required.
[bookmark: _Hlk161171862][bookmark: _Hlk161171935][bookmark: _Hlk161171836]If the answerer supports the "a=3gpp-imsdc-desired-proto-list" SDP attribute and other protocol stacks in addition to UDP/DTLS/SCTP, and desires to disable encrypting IMS data channel media for some reason, it shall accept the desired protocol stack from the protocol stack list in the SDP offer by adding the "a=3gpp-imsdc-desired-proto-list" SDP attribute with the value of the desired protocol stack in the "m=application" line of the generated SDP answer. Moreover, the answerer shall remove the corresponding SDP attributes of the protocol stacks it does not accept. Table 2.2.23.3-1 below shows the example of SDP answer in which the answerer chooses SCTP protocol to establish the data channel(s) required. In the example, the SDP attribute "a=sctp-port" used by both UDP/SCTP and UDP/DTLS/SCTP is removed and the "m=application" line port value indicates the SCTP port. The SDP attributes used by UDP/DTLS/SCTP only, i.e. "a=setup", "a=fingerprint" and "a=tls-id", are removed too.
[bookmark: _MCCTEMPBM_CRPT86940604___4][bookmark: _Hlk161171818]Table 2.2.23.3-1: Example SDP answer with the accepted protocol stack of IMS data channel
	SDP answer

	[bookmark: _MCCTEMPBM_CRPT86940605___7]a=ice-lite
...
m=application 56771 UDP/DTLS/SCTP webrtc-datachannel
a=3gpp-imsdc-desired-proto-list: SCTP
c=IN IP4 192.0.2.1
b=AS:500 
a=candidate:1 1 UDP 2130706431 192.0.2.1 52718 typ host
a=ice-ufrag:9uB6
a=ice-pwd:YH75Fviy6338Vbrhrlp8Yh
a=max-message-size:1024
a=dcmap:0 subprotocol="http"



2.2.34	Evaluation
The pros and cons of Solution #1 and Solution #2 are shown in Table 2.2.34-1 below.
Table 2.2.34-1: Comparison of candidate solutions
	Solution ID
	Pros
	Cons

	Solution #1
	· Simple. Supported by TLS/DTLS natively.
· Have no impact on SDP negotiation. 
	Can’t be supported by TLS/DTLS 1.3 and newer versions in future.

	Solution #2
	· Flexible. Always be available no matter which DTLS version is used.
· Be compatible with the earlier Releases.
	Have impact on SDP negotiation, i.e. a new SDP attribute is introduced and IANA registration is needed.



2.2.45	Conclusion
Based on the evaluation above, it’s suggested that Solution #2 is used to enable operators to choose encrypting IMS data channel media or not.

3	Proposal
It is proposed to provide Solution to #2 to enable operators to choose encrypting IMS data channel media or not based on its decision and update the related specifications, e.g. 3GPP TS 26.114 [1].
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