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1.	Overviews
This paper proposes the signalling protocol requirements in clause 6.2 (Solution#2) and protocol details in new clause 6.9 (as Solution#8) of the permanent document (and corresponding new Key issue#8 for studying protocol details in new clause 5.9). In addition, the related references, terms, abbreviations and usage of expressions are updated.
Regarding the details of signalling protocol, the current description (e.g., Table for information elements) refer to 3GPP stage 3 specifications for APIs (e.g., 3GPP TS 29.122, 3GPP TS 29.558).

2.	Proposed updates on the PD
[bookmark: _Toc124216551][bookmark: _Toc124216553]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Content provider: A content provider which provide an eiRTCW media resource via operator network.
eiRTCW client: An WebRTC endpoint supporting the signalling protocol for eiRTCW.
eiRTCW entity: An eiRTCW entity is eiRTCW client or eiRTCW server.
eiRTCW server: An eiRTCW server is a WSF, a CSF or a WNSGF.
eiRTCW media resource: An eiRTCW client which provides service content(s).
eiRTCW media server: An eiRTCW media server is a WMCF,or a WNMGF.
Service provider: A service provider which provide eiRTCW server and eiRTCW media resource. eiRTCW clients of the service user can be included.
For the purposes of the present document, the following terms and definitions given in RFC 8825 [RFC8825] apply:
WebRTC endpoint
WebRTC Browser
WebRTC non-browser
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc124216555]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
CP	Content provider
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>
3.4	Expressions
This document uses equivalent expression of verbal forms for the expression of provisions as described in Annex E of 3GPP TR 21.801, as follows.
- shall	is required to
- shall not		is not allowed
- should	is recommended
- should not	is not recommended
- may	is allowed
- may not	is not required
5.9	Key Issue #8: Details of signalling protocol
This key issue studies the details of signalling protocol based on the Possible architecture (Solution#1), the requirements for C-Plane Signalling (Solution#2) and other related requirements in other solutions.
6.3	Solution #2: Requirements for C-Plane Signalling
6.3.1	Solution description
This solution addresses key issue #2.
This clause identifies requirements for control plane signalling for each reference point. In this study, reference points for control plane are Rs-u, Rs-i, Rs-n, Rs-a, as described in clause 6.
[bookmark: _Toc124216606]The following basic requirements are applied for the C-Plane signalling protocol for all reference points (i.e., Rs-u, Rs-i, Rs-n and Rs-a).
<Requirements for iRTCW signalling protocol agreed in S4-221194>
-	It shall support any WebRTC application, i.e. it should not overfit for a specific use case.
-	It shall enable communicating parties to match based on:
-	Flexible matching with a wide range of matching criteria that suit the needs of different WebRTC applications.
-	Secure matching to avoid security issues such as DDoS attacks
-	It may be extended in the future to support:
-	Global matching possibilities for applications that work across multiple WebRTC signalling servers, potentially hosted by different MNOs.
-	It shall enable communicating parties to verify each other’s identity, if required by the application.
-	It shall support the secure exchange of messages supporting integrity-protection and/or encryption.
-	It shall protect user privacy and mitigate the linkability and tracking attack caused by unnecessary user information disclosure.
NOTE: detailed security requirements and mechanisms need further co-work with SA3.
-	It shall support basic session setup messages allowing extensions for application-specific information.
-	It should be web-friendly to support easy deployment in web environments
-	by using web technologies such as JSON, WebSockets, etc…
-	complying with WebRTC standards (e.g., SDP for session description and supporting the exchange of ICE candidates, etc…) defined in IETF and W3C, with an exception for codecs
-	It shall be simple to implement and deploy (e.g. simpler in complexity compared to SIP).
<Requirements enhanced for eiRTCW>
-	It is required to be designed for applying same principle to User – Network interface (i.e., Rs--u) and Network – Network interface including interfaces between servers (i.e., Rs-i, Rs-n, Rs-a).
-	It is recommended to have high affinity with the cloud environment (i.e., the signalling protocol is applicable to serverless architecture.)

6.3.2	Requirements for all reference pointsRs-u
[bookmark: _Toc124216607]6.3.2.1	Base Protocol
HTTP[RFC7230-7235][RFC7540]/HTTPS and WebSocket[RFC6455] are available options for signalling between UE and WSF so that connection setup procedure could be invoked by JavaScript API as described in IETF RFC 8825 [RFC8825] clause 3. Nevertheless, HTTP/HTTPS is less appropriate for two reasons described in RFC 6455 clause 1.1:
[bookmark: _Hlk102005053]-	Server load caused by http transactions (based on request-response)
-	A connection has two sessions each for sending and receiving signalling packets
In addition, when a notification from the network to the UE is required, for such as an incoming call, an HTTP(S) connection is originated from the network side, but this case has some problem. Generally, NAT box is placed between UE and network entities, therefore NAT-traversal problem should be resolved. Besides, in terms of security configuration, UEs often deny incoming TCP[RFC793] connections.
For that reasons mentioned above, only WebSocket is utilized for the base protocol of signalling in this study. WebSocket can solve the three problems, server load, number of sessions and the NAT-traversal.
[bookmark: _Toc124216608]6.3.2.2	Upper Layer Protocol over WebSocket
In IETF RFC 8825 [RFC8825], upper layer protocols over the base protocol of control plane are not specified and are thought to be application specific. In the RFC, SIP[RFC3261] and XMPP[RFC6120] are listed as candidate protocols for control plane.
[bookmark: _Toc124216609]6.3.2.2.1	SIP
Utilizing SIP for control plane signalling for WebRTC is already described in 3GPP TS 24.371 [TS24.371] clause 5. One of the main advantages of using SIP is the ease of interwork between WebRTC-aware network and IMS network. On the other hand, disadvantages of using SIP are as follows:
-	UE and network must be able to understand both WebRTC and SIP. SIP is not widely used outside of telephony. If SIP must be used in conjunction with WebRTC, the advantage of WebRTC, friendliness to web-based development environments and developers, is to be spoiled.
-	SIP has a strictly managed communication model as SIP dialogue. In principle, the originated signalling is transparently relayed through the network and the terminals manage the dialogue with each other. These characteristics are not compatible with the UE-network relation model, which is the scope of this study.
-	UE and network must be able to understand both WebRTC and SIP. SIP is not widely used outside of telephony. If SIP must be used in conjunction with WebRTC, the advantage of WebRTC, friendliness to web-based development environments and developers, is to be spoiled.
-	SIP specifies methods divided by each signalling characteristic (i.e., INVITE, ACK, BYE, CANCEL, PRACK, UPDATE, SUBSCRIBE, NOTIFY, REFER, PUBLISH, INFO). Adding control for a new characteristic may need to start from the method definition.
-	Less affinity with cloud environment which mainly uses HTTP. For example, raw values of the IP addresses related to the SIP dialog (consisting a communication path of SIP trapezoid) are in the protocol header or message body, therefore changing communication elements is difficult once the call session is established.
For those reasons above, SIP is not appropriate except for the applications where the interwork to IMS is expected.
[bookmark: _Toc124216610]6.3.2.2.2	XMPP
There is no specification using XMPP for the upper layer protocol of the control plane signalling in 3GPP and no major commercial implementations of WebRTC either. The reason seems that XMPP can be used on its own and does not need to be combined with other protocols. WebSocket encapsulation of XMPP has little benefit except the case that an application using XMPP is implemented using JavaScript.
Therefore, this study will not utilize SIP and XMPP. More optimal (or WebRTC native) signalling protocols for the upper layer of control plane is to be identified in this study.
[bookmark: _Toc124216611]6.3.2.2.3	Other Existing Implementations
Among the existing implementations of WebRTC communication, JSON[RFC8259] format is mainly used for the upper layer of control plane. This is because JSON format is easy to handle in JavaScript. In this study, the potential of JSON for the upper layer protocol of control plane signalling is investigated.
In 3GPP specifications, RESTful APIs (such as service-based interface and Northbound APIs) are often defined using OpenAPI 3 [OpenAPI] and the message-body of the APIs are based on JSON. However, OpenAPI is mainly suitable for RESTful APIs and not suitable for message-driven APIs such as control plane signalling over WebSocket. For this reason, AsyncAPI [AsyncAPI] as well as OpenAPI are used for identifying API schemas in this study. Those two APIs are managed by Linux Foundation.
[bookmark: _Toc124216612]6.3.2.3	Protocol Stack
As described above, JSON based protocol over WebSocket is a solution for the protocol of Rs-u. (see Figure 6.3.2.3-1)
WebSocket can be deployed over several versions of HTTP.
-	WebSocket with HTTP/1.1 is specified in IETF RFC 6455 [RFC6455] and used in this study. HTTP/1.1 is not, however, shown in the protocol stack because HTTP/1.1 does not remain after upgrading into WebSocket.
-	WebSocket with HTTP/2 is specified in IETF RFC 8441 [RFC8441] and used in this study. HTTP/2 is shown in the protocol stack because HTTP/2 framing remains after a stream in HTTP/2 connection is upgraded into WebSocket.
-	WebSocket with HTTP/3[RFC9114] is specified in IETF RFC 9220 [RFC9220] but not used in the current version of this study. The transport protocol used over HTTP/3 needs to be selected in alignment with IETF/W3C discussions. 
The sub layers of each protocol are according to the existing specifications.
-	TLS under HTTP/1.1 and HTTP/2 is specified in IETF RFC 8446 [RFC8466].
-	TCP under TLS is specified in IETF RFC 793[RFC793].
-	IPv4 and v6 under TCP are specified in IETF RFC 791[RFC791](IPv4) and IETF RFC 8200 [RFC8200](IPv6).



Figure 6.3.2.3-1:	Protocol Stack of Rs-uC-Plane signalling protocol
Editor’s Note: Identify signalling protocol details (e.g., based on JSON) for the common WebRTC-based immersive RTC session management. Identify information elements in the C/U-Plane signal (including NNI) to enhance connectivity of media sessions with carrier assistance for WebRTC-based applications (including OTT applications). Identify the minimal functional capabilities needed to support the enhancements identified in above.
- Stage3 requirements
- C-plane signalling requirements
- Signalling methods comparison (details are in annex)
6.3.2.4	Basic model for protocol design
This clause studies the basic model for protocol design.
6.3.2.4.1	eiRTCW basic connection model
For providing iRTC services with operator assistance, there are following interfaces connected to an operator network.
-	user equipment - operator network (User to Network interface)
-	CP equipment - operator network (User to Network interface)
-	operator network - operator network (Network to Network interface)
-	operator network – service provider network (Network to Network interface)
Editor’s Note: A figure of eiRTCW basic connection model showing the above interfaces will be added.
6.3.2.4.1	Trapezoid model
Figure 6.3.2.4.1-1 shows the basic trapezoid model for the signalling protocol design, based on the architecture of solution#1.
[image: ]
Figure 6.3.2.4.1-1:	Trapezoid model for eiRTCW protocol design
WebRTC Signalling Function (WSF) and WebRTC Media Centre Function (WMCF) in the network are responsible for providing reliable high-quality iRTC services.
WSF terminates all signalling messages from endpoints and other WSFs. This behaviour is equivalent to the behaviours of a back-to-back user agent (B2BUA) in SIP. By manipulating all signalling messages, the WSF fully manages the connection and provides QoS interacting with 5GC and WMCF.
WMCF involves all media/data paths of endpoints. The WMCF can control and monitor all media/data sessions.
6.3.2.4.2	Client-Server model
The trapezoid model described in clause 6.3.2.4.1 can be conceptually summarized as a client-server model between two entities (i.e., between an endpoint and a server, between servers). Figure 6.3.2.4.2-1 shows an example between the endpoints and the server. The endpoint (e.g., the terminal) only sees a single entity (e.g., the network server). The server takes care of everything behind the server toward the final endpoint. It is the same for the case between network servers.
[image: ]
Figure 6.3.2.4.2-1:	Example of Client – server model for iRTCW protocol design
The benefits brought by the model is simplification of the protocol between two entities (e.g., client and server) rather than among three and more (e.g., two endpoints and servers). For example;
-	All request/response messages are defined between two entities (i.e., between the endpoint and the network server or between network servers).
-	Signalling message routing is completed by the network without terminal involvement (i.e., routing information (which is included in SIP messages) does not appear in the message between the endpoint and the server).
-	The endpoint/application specific characteristics (e.g., capabilities and services) can be converted/terminated by the network server.
These benefits are suitable for the basic requirements described in clause 6.3.1. Therefore, client – server model is adopted for the basic model for the signallilng protocol design in this study.


6.3.2.5	Basic protocol design
The following aspects need to be considered as basic protocol design for realizing eiRTCW services.
-	Connection pattern:
-	WSF discovery
-	C-Plane transport management
-	Authentication (Service registration)
-	Supported method
-	Transaction management
-	State machine
-	Resource/endpoint discovery
-	Feature negotiation
-	QoS management
-	Identity

6.3.2.5.x	Connection pattern
6.3.2.5.x.1	C-Plane connection
The following connection patterns for C-Plane signalling need to be considered for eiRTCW signalling protocol.
-	User Client - Operator network:
The user client connects to network server for using services (e.g., call, join a conference, play a game).
-	Content provider - Operator network:
The endpoint of the content provider connects to network server for providing services. In this pattern, the endpoint in the content provider network acts as a client.
-	Operator network – Operator network:
The endpoint in the operator network connects to the endpoint in the other network for service interconnection. The endpoint which acting as This pattern includes the communication between endpoints in the same network.

Figure 6.3.2.5.x.1-1:	Connection patterns of C-plane
Editor’s Note: Figure 6.3.2.5.x.1-1 will be added.

6.3.2.5.x.2	Media session (U-Plane) connection
Media session is a U-plane connection which is established by C-Plane signalling. The following media session connection patterns need to be considered for eiRTCW services.
-	User Client - NW (with MGW) - Media resource (owned by NW):
An eiRTCW client establishes a media session(s) with an eiRTCW media resource(s) via a media gateway (such as WMCF). The media gateway and the eiRTCW media resource is owned by the operator network which the eiRTCW client registered to.
-	User Client - NW (with MGW) - Media resource (owned by a CP connected to NW):
An eiRTCW client establishes a media session(s) with an eiRTCW media resources via a media gateway (such as WMCF). The media gateway is owned by the operator network which the eiRTCW client registered to. The iRTCW media resource is owned by a content provider connecting to the operator network which the eiRTCW client registered to.
-	User Client - NW (with MGW) - User Client (registered to same NW):
An eiRTCW client establishes a media session(s) with an eiRTCW client via a media gateway (such as WMCF). Both of eiRTCW clients registered to the same operator network. The media gateway is owned by the operator network which the eiRTCW client registered to.
-	User Client - NW (without MGW) - User Client (registered to same NW):
An eiRTCW client establishes a media session(s) with an eiRTCW client without media gateway (i.e., Peer-to-Peer connection). Both of eiRTCW clients registered to the same operator network.
-	User Client (registered to NW_A) - NW_A - NW_B - Media resource (owned by NW_B):
An eiRTCW client establishes a media session(s) with an eiRTCW media resource(s) via media gateways and a network-to-network interface. The eiRTCW media resource is owned by the operator network different from the operator network which the eiRTCW client registered to.
-	User Client (registered to NW_A) - NW_A - NW_B - Media resource (owned by CP connected to NW_B):
An eiRTCW client establishes a media session(s) with an eiRTCW media resource(s) via media gateways and a network-to-network interface. The iRTCW media resource is owned by a content provider connecting to the operator network different from the operator network which the eiRTCW client registered to.
-	User Client (registered to NW_A) - NW_A - NW_B - User Client (registered to NW_B):
An eiRTCW client establishes a media session(s) with an eiRTCW client via media gateways and a network-to-network interface. Both of eiRTCW clients registered to a different operator network.

Figure 6.3.2.5.x.2-1:	Connection patterns of media session
Editor’s Note: Figure 6.3.2.5.x.2-1 will be added.

6.3.2.5.x	WSF discovery
An eiRTCW entity needs to find a WSF where eiRTCW signalling messages are sent to. There are several mechanisms specified in 3GPP:
-	EDGEAPP EAS discovery procedure
-	EASDF with NAS signalling
However, an eiRTCW entity which is JavaScript application working on Web-browser is not able to use these mechanisms, till the OS and browser supports these mechanisms and provides API for JavaScript application. Then, at least one WSF discovery mechanism for a JavaScript application working on Web-browser need to be specified.
Editor’s Note: The WSF discovery mechanism for JavaScript application is FFS.
6.3.2.5.x	C-Plane transport management
The signalling message is exchanged over the WebSocket connection as described in clause 6.3.2.1. This clause describes the management of WebSocket connection.
-	WebSocket connection establishment:
-	WebSocket connection keep alive
-	WebSocket connection closure
6.3.2.5.x.1	WebSocket connection establishment
Only one WebSocket connection is established between two eiRTCW entity. eiRTCW entity is not allowed to establish two or more WebSocket connection with a single eiRTCW entity. There are three patterns to establish WebSocket connection between eiRTCW entities.
-	Between an eiRTCW client and a WSF:
An eiRTCW client is required to establish a WebSocket connection with a WSF according to IETF RFC 6455 [RFC6455].
-	Between eiRTCW entities in a content provider and a WSF:
An eiRTCW entity in a content provider is required to establish a WebSocket connection with a WSF in an operator network according to IETF RFC 6455 [RFC6455].
-	Between WSFs:
A WSF in an operator network is required to establish a WebSocket connection with a WSF in another operator network. according to IETF RFC 6455 [RFC6455]. The WSF which initiates the WebSocket connection is determined based on the inter-operator agreement. If the WSFs are in the same operator network, the WSF which initiates the WebSocket connection is determined based on the operator policy
An eiRTCW entity is allowed to send eiRTCW request on a WebSocket connection, regardless of whether the eiRTCW entity initiated the WebScoket connection or not.
If the eiRTCW entity re-establishes the WebSocket connection with the WSF after the unexpected closure of WebSocket connection, the eiRTCW entity is required to process the WebSocket connection establishment procedure according to the closure reason, the information received from WSF.
Editor’s Note: Details of handling of unexpected closure is FFS.
6.3.2.5.x.2	WebSocket connection keep alive
Editor’s Note: How to establish the WebSocket connection between servers is FFS. There are two possible method. The first one is using ping/pong frame according to IETF RFC 6455 [RFC6455]. The other is using application level keep alive method.
6.3.2.5.x.3	WebSocket connection closure
When the eiRTCW client detects the failure of sending/receiving signalling message to/from the WSF (e.g., due to loss of IP connectivity), the eiRTCW client needs to close the WebSocket connection according to IETF RFC 6455 [RFC6455].
Editor’s Note: How to detects the failure is FFS.
When the WSF detects the following events, the WSF needs to close the WebSocket connection according to IETF RFC 6455 [RFC6455].
-	Expiration of registration period
-	Failure of application level keep alive
-	Server internal error
6.3.2.5.x	Supported method
eiRTCW signalling protocol provides following methods to establish/control media sessions for immersive RTC services. These methods are identified by the message type parameter included in the request/response.
-	Authentication (Registration)
-	Media session control (set up / update / disconnection)
-	Information query
-	application specific method

6.3.2.5.x.1	Authentication (Service registration)
To enable the use of eiRTCW services, the eiRTCW client needs be authenticated and registered with the WSF. The purpose of authentication/registration are;
-	authentication of the user identity,
-	binding the user identity (e.g., Webrtc ID) with the WebSocket connection/IP address of the endpoint, and
It needs to be possible to register a user identity that is simultaneously shared across multiple endpoints via the registration procedures.
The WSF is required to set the expiration period of the registration and indicate the period to the registered eiRTCW client. The eiRTCW clients is allowed to register again to refresh the expiration period before expiration of the registration period. If the registration period is expired, the WSF needs to remove the registration and close the WebSocket connection with the endpoint.

6.3.2.5.x.2	Media session control
eiRTCW signalling protocol enables following media session control for eiRTCW applications.
-	Media session set up
-	Media session modification
-	Media session disconnection
6.3.2.5.x.2.1	Media session control principle
An eiRTCW entity is allowed to establish multiple media session in parallel based on the service policy. A media session between eiRTCW entities is identified by media session identifier (ID). The media session ID is required to be generated by the eiRTCW server (e.g., WSF) in the network, during a new media session set up procedure, as follows:
-	For media session set up between an eiRTCW client and a WSF, the WSF is required to generate the media session ID and include it into the request or the response, when the WSF include initial SDP offer/answer for the media session in the request or the response.
-	For media session set up between an eiRTCW entity and a WSF, the WSF is required to generate the media session ID and include it into the request or the response, when the WSF include initial SDP offer/answer for the media session in the request or the response.
-	For media session set up between WSFs, the WSF which sends session set up request is required to generate the media session ID and include it into the request with SDP offer.
Media session(s) between eiRTCW entity is established/modified by SDP offer/answer negotiation.
6.3.2.5.x.2.2	SDP offer / answer principle
There several SDP offer/answer negotiation scenarios need to be considered for eiRTCW media session set up:
-	An eiRTCW entity establishes a media session with a media resource witch provides an immersive content (e.g., Metaverse)
-	An eiRTCW entity establishes a media session with other eiRTCW entity for communication like telephony service.
Regarding the first scenario, there is a possible requirement that aneiRTCW entity in an operator/service provider network needs to send SDP offer to the eiRTCW entity which initiates the session set up procedure. On the other hand, regarding the second scenario, it is useful that the eiRTCW entity which initiates the session set up procedure includes its media capability information in the session set up request. Then, eiRTCW signalling protocol supports following reqruiements for media session set up using SDP negotiation.
-	an eiRTCW client is able to include a media description like SDP offer in the session set up request.
-	an eiRTCW client is not able to include an SDP offer in the session set up request so that the eiRTCW entity in the network can send an SDP offer in the response corresponding to the request.
-	an eiRTCW entity in the network can send an SDP offer in the session set up request and response to the session set up request.
-	eiRTCW entities (including eiRTCW clients) is able to include SDP offer in the session update request and include SDP answer in the response to the corresponding session update request.

6.3.2.5.x.2.3	Media session set up
eiRTCW signalling protocol supports media session set up method. The eiRTCW entity is allowed to request to set up a media session for iRTC services by sending media session set up request to the WSF. 

6.3.2.5.x.2.4	Media session modification
eiRTCW signalling protocol supports media session update method. An eiRTCW entity which is allowed to send a media session update request to update a media session(s), regardless of whether the session is originated by the endpoint or not. The media session update request is required to indicate the media session ID corresponding the media session which is updated by the request.
If the eiRTCW entity receives an error response to the update request, the media session update is failed and the existing media session is not modified.
6.3.2.5.x.2.4	Media session disconnection
eiRTCW signalling protocol supports media session disconnection method. The eiRTCW entity is allowed to send a media session disconnect request to terminate the media session(s) and release the media resource. The media session disconnect request is required to indicate the media session which is disconnected by the request.
6.3.2.5.x.5	Information query
eiRTCW signalling protocol supports information query method. The eiRTCW entity is allowed to send a information query request to get information (e.g., STUN/TURN server address) from the network. This method provides the alternative to the information queries on RTC-5 interface.
6.3.2.5.x.6	Application specific method
eiRTCW signalling protocol allows to send application specific method for immersive RTC applications.
The application specific method is required to be distinguished from the 3gpp specified method and guaranteed the uniqueness between any applications.
Editor’s Note: The rule for naming of application specific method is FFS. (e.g., {appSPmethod}.{authorityOfApp})
6.3.2.5.x	Transaction management
The eiRTCW signalling protocol is message transaction base protocol. eiRTCW signalling protocol transaction consists of a single request and a response corresponding to the request over the direct WeSocket connection between eiRTCW entities.
6.3.2.5.x.1	Request-Response exchange principle
The request and a response corresponding to the request are terminated between directly connected eiRTCW entities  (e.g., eiRTCW clients and WSF). When the request needs to be sent to the endpoint(s) behind the WSF for further interaction, the WSF needs to generate another request corresponding to the received request.
eiRTCW entity is allowed to send multiple requests for different purpose (e.g., establish/modify different media session, use different service) in parallel on the single WebSocket connection.
6.3.2.5.x.2	Transaction management principle
The pair of a request and a response corresponding to the request is identified as transaction by transaction identifier (ID). Therefore, all eiRTCW signalling protocol message is required to include Transaction ID. Transaction ID is generated when the eiRTCW entity creates a new request message and set into the request. The response corresponding to the request is required to include the same transaction ID of the request.
Transaction ID is required to be 64-bit unsigned integer and unique for all transactions on a WebSocket connection. Transaction ID is required to not be reused on a WebSocket connection. To avoid transaction ID collisions among different requests, eiRTCW entity is required to generate a transaction ID as follows:
-	the eiRTCW entity acting as WebSocket client on the WebSocket connection is required to generate even-numbered transaction ID. Transaction ID for an initial request on a WebSocket connection is required to be set to "0".
-	the eiRTCW entity acting as WebSocket server on the WebSocket connection is required to generate odd-numbered transaction ID. Transaction ID for an initial request on a WebSocket connection is required to be set to "1".
-	Transaction ID is incremented by 2, when it is issued for a new transaction on a WebSocket connection.
If the eiRTCW entity received two or more request which has same transaction ID of the first received request, these requests are processed as the re-transmission of the first received request.
Editor’s Note: How to detects the failure is FFS.
6.3.2.5.x	State machine
Editor’s Note: State machine for eiRTCW signalling protocol is FFS.
6.3.2.5.x	Resource/endpoint discovery
Editor’s Note: Details of the resource/endpoint discovery  is FFS.
6.3.2.5.x	Feature negotiation
eiRTCW signalling protocol provides feature negotiation mechanism in a request-response exchange.
An eiRTCW entity is allowed to indicate the supported feature(s) information to other eiRTCW entity in a request or a response.
An eiRTCW entity is allowed to require the use of the feature(s) for the service by including the required feature(s) information in the request. The eiRTCW entity which receives the request requiring the use of the feature is allowed to accept or reject the required feature(s). If the eiRTCW entity rejects the required feature(s) due to non-support of the feature, the eiRTCW entity is required to indicate the feature(s) which is not supported by the eiRTCW entity (or eiRTCW service application) in the response corresponding to the request.
An eiRTCW entity is allowed to require the use of a feature(s) for the service by including the required feature(s) information in the response. An eiRTCW entity is required to not require the feature(s) which is not indicated in the supported feature information of the corresponding request.
6.3.2.5.x	QoS control
The WSF is responsible for the QoS control of media sessions between the eiRTCW entities and the WMCF interacting with the WSF.
The WSF is required to interact with the 5GC (i.e., PCF or NEF) to reserve resources for a media session according to 3GPP TS 23.501 [x1], 3GPP TS 23.502 [x2], 3GPP TS 23.503 [x3].
NOTE:	The WSF determines the QoS policy for the media session, based on the operator policy (e.g., Use subscription, media type, SDP information).
The WSF is allowed to interact with WMCF to enforce IP packet flow control (e.g., Gate control, traffic policing, QoS packet marking).
6.3.2.5.x	Identity
eiRTCW signalling protocol introduces following identities.
-	eiRTCW user identity:	An identity of a user who subscribes to the eiRTCW service. This identity is used for C-plane signalling to identify the eiRTCW entity which is connected to.
-	eiRTCW media resource identity:	An identity of a eiRTCW media resource. This identity is used for identification of media resource of eiRTCW entity.


6.3.2.6	eiRTCW signalling procedures
There are two perspectives of the procedure. One perspective is the request-response procedure between the eiRTCW entities. The other perspective is the whole flow of service realization. This clause is for the procedures that are used for the provision of eiRTCW services from both perspectives, using text description as well as information flow diagrams. 
6.3.2.6.x	Procedures between eiRTCW entities
This clause describes request-response procedure between the client and the server.
6.3.2.6.x.1	Authentication procedure
This clause describes the procedure for eiRTCW entities. eiRTCW signalling protocol supports following authentication mechanism:
-	Basic Authentication
-	Bearer Authentication
Editor’s Note: Other authentication mechanism is FFS.
6.3.2.6.x.1.1	Authentication procedure for eiRTCW client using Basic Authentication
This clause describes the procedure that the eiRTCW client registers to the WSF. Figure 6.3.2.6.x.1.1-1 shows registration flow between an eiRTCW client and a WSF.
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Figure 6.3.2.6.x.1.1-1:	eiRTCW client Registration using Basic Authentication
The detailed procedure is as follows.
1.	The eiRTCW client sends Authentication request to the WSF. The request is required to include [Message type: request], [Method name: authentication], [Transaction ID], [authentication type: basic], [Webrtc ID] and is allowed to include [Supported feature], [Require feature], [Disconnection time to live].
2.	The WSF verify the received request and sends Authentication response. The response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: false], [wwwAuthnticate information], [problem details: 401] and is allowed to include [Supported feature], [Require feature].
3.	The eiRTCW client sends Authentication request to the WSF. The request is required to include [Message type: request], [Method name: authentication], [Transaction ID], [authentication type: basic], [Webrtc ID], [Authorization information] and is allowed to include [Supported feature], [Require feature], [Disconnection time to live].
4.	The WSF verify the received request and sends Authentication response. If the [Webrtc ID] is successfully authenticated, the response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: true], and is allowed to include [Supported feature], [Require feature], [Expiration time], [Re-authentication credential], [Disconnection time to live]. If the authentication is failed, the response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: failure], [problem details: 403] and is allowed to include [Supported feature], [Require feature], If the authentication request is rejected or failed to process, the response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: failure], and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details].
6.3.2.6.x.1.2	Authentication procedure for eiRTCW client using Bearer Authentication
This clause describes the procedure that the eiRTCW client registers to the WSF. Figure 6.3.2.6.x.1.1-1 shows registration flow between an eiRTCW client and a WSF.
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Figure 6.3.2.6.x.1.1-1:	eiRTCW client Registration using Bearer Authentication
The detailed procedure is as follows.
1.	The eiRTCW client sends Authentication request to the WSF. The request is required to include [Message type: request], [Method name: authentication], [Transaction ID], [authentication type: bearer], [Webrtc ID], [Authentication] and is allowed to include [Supported feature], [Require feature], [Disconnection time to live].
2.	The WSF verify the received request and sends Authentication response. If the [Webrtc ID] is successfully authenticated, the response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: true], and is allowed to include [Supported feature], [Require feature], [Expiration time], [Re-authentication credential], [Disconnection time to live]. If the authentication is failed, the response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: failure], [problem details: 403] and is allowed to include [Supported feature], [Require feature], If the authentication request is rejected or failed to process, the response is required to include [Message type: response], [Method name: authentication], [Transaction ID], [Success: failure], and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details].
6.3.2.6.x.1.3	Authentication procedure for eiRTCW server using Basic Authentication
Editor’s Note: Whether and how eiRTCW server registers to WSF is FFS.
6.3.2.6.x.1.4	Authentication procedure for eiRTCW server using Bearer Authentication
Editor’s Note: Whether and how eiRTCW server registers to WSF is FFS.
6.3.2.6.x.2	Media session set up procedure
This clause describes the media session set up procedure for eiRTCW entities.
6.3.2.6.x.2.1	Media session set up procedure for eiRTCW client originating case
This clause describes the procedure that the eiRTCW client initiates a media session set up procedure. Figure 6.3.2.6.x.2.1-1 shows media session set up flow between an eiRTCW client and a WSF.
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Figure 6.3.2.6.x.2.1-1:	eiRTCW client initiated media session set up
The detailed procedure is as follows.
1.	The eiRTCW client sends Media session set up request to the WSF. The request is required to include [Message type: request], [Method name: media session set up], [Transaction ID], [Resource ID], and is allowed to include [Supported feature], [Require feature], [Pre offer description], [Preferred originating eiRTCW entity ID], [User data].
NOTE:	The eiRTCW client cannot set [Pre offer description] as local SDP offer before receiving SDP offer/answer from the WSF, since the validity of [Pre offer description] is determined by WSF based on the requested services.
2.	The WSF sends Media session set up response to the eiRTCW client. If the session set up request is successfully processed, the response is required to include [Message type: response], [Method name: media session set up], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. If the session set up request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session set up], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data].
3.	The WSF interacts with the eiRTCW entity behind the WSF to set up the media session with the eiRTCW entity indicated by the [resource ID] in the received request.
4.	The WSF sends Media session update request to the eiRTCW client. The request is required to include [Message type: request], [Method name: media session update], [Transaction ID], [Media session ID] and is allowed to include [Supported feature], [Require feature], [Media session state], [Asserted terminating eiRTCW entity ID], [User data]. Based on the interaction with the entity behind the WSF, the request is required to include [SDP offer] or [SDP answer]. The [Media session ID] is required to be set to the value which indicates the target media session (in this step, the value is set to the value received in the corresponding media session set up request).
5.	The eiRTCW client sends Media session update response to theWSF. If the session update request is successfully processed, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [User data]. If the session update request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data]. The [Media session ID] is required to be set to the same value which is received in the corresponding request.

6.3.2.6.x.2.2	Media session set up procedure for eiRTCW client terminating case
This clause describes the procedure that the eiRTCW client terminates a media session set up. Figure 6.3.2.6.x.2.2-1 shows media session set up flow between an eiRTCW client and a WSF.
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Figure 6.3.2.5.x.2.2-1:	eiRTCW client terminated media session set up
The detailed procedure is as follows.
1.	The WSF sends Media session set up request to the eiRTCW entity. The request is required to include [Message type: request], [Method name: media session set up], [Transaction ID], [Resource ID], [Media session ID], [SDP offer] and is allowed to include [Supported feature], [Require feature], [Media session state], [Asserted originating eiRTCW entity ID], [User data]. If the WSF receives [Pre offer description] or [SDP offer] in the request which triggers the request sent to the eiRTCW client, the received [Pre offer description] or [SDP offer] is set to [SDP offer] which is sent out in the request. If the WSF does not receive neither [Pre offer description] nor [SDP offer], the WSF is required to create the [SDP offer] based on the local configuration.
NOTE:	The [Transaction ID] is newly generated for the request by the WSF. The [Media session ID] is also generated for the media session by the WSF.
2.	The eiRTCW client sends Media session set up response to the WSF. If the session set up request is successfully processed, the response is required to include [Message type: response], [Method name: media session set up], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [User data]. If the session set up request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session set up], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data]. The [Media session ID] is required to be set to the same value which is received in the corresponding request.

6.3.2.6.x.2.3	Media session set up procedure between WSFs
This clause describes the media session set up procedure between WSFs. Figure 6.3.2.6.x.2.2-1 shows media session set up flow between WSFs.
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Figure 6.3.2.6.x.2.2-1:	Media session set up between WSFs
The detailed procedure is as follows.
1.	The originating side WSF (O-WSF) sends Media session set up request to the terminating side WSF(T-WSF). The request is required to include [Message type: request], [Method name: media session set up], [Transaction ID], [Resource ID], [Media session ID], [SDP offer] and is allowed to include [Supported feature], [Require feature], [Pre offer description], [Preferred originating eiRTCW entity ID], [User data]. If the O-WSF receives [Pre offer description] in the request which triggers the request sent to the T-WSF, the received [Pre offer description] is set to [SDP offer] which is sent out in the request. If the WSF does not receive [Pre offer description], the WSF is required to create the [SDP offer] based on the local configuration.
NOTE:	The [Transaction ID] is newly generated for the request by the WSF. The [Media session ID] is also generated for the media session by the WSF.
2.	The T-WSF sends Media session set up response to the O-WSF. If the session set up request is successfully processed, the response is required to include [Message type: response], [Method name: media session set up], [Transaction ID], [Success : true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. If the session set up request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session set up], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data]. The [Media session ID] is required to be set to the same value which is received in the corresponding request.
3.	The T-WSF interacts with the eiRTCW entity behind the T-WSF to set up the media session with the eiRTCW entity indicated by the [resource ID] in the received request.
4.	The T-WSF sends Media session update request to the O-WSF. The request is required to include [Message type: request], [Method name: media session update], [Transaction ID], [Media session ID], [SDP answer] and is allowed to include [Supported feature], [Require feature], [Media session state], [Asserted terminating eiRTCW entity ID], [User data]. The [Media session ID] is required to be set to the value which indicates the target media session (in this step, the value is set to the value received in the corresponding media session set up request).
5.	The O-WSF sends Media session update response to the T-WSF. If the session update request is successfully processed, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [User data]. If the session update request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data]. The [Media session ID] is required to be set to the same value which is received in the corresponding request.
6.3.2.6.x.3	Media session update procedure
This clause describes the media session update procedure for eiRTCW entities.
6.3.2.6.x.3.1	SDP modification procedure for eiRTCW client originating case
This clause describes the procedure that the eiRTCW client initiates a media session update procedure for SDP modification. Figure 6.3.2.6.x.3.1-1 shows media session update flow between an eiRTCW client and a WSF.
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Figure 6.3.2.6.x.3.1-1:	eiRTCW client initiated SDP modification
The detailed procedure is as follows.
1.	The eiRTCW client sends Media session update request to the WSF. The request is required to include [Message type: request], [Method name: media session update], [Transaction ID], [Media session ID], [SDP offer] and is allowed to include [Supported feature], [Require feature], [Preferred originating eiRTCW entity ID], [User data]. The [Media session ID] is required to be set to the value which indicates the target media session.
2.	The WSF sends Media session update response to the eiRTCW client. If the session set up request is successfully processed, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. If the session set up request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data].
3.	The WSF interacts with the eiRTCW entity behind the WSF to modify the target media session indicated by [Media session ID] in the received request.
4.	The WSF sends Media session update request to the eiRTCW client. The request is required to include [Message type: request], [Method name: media session update], [Transaction ID], [Media session ID]. [SDP answer] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. The [Media session ID] is required to be set to the value which indicates the target media session (in this step, the value is set to the value received in the corresponding media session update request).
5.	The eiRTCW client sends Media session update response to the WSF. If the session update request is successfully processed, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [User data]. If the session update request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data]. The [Media session ID] is required to be set to the same value which is received in the corresponding request.

6.3.2.6.x.3.2	SDP modification procedure for eiRTCW entity terminating case
This clause describes the procedure that the WSF initiates a media session update procedure.
Editor’s Note: Details need to be described.
6.3.2.6.x.3.3	SDP modification procedure between WSFs
This clause describes the procedure that the WSF initiates a media session update procedure.
Editor’s Note: Details need to be described.
6.3.2.6.x.3.4	Media resource modification procedure for eiRTCW client originating case
This clause describes the procedure that the eiRTCW client initiates a media session update procedure for media resource modification. Figure 6.3.2.6.x.3.4-1 shows media session update flow between an eiRTCW client and a WSF.
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Figure 6.3.2.6.x.3.4-1:	eiRTCW client initiated media resource modification
The detailed procedure is as follows.
1.	The eiRTCW client sends Media session update request to the WSF. The request is required to include [Message type: request], [Method name: media session update], [Transaction ID], [Media session ID], [Resource ID] and is allowed to include [Supported feature], [Require feature], [Preferred originating eiRTCW entity ID], [User data].
2.	The WSF sends Media session update response to the eiRTCW client. If the session set up request is successfully processed, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: true], [Media session ID], [SDP offer] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. If the session set up request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data].
NOTE:	This procedure expects the WSF knows the SDP information of media resource indicated by the [Resource ID].
3.	The eiRTCW client sends Media session update request to the WSF. The request is required to include [Message type: request], [Method name: media session update], [Transaction ID], [Media session ID]. [SDP answer] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. The [Media session ID] is required to be set to the value which indicates the target media session (in this step, the value is set to the value received in the corresponding media session update request).
4.	The WSF sends Media session update response to the eiRTCW client. If the session update request is successfully processed, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. If the session update request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session update], [Transaction ID], [Success: false], [Media session ID] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details], [User data]. The [Media session ID] is required to be set to the same value which is received in the corresponding request.
6.3.2.6.x.4	Media session disconnection procedure
This clause describes the media session disconnection procedure for eiRTCW entities.
6.3.2.6.x.4.1	Media session disconnection procedure for eiRTCW client originating case
This clause describes the procedure that the eiRTCW client initiates a media session disconnection procedure. Figure 6.3.2.6.x.4.1-1 shows media session update flow between an eiRTCW client and a WSF.
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Figure 6.3.2.6.x.3.4-1:	eiRTCW client initiated media session disconnection
The detailed procedure is as follows.
1.	The eiRTCW client sends Media session disconnect request to the WSF. The request is required to include [Message type: request], [Method name: media session disconnect], [Transaction ID], [Media session ID] and is allowed to include [Supported feature], [Require feature], [User data]. The [Media session ID] is required to be set to the value which indicates the target media session.
2.	The WSF sends Media session update response to the eiRTCW client. If the media session disconnect request is successfully processed, the response is required to include [Message type: response], [Method name: media session disconnect], [Transaction ID], [Success: true], [Media session ID] and is allowed to include [Supported feature], [Require feature], [Media session state], [User data]. If the media session disconnect request is rejected or failed to process, the response is required to include [Message type: response], [Method name: media session disconnect], [Transaction ID], [Success: false] and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details].
6.3.2.6.x.4.2	Media session disconnection procedure for WSF originating case
This clause describes the procedure that the WSF initiates a media session disconnection procedure. 
6.3.2.6.x.4.3	Parameters for media session modification
This clause describes the parameters for media session modification procedure.
Editor’s Note: Parameters need to be described.
6.3.2.6.x.5	Information query procedure
This clause describes the information query procedure for eiRTCW entities. This method provides the alternative to the information queries on RTC-5 interface.
[bookmark: _Hlk130588176]Editor’s Note: Details need to be described.
6.3.2.6.x.5.1	Information query procedure for eiRTCW entities
This clause describes the procedure that an eiRTCW entity sends information query to an eiRTCW entity in the operator network. Figure 6.3.2.6.x.5.1-1 shows information query flow between an eiRTCW entity and a WSF.
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Figure 6.3.2.6.x.3.4-1:	Information query
The detailed procedure is as follows.
1.	The eiRTCW entity sends Get information request to the WSF. The request is required to include [Message type: request], [Method name: get information], [Transaction ID] and is allowed to include [Supported feature], [Require feature], [Resources]. The [Resources] indicates the information which the eiRTCW entity want to get.
2.	The WSF sends Get information response to the eiRTCW entity. If the Get information request is successfully processed, the response is required to include [Message type: response], [Method name: get information], [Transaction ID], [Success: true] and is allowed to include [Supported feature], [Require feature], [Resources]. The [Resources] includes the information which the eiRTCW entity queried. If the get information request is rejected or failed to process, the response is required to include [Message type: response], [Method name: get information], [Transaction ID], [Success: false], and is allowed to include [Unsupported feature], [Retry after timer], [Problem Details].

6.3.2.6.x	End-to-end procedure for inter-operator service realization
Editor’s Note: Details need to be described.

6.3.2.7	Information Elements
6.3.2.7.1	General
This clause provides descriptions for Information Elements which are used in the eiRTCW signalling messages.
6.3.2.7.2	Information Elements in the request message
This clause provides descriptions for Information Elements which are used in the request messages.
Table 6.3.2.7.2-1: Common Information Elements for requests
	Information element
	Status
	Description

	Message type
	M
	The type of the message. It is required to be set to "response"

	Method
	M
	The method of the request corresponding to the response.

	Transaction identity
	M
	Transaction identity of the pair of request message and response message. It is required to be compliant with the requirements in 6.3.2.6.x.

	Supported feature
	O
	The feature(s) supported by the eiRTCW entity.

	Required feature
	O
	The feature(s) required to process the request. If even one of the features is not applicable at the eiRTCW entity which receives the request, the request is required to be rejected.

	Resource ID
	O
	Resource ID indicates the eiRTCW entity or the media resource which is desired to establish the media session by the request.

	Media session ID
	O
	Media session ID indicates the media session between the eiRTCW entities directly connected.

	Pre-offer description
	O
	Pre-offer description indicates the information equal to SDP offer of the eiRTCW entity, however, the SDP offer is not set to the RTCPeerConnection (i.e., setLocalDescription has not been called).

	Offer description
	O
	Offer description indicates the SDP offer for the media session.

	Preferred originating Identity
	O
	The originating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.

	Asserted originating Identity
	O
	The network asserted originating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.

	Preferred terminating identity
	O
	The terminating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.

	Asserted terminating identity
	O
	The network asserted terminating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.

	User data
	O
	Any user data which the user of the eiRTCW entity wants to send in the request. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.



Table 6.3.2.7.2-2: Information Elements for Authentication request
	Information element
	Status
	Description

	WebRTC identity
	M
	The identity of the eiRTCW entity.

	Authentication type
	M
	The type of the authentication method.

	Authorization
	O
	Credential of the eiRTCW entity. If the eiRTCW receives a WWW-Authenticate information elements in the response, the credential is required to be compliant with the credential specified in RFC 9110 [RFC9110].

	> authScheme
	M
	See RFC 9110 [RFC9110].

	> authParam
	O
	See RFC 9110 [RFC9110].

	Authentication
	O
	The credential for bearer authentication.

	Disconnection time to live
	O
	Disconnection time to live indicates the duration which the network keeps the authentication status and media session state related to the eiRTCW entity, if the WebSocket connection is disconnected. In the request, the value indicates the time which the eiRTCW client wants to set.




6.3.2.7.3	Information Elements in the response message
This clause provides descriptions for Information Elements which are used in the response messages.
Table 6.3.2.7.3-1: Common Information Elements for responses
	Information element
	Status
	Description

	Message type
	M
	The type of the message. It is required to be set to "response"

	Method
	M
	The method of the request corresponding to the response.

	Transaction identity
	M
	Transaction identity of the pair of request message and response message. It is required to be compliant with the requirements in 6.3.2.6.x.

	Success
	M
	Success indicates the result of the request processing. If the request is accepted, "Success" is set to "true". If the request is not accepted, "Success" is set to "false".

	Supported feature
	O
	The feature(s) supported by the eiRTCW entity.

	Required feature
	O
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. Required feature is not allowed to include the feature(s) is not included in the Supported feature information element in the corresponding request.

	Media session ID
	O
	Media session ID indicates the media session between the eiRTCW entities directly connected.
In the response, the value is copied from the corresponding request.

	Media session state
	O
	Media session state indicates the state of the media session. Only eiRTCW server is allowed to include this information element.

	Offer description
	O
	Offer description indicates the SDP offer for the media session.

	Answer description
	O
	Answer description indicates the SDP answer to the received SDP offer in the received corresponding request.

	Preferred originating Identity
	O
	The originating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.

	Asserted originating Identity
	O
	The network asserted originating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.

	Preferred terminating identity
	O
	The terminating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.

	Asserted terminating identity
	O
	The network asserted terminating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.

	Unsupported feature
	O
	The feature(s) which is included in the Required feature information element of the received request, however, which is not supported by the eiRTCW entity sending the response,

	Retry after
	O
	Retry after indicates the wait time to send next request to the entity which indicates this information element.

	Problem details
	O
	Problem details indicates the detailed information of the failure reason.

	User data
	O
	Any string which the user of the eiRTCW entity wants to send in the response. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.



Table 6.3.2.7.3-2: Information Elements for Authentication response
	Information element
	Status
	Description

	Expires
	M
	Expires indicates the duration which the authentication is valid. The eiRTCW entity received the information element is required to send re-authentication within the duration.

	WebRTC re-Auth credential
	O
	The credential to restore the authentication status and the media session status when the WebSocket connection is re-connected due to an unexpected disconnection. This is valid during the time indicated in the "Disconnection time to live" in the same response.

	WWW-Authenticate
	O
	See RFC 9110 [RFC9110].

	> authentication scheme
	M
	See RFC 9110 [RFC9110].

	> realm
	O
	See RFC 9110 [RFC9110].

	> domain
	O
	See RFC 9110 [RFC9110].

	> nonce
	O
	See RFC 9110 [RFC9110].

	> uri
	O
	See RFC 9110 [RFC9110].

	> 1op
	O
	See RFC 9110 [RFC9110].

	> nc
	O
	See RFC 9110 [RFC9110].

	> cnonce
	O
	See RFC 9110 [RFC9110].

	> response
	O
	See RFC 9110 [RFC9110].

	> opaque
	O
	See RFC 9110 [RFC9110].

	> stale
	O
	See RFC 9110 [RFC9110].

	> algorythm
	O
	See RFC 9110 [RFC9110].

	Disconnection time to live
	O
	Disconnection time to live indicates the duration which the network keeps the authentication status and media session state related to the eiRTCW entity, if the WebSocket connection is disconnected. In the response, the value indicates the time duration which the eiRTCW server decided to set.



6.3.2.7.4	Application specific Information Elements in a request/response message
The eiRTCW entity is allowed to include application specific Information Elements in any request and response message. The application specific Information Elements is required to be unique and distinguished from the Information Elements specified in 3GPP.

6.9	Solution #8: Details of signalling protocol
6.9.1	Solution description
This solution addresses key issue #8.
This clause describes a control plane signalling protocol for WebRTC-based immersive RTC session management supporting inter-operator connection (i.e., collaboration scenario 4 in TS 26.506 [TS26506]) based on the architecture described in clause 6.2 and requirements for eiRTCW C-Plane signalling in clause 6.3.
6.9.2	Overview
6.9.2.1	General
The control plane signalling protocol for WebRTC-based immersive RTC session management is described as eiRTCW signalling protocol.
eiRTCW signalling protocol supports following connection pattern.
-	user equipment - operator network (User to Network interface)
-	CP equipment - operator network (User to Network interface)
-	operator network - operator network (Network to Network interface)
-	operator network – service provider network (Network to Network interface)
Editor’s Note: A figure shows connection pattern will be added.
eiRTCW signalling protocol supports following functionalities to support WebRTC-based immersive RTC session management.
-	eiRTCW server discovery
-	C-Plane transport management
-	Transaction management
-	Authentication (Service registration)
-	Media session management
-	Resource/endpoint discovery
-	Feature negotiation
-	QoS control
6.9.2.2	Basic connection model
eiRTCW signalling protocol is designed as trapezoid model as shown in Figure 6.9.3.2-1.
[image: ]
Figure 6.9.2.2-1:	Basic trapezoid model of eiRTCW
WebRTC Signalling Function (WSF) and WebRTC Media Centre Function (WMCF) in the network are responsible for providing reliable high-quality iRTC services.
WSF terminates all signalling messages from WebRTC endpoints and other WSFs. This behaviour is equivalent to the behaviours of a back-to-back user agent (B2BUA) in SIP specified in IETF RFC3261 [RFC3261]. By manipulating all signalling messages, the WSF fully manages the connection and provides QoS interacting with 5GC and WMCF.
WMCF involves all media/data paths of endpoints excluding when a direct media session is established between the WebRTC endpoints. The WMCF can control and monitor all media/data sessions.
6.9.2.3	Client-Server model
The eiRTCW signalling protocol adopts client-server model between two entities (i.e., between an eiRTCW client and a eiRTCW server, between eiRTCW servers). Figure 6.9.2.3-1 shows an example between an eiRTCW entities and an eiRTCW server. The eiRTCW client only sees a single entity (i.e., an eiRTCW server in the network). The eiRTCW server takes care of everything behind the server toward the final eiRTCW entity which the media session is connected to. It is same for the case between eiRTCW servers.
[image: ]
Figure 6.9.2.3-1:	Example of Client – server model for eiRTCW protocol design
6.9.2.4	Signalling principle
eiRTCW signalling protocol is message-exchange-based protocol. The method of eiRTCW signalling protocol consists of a request message and a response message to the request message. When the eiRTCW entity receives a request, the eiRTCW entity is required to send a response to the received request. The request message and a response message are required to be terminated between directly connected eiRTCW entities (e.g., eiRTCW client and WSF). When the request needs to be sent to the eiRTCW entity(s) behind the WSF for further interaction, the WSF is required to:
-	generate a request corresponding to the received request based on the received information, and
-	send the generated request to the appropriate eiRTCW entity.
When a request message needs further interaction with an eiRTCW entity behind a WSF, the WSF identifies the eiRTCW entity based on the registered information.
NOTE: The information needs to be registered is described in clause 6.9.8.1.2.
6.9.2.5	Transaction management
[bookmark: _Hlk131340198]eiRTCW signalling protocol is message transaction base protocol. eiRTCW signalling protocol transaction consists of a single request and a response corresponding to the request over the direct WeSocket connection between eiRTCW entities.
The pair of a request and a response corresponding to the request is identified as transaction by transaction identifier (ID). Therefore, all eiRTCW signalling protocol message is required to include Transaction ID which is unique on the WebSocket connection between the eiRTCW entities. Transaction ID is generated when the eiRTCW entity creates a new request message and required to be set into the request. The response corresponding to the request is required to include the same transaction ID of the corresponding request.
If the eiRTCW entity received two or more request which has same transaction ID of the first received request, these requests are processed as the re-transmission of the first received request.
Editor’s Note: How to detects the failure is FFS.
6.9.2.6	SDP offer/answer principle
Media session(s) between eiRTCW entities is established/modified by SDP offer/answer negotiation. There are several SDP offer/answer negotiation patterns for eiRTCW media session set up:
-	An eiRTCW entity establishes a media session with a media resource which provides a service content (e.g., Metaverse)
-	An eiRTCW entity establishes a media session with other eiRTCW entity for 1-to-1 by-directional communication like telephony service.
Regarding the first pattern, there is a possible requirement that an eiRTCW entity in an operator/service provider network needs to send SDP offer of an active content to the eiRTCW entity which initiates the session set up procedure. On the other hand, regarding the second pattern, the eiRTCW entity which initiates the session set up procedure is recommended to include its media capability information in the session set up request. Therefore, an eiRTCW client: 
-	is not allowed to include an SDP offer in the session set up request so that the eiRTCW entity in the network can send an SDP offer in the subsequent eiRTCW signalling message.
-	is recommended to include a media description equal to an SDP offer in the media session set up request. In this protocol, the media description is defined as [pre-SDP-offer]. [pre-SDP-offer] is not allowed to be set as the SDP offer in local (i.e., the eiRTCW client is not allowed to use the media description for setLocalDescription) till the eiRTCW client receives an SDP answer corresponding to the [pre-SDP-offer]. When the eiRTCW client receives an SDP offer from the WSF in the media session set up procedure, the eiRTCW client is required to discard the [pre-SDP-offer] information, create an SDP answer to the received SDP offer and send it to the WSF.
A metadata for supplementary information of the SDP is available for SDP offer (including [pre-SDP-offer]). This metadata is allowed to include following information as SDP metadata:
-	media description
-	stream identifier:		indicates the corresponding media stream id in the SDP offer.
-	connection target of the media stream:		indicates the handling of the media stream.
-	preferred style of the content:		indicates the preferred style for displaying the content.
-	media source information
-	display text:		indicates a text as a display name related to the media source.
-	display image:		indicates the an image for display (URL of the content).
-	media resource identity:		indicates the media resource identity of the media stream.

6.9.2.7	Identities
eiRTCW signalling protocol defines following identities.
-	eiRTCW user identity:
An identity of a user who subscribes to the eiRTCW service. This identity is used for C-plane signalling to identify the eiRTCW entity which is connected to. The eiRTCW user identity is required to have the form username@domain.
-	eiRTCW media resource identity:
An identity of a eiRTCW media resource. This identity is used for identification of media resource of eiRTCW entity. The eiRTCW media resource identity is required to have the form username@domain.
6.9.2.x	Feature Negotiation
eiRTCW signalling protocol provides feature negotiation mechanism in a request-response exchange.
An eiRTCW entity is allowed to indicate the supported feature(s) information to other eiRTCW entity in a request or a response.
An eiRTCW entity is allowed to require the use of the feature(s) for the service by including the required feature(s) information in the request. The eiRTCW entity which receives the request requiring the use of the feature is allowed to accept or reject the required feature(s). If the eiRTCW entity rejects the required feature(s) due to non-support of the feature, the eiRTCW entity is required to indicate the feature(s) which is not supported by the eiRTCW entity in the response corresponding to the received request.
An eiRTCW entity is allowed to require the use of a feature(s) for the service by including the required feature(s) information in the response. An eiRTCW entity is not allowed to require the feature(s) which is not indicated in the supported feature information of the corresponding request.
6.9.2.x	Interface Definition Language (IDL)
AsyncAPI [AsyncAPI] is required to be used as Interface Definition Language (IDL) for the eiRTCW signalling interfaces.
6.9.3	eiRTCW Architecture Overview
6.9.3.1	General
eiRTCW architecture is described in clause 6.2. The definition and supported functionality of functional entities are described in clause 6.2.
6.9.3.2	eiRTCW C-Plane connection pattern
The following connection patterns for C-Plane signalling need to be considered for eiRTCW signalling protocol.
-	User Client - Operator network:
An eiRTCW client on an user client connects to an eiRTCW server in the operator network for using services (e.g., call, join a conference, play a game).
-	Content provider - Operator network:
An eiRTCW entity of a content provider connects to eiRTCW server in the operator network for providing services to users. In this pattern, the eiRTCW entity in the content provider network acts as a eiRTCW client.
-	Operator network – Operator network:
An eiRTCW server in an operator network connects an eiRTCW server in another network for service interconnection. This connection pattern includes the case the servers in the same network.

Figure 6.9.3.4-1:	Connection patterns of eiRTCW C-plane
6.9.3.3	Media session (eiRTCW U-plane) connection pattern
Media session is a eiRTCW U-plane connection which is established by C-Plane signalling. eiRTCW signalling protocol supports the following media session connection patterns.
-	User client - Operator network (with MGW) - Media resource (owned by the operator network):
An eiRTCW client establishes a media session(s) with an eiRTCW media resource(s) via a media gateway (such as WMCF). The media gateway and the eiRTCW media resource is owned by the operator network which the eiRTCW client registered to.
-	User client - Operator network (with MGW) - Media resource (owned by a CP connected to the operator network):
An eiRTCW client establishes a media session(s) with an eiRTCW media resources via a media gateway (such as WMCF). The media gateway is owned by the operator network which the eiRTCW client registered to. The iRTCW media resource is owned by a content provider connecting to the operator network which the eiRTCW client registered to.
-	User client - Operator network (with MGW) - User client (registered to the same operator network):
An eiRTCW client establishes a media session(s) with an eiRTCW client via a media gateway (such as WMCF). Both of eiRTCW clients registered to the same operator network. The media gateway is owned by the operator network which the eiRTCW client registered to.
-	User client - Operator network (without MGW) - User client (registered to the same operator network):
An eiRTCW client establishes a media session(s) with an eiRTCW client without media gateway (i.e., Peer-to-Peer connection). Both of eiRTCW clients registered to the same operator network.
-	User client (registered to operator network A) - Operator network A - Operator network B - Media resource (owned by operator network B):
An eiRTCW client establishes a media session(s) with an eiRTCW media resource(s) via media gateways and a network-to-network interface. The eiRTCW media resource is owned by the operator network different from the operator network which the eiRTCW client registered to.
-	User client (registered to operator network A) - Operator network A - Operator network B - Media resource (owned by CP connected to operator network B):
An eiRTCW client establishes a media session(s) with an eiRTCW media resource(s) via media gateways and a network-to-network interface. The iRTCW media resource is owned by a content provider connecting to the operator network different from the operator network which the eiRTCW client registered to.
-	User client (registered to operator network A) - Operator network A - Operator network B - User client (registered to operator network B):
An eiRTCW client establishes a media session(s) with an eiRTCW client via media gateways and a network-to-network interface. Each eiRTCW client is registered to a different operator network.

Figure 6.9.3.5-1:	Connection patterns of media session
6.9.4	Transport
6.9.4.1	General
The signalling massage is required to be sent over WebSocket as described in the permanent document of iRTCW [iRTCW_PD]. The WebSocket URI is required to be consistent with the URI structure specified in the permanent document of iRTCW [iRTCW_PD] and clause 6.9.5 in this document.
Editor’s Note: The reference for iRTCW document is updated to 3GPP TS 26.113 [TS26113], when the corresponding description is implemented in 3GPP TS 26.113 [TS26113].
6.9.4.1.1	WebSocket connection establishment
Only one WebSocket connection is established between two eiRTCW entity. eiRTCW entity is not allowed to establish two or more WebSocket connection with a single eiRTCW entity. There are three patterns to establish WebSocket connection between eiRTCW entities.
-	Between an eiRTCW client and a WSF:
An eiRTCW client is required to establish a WebSocket connection with a WSF according to IETF RFC 6455 [RFC6455].
-	Between an eiRTCW client in a content provider and a WSF:
An eiRTCW client in a content provider is required to establish a WebSocket connection with a WSF in an operator network according to IETF RFC 6455 [RFC455].
-	Between WSFs:
A WSF in an operator network is required to establish a WebSocket connection with a WSF in another operator network according to IETF RFC 6455 [RFC6455]. The WSF which initiates the WebSocket connection is determined based on the inter-operator agreement. If the WSFs are in the same operator network, the WSF which initiates the WebSocket connection is determined based on the operator policy
An eiRTCW entity is allowed to send an eiRTCW request on a WebSocket connection, regardless of whether the eiRTCW entity initiated the WebScoket connection or not.
An eiRTCW entity is allowed to send multiple requests for different purpose (e.g., establish/modify different media session, use different service) in parallel on the single WebSocket connection.
If the eiRTCW entity re-establishes the WebSocket connection with the WSF after the unexpected closure of WebSocket connection, the eiRTCW entity is required to process the WebSocket connection establishment procedure according to the closure reason, the information received from WSF.
Editor’s Note: Details of handling of unexpected closure is FFS.
6.9.4.1.2	WebSocket connection keep alive
The Ping frame and Pong frame specified in IETF RFC 6455 [RFC6455] are used for WebSocket connection keep alive. An WebSocket server is required to send a Ping frame to an WebSocket client on an WebSocket connection. Upon receipt of a Ping frame, WebSocket client is required to send pong frame to the WebSocket server as soon as possible. An WebSocket client is allowed to send a Ping frame to an WebSocket server on an WebSocket connection. Upon receipt of a Ping frame, WebSocket server is required to send pong frame to the WebSocket client as soon as possible.
Editor’s Note: Whether an application level keep alive method is necessary or not is FFS.
6.9.4.1.3	WebSocket connection closure
When the eiRTCW client detects the failure of sending/receiving signalling message to/from the WSF (e.g., due to loss of IP connectivity), the eiRTCW client needs to close the WebSocket connection according to IETF RFC 6455 [RFC6455].
Editor’s Note: How to detects the failure is FFS.
When the WSF detects the following events, the WSF needs to close the WebSocket connection according to IETF RFC 6455 [RFC6455].
-	Expiration of registration period
-	Failure of application level keep alive
-	Server internal error
6.9.5	Protocol and version identification
The protocol name and the protocol version for eiRTCW signalling protocol is required to be included in the WebSocket URI path as described in the permanent document of iRTCW [iRTCW_PD] as follows.
Editor’s Note: The reference for iRTCW document is updated to 3GPP TS 26.113 [TS26113], when the corresponding description is implemented in 3GPP TS 26.113 [TS26113].
{protocolRoot}/<protocolName>/<protocolVersion>
The WebSocket URI of the present version of eiRTCW signalling protocol is required be set as follows:
-	<protocolName> is set to "3gpp-[eiRTCW]"
-	<protocolVersion> is set to "v1"
NOTE:	{protocolRoot} is set as specified in iRTCW [iRTCW_PD] (i.e., wss schema is used)
The present version of eiRTCW signalling protocol, the Sec-WebSocket-Protocol header field with "3gpp.[eiRTCW].v1" subprotocol identifier is required to be included in the HTTP upgrade request.
NOTE: IANA registration is required for new subprotocol identifier in normative phase.
Editor’s Note: Protocol name and its acronym are FFS.
6.9.6	Discovering eiRTCW server
An eiRTCW entity is required to be capable to find an eiRTCW server (i.e., WSF) where eiRTCW signalling messages are sent to.
Editor’s Note: The WSF discovery mechanisms for eiRTCW are FFS.
6.9.7	eiRTCW signalling messages
6.9.7.1	General
The JavaScript Object Notation (JSON) format as described in IETF RFC 8259 [RFC8259] is required to be used for encoding/decoding a payload of eiRTCW signalling message. Then default content type is required to be "application/json".
6.9.7.2	Signalling message definition
An eiRTCW signalling message format is required to be JSON object including CRLF at the end of the object.
All eiRTCW signalling message is required to include following information elements as the first level key of the message.
-	"msgType"
This information element indicates the message type of eiRTCW signalling massage. If the message is request, then msgType information element is set to "request". Otherwise (i.e., the message is response), msgType information element is set to "response".
-	"method"
This information element indicates the method type of eiRTCW signalling message. The method supported by eiRTCW signalling protocol is defined in Table 6.9.7.3-1 of this document.
-	"transactionId"
This field indicates the transaction ID of the eiRTCW signalling message. The value is required to be set according to Table 6.9.7.4.4.1-1.
An eiRTCW signalling message is allowed to include information elements described in clause 6.9.7.4.
An eiRTCW signalling message is allowed to include information elements which are not described in this document. The information element which is not described in this document is required to be used as described in clause x.x.x.x.
An eiRTCW entity is allowed to ignore any information elements which are not required to be processed in this document unless the eiRTCW entity uses the information element for the requested service.
6.9.7.3	Supported methods
eiRTCW signalling protocol supports the methods as shown in Table 6.9.7.3-1. Each method consists of a single request and a response to the request.
Table 6.9.7.3-1: Supported methods description
	Method
	Message
	Message type
	Description

	Authentication
	auth
	Request
	A request message used for authentication and registration.

	
	
	Response
	A response message used for authentication and registration.

	Media session set up
	msetup
	Request
	A request message used for media session set up.

	
	
	Response
	A response message used for media session set up.

	Media session update
	mupdate
	Request
	A request message used for media session update/modification.

	
	
	Response
	A response message used for media session update/modification.

	Media session disconnection
	mdisc
	Request
	A request message used for media session disconnection.

	
	
	Response
	A response message used for media session disconnection..

	Information query
	getinfo
	Request
	A request message used for querying information.

	
	
	Response
	A response message used for providing the imformation queried.

	Application specific method
	<application specific> (NOTE)
	Request
	A request message specified by the application.

	
	
	Response
	A response message specified by the application.

	NOTE:	An application specific method and Message ID are specified by the application service according to the rule described in clause x.x.x of this document.



6.9.7.4	Information elements included in message
6.9.7.4.1	General
This clause defines the information elements included in a signalling message, and these data type. The detailed usage of the information element is described in the clause for each signalling message procedure.
NOTE:	As a convention, data types in the present specification are written with an upper-case letter in the beginning. Parameters are written with a lower-case letter in the beginning. As an exception, data types that are also defined in AsyncAPI [AsyncAPI] can use a lower-case case letter in the beginning for consistency.
6.9.7.4.2	Common data type of information elements
Table 6.9.7.4.2-1 lists common information elements and data type of these information elements which applicable in several messages.
Table 6.9.7.4.2-1: Common data types of information element
	Data type
	Section defined
	Description
	Applicability (NOTE)

	TransactionId
	6.9.7.4.4.1
	Transaction ID for the transaction.
	

	SupportedFeature
	FFS
	
	

	UnsupporedFeature
	FFS
	
	

	RequireFeature
	FFS
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. required feature is not allowed to include the feature(s) is not included in the Supported feature information element in the corresponding request.
	

	RetryAfter
	6.9.7.4.4.1
	This information element the wait time to send next request to the entity which indicates this information element.
	

	WebrtcId
	6.9.7.4.4.1
	
	

	AuthType
	6.9.7.4.4.2
	
	

	Authentication
	6.9.7.4.4.1
	
	

	Success
	6.9.7.4.4.1
	
	

	Expires
	6.9.7.4.4.1
	
	

	WebrtcReauthCredential
	6.9.7.4.4.1
	
	

	WwwAuthenticate
	6.9.7.4.3.1
	
	

	Authorization
	6.9.7.4.3.2
	
	

	DisconnectTtl
	6.9.7.4.4.1
	
	

	ProblemDetails
	6.9.7.4.3.3
	
	

	ResourceId
	6.9.7.4.4.1
	
	

	MediaSessionId
	6.9.7.4.4.1
	
	

	MediaSessionState
	6.9.7.4.4.3
	
	

	PreferredOid
	FFS
	This information element indicates the originating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.
	

	AssertedOid
	FFS
	This information element indicates the network asserted originating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	PreferredTid
	FFS
	This information element indicates the terminating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.
	

	AssertedTid
	FFS
	This information element indicates the network asserted terminating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	PreferredAssertedId
	6.9.7.4.3.4
	
	

	UserData
	FFS
	
	

	PreOfferDesc
	
	
	

	PreferredAsseredIdLocale
	6.9.7.4.3.5
	
	

	OfferDescription
	6.9.7.4.3.6
	
	

	Sdp
	FFS
	
	

	OfferAnswerDesc
	
	
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.3	Structured data types
6.9.7.4.3.1	Type: WwwAuthenticate
This type is required to comply with the provisions defined in table 6.9.7.4.3.1-1.
Table 6.9.7.4.3.1-1: Definition of WwwAuthenticate data type
	IE name
	Data type
	Cardinality
	Description

	authScheme
	string
	1
	See IETF RFC 9110 [rfc9110].

	realm
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	domain
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	nonce
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	uri
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	qop
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	nc
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	cnonce
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	response
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	opaque
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	stale
	string
	0..1
	See IETF RFC 9110 [rfc9110].

	algorithm
	string
	0..1
	See IETF RFC 9110 [rfc9110].



6.9.7.4.3.2	Type: Authorization
This type is required to comply with the provisions defined in table 6.9.7.4.3.2-1.
Table 6.9.7.4.3.2-1: Definition of Authorization data type
	IE name
	Data type
	Cardinality
	Description

	authScheme
	string
	1
	

	authParam
	string
	0..1
	



6.9.7.4.3.3	Type: ProblemDetails
This type is required to comply with the provisions defined in table 6.9.7.4.3.3-1.
Table 6.9.7.4.3.3-1: Definition of ProblemDetails data type
	IE name
	Data type
	Cardinality
	Description

	type
	string
	0..1
	This IE includes a URI reference as specified in IETF RFC 7807 [RFC7807]

	title
	string
	0..1
	This IE includes a short, human-readable summary of the problem type as specified in IETF RFC 7807 [RFC7807]

	status
	number
	1
	This IE includes the HTTP status code as specified in IETF RFC 7807 [RFC7807]
For [eiRTCW signalling protocol], the following status codes are used:
- 401 :
- 403 : 
- 404 :
- 405 : 
- 420 : 
- 481 : 
- 503 : 

	detail
	string
	0..1
	This IE includes a human-readable explanation specific to this occurrence of the problem as specified in IETF RFC 7807 [RFC7807]

	instance
	string
	0..1
	This IE includes a URI reference that identifies the specific occurrence of the problem as specified in IETF RFC 7807 [RFC7807]



6.9.7.4.3.4	Type: PreferredAsseredId
This type is required to comply with the provisions defined in table 6.9.7.4.3.4-1.
Table 6.9.7.4.3.4-1: Definition of PreferredAsseredId data type
	IE name
	Data type
	Cardinality
	Description

	anonymized
	boolean
	0..1
	

	user
	PreferredAssertedIdLocale
	0..1
	

	network
	PreferredAssertedIdLocale
	0..1
	



6.9.7.4.3.5	Type: PreferredAsseredIdLocale
This type is required to comply with the provisions defined in table 6.9.7.4.3.5-1.
Table 6.9.7.4.3.5-1: Definition of PreferredAsseredIdLocale data type
	IE name
	Data type
	Cardinality
	Description

	default
	string
	0..1
	Set to "default" or {ISO 639-1}_{ISO 3166-1 alpha-2}. (e.g., "en_US”, "ja_JP")



6.9.7.4.3.6	Type: OfferDescription
This type is required to comply with the provisions defined in table 6.9.7.4.3.6-1.
Table 6.9.7.4.3.6-1: Definition of OfferDescription data type
	IE name
	Data type
	Cardinality
	Description

	sdp
	Sdp
	1
	

	sdpMetadata
	SdpMetadata
	0..1
	



6.9.7.4.3.7	Type: SdpMetadata
This type is required to comply with the provisions defined in table 6.9.7.4.3.7-1.
Table 6.9.7.4.3.7-1: Definition of SdpMetadata data type
	IE name
	Data type
	Cardinality
	Description

	mediaDespription
	Array(MediaDescription)
	1..N
	

	mediaSource
	Array(MediaSource
	0..N
	Supplementary information of the media stream. This is allowed to include a name of the media source, an image of the media source, an user/media resource ID of the media resource



6.9.7.4.3.8	Type: MediaDescription
This type is required to comply with the provisions defined in table 6.9.7.4.3.8-1.
Table 6.9.7.4.3.8-1: Definition of MediaDescription data type
	IE name
	Data type
	Cardinality
	Description

	mid
	number
	1
	

	connectTo
	ConnectTo
	0..1
	- "audioin”
- "audioout”
- "videoin”
- "display”

	mediaSourceId
	string
	0..1
	This information element is set to the mediaSourceId of the corresponding media resource.

	preferredStype
	PreferredStyle
	0..1
	



6.9.7.4.3.9	Type: MediaSource
This type is required to comply with the provisions defined in table 6.9.7.4.3.9-1.
Table 6.9.7.4.3.9-1: Definition of MediaSource data type
	IE name
	Data type
	Cardinality
	Description

	mediaSourceId
	string
	1
	

	displayText
	string
	0..1
	

	displayImage
	url
	0..1
	

	contactId
	resourceId
	0..1
	




6.9.7.4.4	Simple data types and Enumerations
6.9.7.4.4.1	Simple data types
Table 6.9.7.4.4.1-1: Simple data types applicable to several APIs
	Type name
	Description

	TransactionId
	TransactionId is required to be 64-bit unsigned integer and unique for all transactions on the WebSocket connection. Transaction ID is not allowed to be reused for another transaction on the WebSocket connection. To avoid collision of Transaction ID among different transactions, eiRTCW entity is required to generate a Transaction ID as follows:
-	the eiRTCW entity acting as WebSocket client on the WebSocket connection is required to generate even-numbered transaction ID. Transaction ID for an initial request on a WebSocket connection is required to be set to "0".
-	the eiRTCW entity acting as WebSocket server on the WebSocket connection is required to generate odd-numbered transaction ID. Transaction ID for an initial request on a WebSocket connection is required to be set to "1".
-	Transaction ID is incremented by "2", when the transaction ID is issued for a new transaction on the WebSocket connection.

	RetryAfter
	Unsigned 32-bit integers.

	WebrtcId
	String containing a user identifier followed by "@" and a domain identifier. Both the user identifier and the domain identifier is required to be encoded as strings that do not contain any "@" characters.

	Authentication
	

	Success
	boolean

	Expires
	Unsigned 64-bit integer identifying the valid duration of the authentication.

	WebrtcReauthCredential
	

	DisconnectTtl
	Unsigned 64-bit integer.

	ResourceId
	

	MediaSessionId
	



6.9.7.4.4.2	Enumeration: AuthType
Table 6.9.7.4.4.2-1: Enumeration AuthType
	Enumeration value
	Description
	Applicability (NOTE)

	bearer
	The authentication request intends to use bearer authentication.
	

	basic
	The authentication request intends to use basic authentication.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.4.3	Enumeration: MediaSessionState
Table 6.9.7.4.4.3-1: Enumeration MediaSessionState
	Enumeration value
	Description
	Applicability (NOTE)

	accepted
	
	

	connecting
	
	

	connected
	
	

	updating
	The media session is under re-offer/answer negotiation.
	

	disconnected
	
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.4.4	Enumeration: ConnectTo
Table 6.9.7.4.4.4-1: Enumeration ConnectTo
	Enumeration value
	Description
	Applicability (NOTE)

	audioin
	The media stream is connected to an audio input device (e.g., Microphone) on the eiRTCW entity receiving the SDP offer.
	

	audioout
	The media stream is connected to an audio output device (e.g., Microphone) on the eiRTCW entity receiving the SDP offer.
	

	videoin
	The media stream is connected to a video input device (e.g., Microphone) on the eiRTCW entity receiving the SDP offer.
	

	display
	The media stream is connected to a video output device (e.g., Microphone) on the eiRTCW entity receiving the SDP offer.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.4.5	Enumeration: PreferredStyle
Table 6.9.7.4.4.4-5: Enumeration PreferredStyle
	Enumeration value
	Description
	Applicability (NOTE)

	mainview
	
	

	thumbnail
	
	

	screenshare
	
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5	Information elements for each message
This clause defines the information elements included in the signalling message payload.
NOTE:	The information element for an application specific message is outside the scope of this document, except mandatory information elements for all request/response messages

6.9.7.4.5.1	Authentication request
Table 6.9.7.4.5.1-1 describes the payload of an auth request message.
Table 6.9.7.4.5.1-1: Payload for auth request message
	Paload name
	Data type
	P
	Cardinality
	Description

	reqAuth
	object
	M
	1
	Payload format of an auth request message.



Table 6.9.7.4.5.1-2 describes the information element structure of reqAuth payload.
Table 6.9.7.4.5.1-2: Definition of reqAuth payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	This information element indicates the message type of the message.
The value is required to be set to "request".
	

	method
	string
	M
	1
	This information element indicates the method type of the message.
The value is required to be set to "auth".
	

	transactionId
	TransactionId
	M
	1
	This information element indicates the transaction ID of the message.
The value is required to be generated as described in Table 6.9.7.4-1.
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) required to process the request. If even one of the features is not applicable at the eiRTCW entity which receives the request, the request is required to be rejected.
	

	webrtcId
	WebrtcId
	M
	1
	This information element indicates the identity of the eiRTCW entity which is requested to be authenticated and registered.
The value is required to be set to the eiRTCW user identity or eiRTCW resource identity. 
	

	authType
	AuthType
	M
	1
	This information element indicates the authentication type is whether "basic” or "bearer".
If HTTP basic authentication is used, the value is required to be set to "basic".
If HTTP bearer authentication is used, the value is required to be set to "bearer”.
	

	authentication
	Authentication
	O
	0..1
	This information element includes the credential token of the eiRTCW entity for HTTP bearer authentication.
	

	authorization
	Authorization
	O
	0..1
	This information element includes the credential of the eiRTCW entity.
If the eiRTCW entity receives the auth response message including wwwAuthenticate information element, then the eiRTCW element is required to include this information element as same as Authorization header field specified in IETF RFC 9110 [RFC9110].
	

	disconnectTtl
	DisconnectTtl
	O
	0..1
	This information element indicates the duration which the network keeps the authentication status and media session state related to the eiRTCW entity, if the WebSocket connection is disconnected.
In the request, the value indicates the time which the eiRTCW client wants to use.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.2	Authentication response
Table 6.9.7.4.5.2-1 describes the payload of an auth response message.
Table 6.9.7.4.5.2-1: Payload for auth response message
	Payload name
	Data type
	P
	Cardinality
	Description

	resAuth
	object
	M
	1
	Payload format of an auth response message.



Table 6.9.7.4.5.2-2 describes the information element structure of resAuth payload.
Table 6.9.7.4.5.2-2: Definition of resAuth payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	The type of the message. It is required to be set to "response"
	

	method
	string
	M
	1
	The method of the request corresponding to the response.
	

	transactionId
	TransactionId
	M
	1
	Transaction identity which is assigned for the pair of request message and response message.
	

	success
	Success
	M
	1
	The result of the request processing. If the request is accepted, this IE is set to "true". If the request is not accepted, this IE is set to "false".
	

	expires
	Expires
	O
	0..1
	The expiration time duration of the authentication.
This information element is required to be set into an auth response message including success information element set to "true"
	

	webrtcRequthCredential
	WebrtcReauthCredential
	O
	0..1
	The credential (token) for the re-authentication when the WebSocket connection is disconnected during the authentication is valid.
This information element is required to be provided with disconnectTtl information element.
	

	disconnectTtl
	DisconnectTtl
	O
	0..1
	This information element indicates the duration which the network keeps the authentication status and media session state related to the eiRTCW entity, if the WebSocket connection is disconnected. In the response, the value indicates the time duration which the WSF decided to use for the authentication.
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. This IE is not allowed to include the feature(s) which is not included in the supportedFeature information element in the corresponding request.
	

	unsupportedFeature
	UnsupportedFeature
	O
	0..1
	The feature(s) which is included in the requireFeature information element of the received request, however, which is not supported by the eiRTCW entity sending the response,
	

	wwwAuthenticate
	WwwAuthenticate
	O
	0..1
	This information element is required to be set when the WSF requires the challenge to the eiRTCW entity for basic authentication.
	

	retryAfter
	RetryAfter
	O
	0..1
	This information element indicates the wait time to send next request to the entity which indicates this information element.
	

	problemDetails
	ProblemDetails
	O
	0..1
	This information element indicates the detailed information of the failure reason.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.3	Media session set up request
Table 6.9.7.4.5.3-1 describes the payload of a msetup request message.
Table 6.9.7.4.5.3-1: Payload for msetup request message
	Payload name
	Data type
	P
	Cardinality
	Description

	reqMSetup
	object
	M
	1
	Payload format of an msetup request message. 



Table 6.9.7.4.5.3-2 describes the information element structure of reqMSetup payload.
Table 6.9.7.4.5.3-2: Definition of reqMSetup payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	This information element indicates the message type of the message.
It is required to be set to "request”.
	

	method
	string
	M
	1
	This information element indicates the method type of the message.
It is required to be set to "msetup”.
	

	transactionId
	TransactionId
	M
	1
	This information element indicates the transaction ID of the message.
The value is required to be generated as described in Table 6.9.7.4-1.
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) required to process the request. If even one of the features is not applicable at the eiRTCW entity which receives the request, the request is required to be rejected.
	

	resourceId
	ResourceId
	M
	1
	The eiRTCW user identity or eiRTCW media resource identity of the eiRTCW entity with which the eiRTCW client wants to connect the media session.
	

	mediaSessionId
	MediaSessionId
	O
	0..1
	
This information element is required to be generated and set by the WSF in the operator network. An eiRTCW client is not allowed to include this information element in the msetup request message.
	

	preOfferDesc
	PreOfferDesc
	O
	0..1
	
This information element is recommended to be when:
- the eiRTCW client originates msetup request message, and
- the WSF sends a msetup request message to another WSF, based on the msetup request message received from eiRTCW client.
	

	offerDesc
	OfferDesc
	O
	0..1
	Offer description indicates the SDP offer for the media session.
An eiRTCW client is not allowed to include in the msetup request message.
	

	preferredOid
	PreferredOid
	O
	0..1
	The originating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.
	

	assertedOid
	AssertedOid
	O
	0..1
	The network asserted originating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	userData
	UserData
	O
	0..1
	Any user data which the user of the eiRTCW entity wants to send in the request. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.4	Media session set up response
Table 6.9.7.4.5.4-1 describes the payload of an msetup response message.
Table 6.9.7.4.5.4-1: Payload for msetup response message
	Payload name
	Data type
	P
	Cardinality
	Description

	resMSetup
	object
	M
	1
	Payload format of an msetup response message.



Table 6.9.7.4.5.4-2 describes the information element structure of resMSetup payload.
Table 6.9.7.4.5.4-2: Definition of resMSetup payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	The type of the message. It is required to be set to "response"
	

	method
	string
	M
	1
	The method of the request corresponding to the response.
	

	transactionId
	TransactionId
	M
	1
	Transaction identity which is assigned for the pair of request message and response message.
	

	success
	Success
	M
	1
	The result of the request processing. If the request is accepted, this IE is set to "true". If the request is not accepted, this IE is set to "false".
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. This IE is not allowed to include the feature(s) which is not included in the supportedFeature information element in the corresponding request.
	

	unsupportedFeature
	UnsupportedFeature
	O
	0..1
	The feature(s) which is included in the requireFeature information element of the received request, however, which is not supported by the eiRTCW entity sending the response,
	

	mediaSessionId
	MediaSessionId
	M
	1
	Media session ID indicates the media session between the eiRTCW entities directly connected.
The media session ID is required to be set the value included in the corresponding request.
	

	mediaSessionState
	MediaSessionState
	O
	0..1
	
	

	offerDesc
	OfferDesc
	O
	0..1
	Offer description indicates the SDP offer for the media session.
	

	answerDesc
	AnswerDesc
	O
	0..1
	Answer description indicates the SDP answer for the media session.
	

	preferredTid
	PreferredTid
	O
	0..1
	The terminating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.
	

	assertedTid
	AssertedTid
	O
	0..1
	The network asserted terminating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	retryAfter
	RetryAfter
	O
	0..1
	This information element indicates the wait time to send next request to the entity which indicates this information element.
	

	problemDetails
	ProblemDetails
	O
	0..1
	This information element indicates the detailed information of the failure reason.
	

	userData
	UserData
	O
	0..1
	Any user data which the user of the eiRTCW entity wants to send in the response. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.5	Media session update request
Table 6.9.7.4.3.5-1 describes the payload of a mupdate request message.
Table 6.9.7.4.5.5-1: Payload for MUpdate request message
	Payload name
	Data type
	P
	Cardinality
	Description

	reqMUpdate
	object
	M
	1
	Payload format of an mupdate request message.



Table 6.9.7.4.5.5-2 describes the information element structure of reqMUpdate payload.
Table 6.9.7.4.5.5-2: Definition of reqMUpdate payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	This information element indicates the message type of the message.
It is required to be set to "request”.
	

	method
	string
	M
	1
	This information element indicates the method type of the message.
It is required to be set to "mupdate”.
	

	transactionId
	TransactionId
	M
	1
	This information element indicates the transaction ID of the message.
The value is required to be generated as described in Table 6.9.7.4-1.
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) required to process the request. If even one of the features is not applicable at the eiRTCW entity which receives the request, the request is required to be rejected.
	

	resourceId
	ResourceId
	O
	0..1
	The eiRTCW user identity or eiRTCW media resource identity of the eiRTCW entity with which the eiRTCW client wants to connect the media session.
	

	mediaSessionId
	MediaSessionId
	M
	1
	This information element is required to be set to the media session ID which indicates the target media session.
	

	mediaSessionState
	MediaSessionState
	O
	0..1
	
	

	offerDesc
	OfferDesc
	O
	0..1
	Offer description indicates the SDP offer for the media session update.
This information element is not allowed to be included in the mupdate request message when resourceId information element is included.
	

	answerDesc
	AnswerDesc
	O
	0..1
	Answer description indicates the SDP answer for the media session.
	

	preferredOid
	PreferredOid
	O
	0..1
	The originating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.
	

	assertedOid
	AssertedOid
	O
	0..1
	The network asserted originating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	preferredTid
	PreferredTid
	O
	0..1
	The terminating eiRTCW client identity which the eiRTCW client wants to indicate to the eiRTCW client with which media session is set up.
	

	assertedTid
	AssertedTid
	O
	0..1
	The network asserted terminating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	userData
	UserData
	O
	0..1
	Any user data which the user of the eiRTCW entity wants to send in the request. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.6	Media session update response
Table 6.9.7.4.5.6-1 describes the payload of an mupdate response message.
Table 6.9.7.4.5.6-1: Payload for mupdate response message
	Payload name
	Data type
	P
	Cardinality
	Description

	resMUpdate
	object
	M
	1
	Payload format of an mupdate response message.



Table 6.9.7.4.5.6-2 describes the information element structure of resMUpdae payload.
Table 6.9.7.4.5.6-2: Definition of resMUpdate payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	The type of the message. It is required to be set to "response"
	

	method
	string
	M
	1
	The method of the request corresponding to the response.
	

	transactionId
	TransactionId
	M
	1
	Transaction identity which is assigned for the pair of request message and response message.
	

	success
	Success
	M
	1
	The result of the request processing. If the request is accepted, this IE is set to "true". If the request is not accepted, this IE is set to "false".
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. This IE is not allowed to include the feature(s) which is not included in the supportedFeature information element in the corresponding request.
	

	unsupportedFeature
	UnsupportedFeature
	O
	0..1
	The feature(s) which is included in the requireFeature information element of the received request, however, which is not supported by the eiRTCW entity sending the response,
	

	mediaSessionId
	MediaSessionId
	M
	1
	This information element is required to be set to the media session ID which indicates the target media session.
	

	mediaSessionState
	MediaSessionState
	O
	0..1
	
	

	offerDesc
	OfferDesc
	O
	0..1
	Offer description indicates the SDP offer for the media session update.
	

	answerDesc
	AnswerDesc
	O
	0..1
	Answer description indicates the SDP answer for the media session.
	

	preferredOid
	PreferredOid
	O
	0..1
	The originating eiRTCW client identity
	

	assertedOid
	AssertedOid
	O
	0..1
	The network asserted originating eiRTCW client identity.
	

	preferredTid
	PreferredTid
	O
	0..1
	The identity of the eiRTCW entity which terminates the media session at the end of media path.
	

	assertedTid
	AssertedTid
	O
	0..1
	The network asserted terminating eiRTCW client identity which is indicated to the eiRTCW client with which media session is set up.
	

	retryAfter
	RetryAfter
	O
	0..1
	This information element indicates the wait time to send next request to the entity which indicates this information element.
	

	problemDetails
	ProblemDetails
	O
	0..1
	This information element indicates the detailed information of the failure reason.
	

	userData
	UserData
	O
	0..1
	Any user data which the user of the eiRTCW entity wants to send in the response. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.7	Media session disconnection request
Table 6.9.7.4.5.7-1 describes the payload of a mdisc request message.
Table 6.9.7.4.5.7-1: Payload for mdisc request message
	Payload name
	Data type
	P
	Cardinality
	Description

	reqMDisc
	object
	M
	1
	Payload format of an mdisc request message.



Table 6.9.7.4.5.7-2 describes the information element structure of reqMDisc payload.
Table 6.9.7.4.5.7-2: Definition of reqMDisc payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	This information element indicates the message type of the message.
It is required to be set to "request”.
	

	method
	string
	M
	1
	This information element indicates the method type of the message.
It is required to be set to "mdisc”.
	

	transactionId
	TransactionId
	M
	1
	This information element indicates the transaction ID of the message.
The value is required to be generated as described in Table 6.9.7.4-1.
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) required to process the request. If even one of the features is not applicable at the eiRTCW entity which receives the request, the request is required to be rejected.
	

	mediaSessionId
	MediaSessionId
	M
	1
	
This information element is required to be generated and set by the WSF in the operator network. An eiRTCW client is not allowed to include this information element in the msetup request message.
	

	mediaSessionState
	MediaSessionState
	O
	0..1
	
	

	userData
	UserData
	O
	0..1
	Any user data which the user of the eiRTCW entity wants to send in the request. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.8	Media session disconnection response
Table 6.9.7.4.5.8-1 describes the payload of an mdisc response message.
Table 6.9.7.4.5.8-1: Payload for mdisc response message
	Payload name
	Data type
	P
	Cardinality
	Description

	resMDisc
	object
	M
	1
	Payload format of an mdisc response message.



Table 6.9.7.4.5.8-2 describes the information element structure of resMDisc payload.
Table 6.9.7.4.5.8-2: Definition of resMDisc payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	The type of the message. It is required to be set to "response"
	

	method
	string
	M
	1
	The method of the request corresponding to the response.
	

	transactionId
	TransactionId
	M
	1
	Transaction identity which is assigned for the pair of request message and response message.
	

	success
	Success
	M
	1
	The result of the request processing. If the request is accepted, this IE is set to "true". If the request is not accepted, this IE is set to "false".
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. This IE is not allowed to include the feature(s) which is not included in the supportedFeature information element in the corresponding request.
	

	unsupportedFeature
	UnsupportedFeature
	O
	0..1
	The feature(s) which is included in the requireFeature information element of the received request, however, which is not supported by the eiRTCW entity sending the response,
	

	mediaSessionId
	MediaSessionId
	M
	1
	This information element is required to be set to the media session ID which indicates the target media session.
	

	mediaSessionState
	MediaSessionState
	O
	0..1
	
	

	retryAfter
	RetryAfter
	O
	0..1
	This information element indicates the wait time to send next request to the entity which indicates this information element.
	

	problemDetails
	ProblemDetails
	O
	0..1
	This information element indicates the detailed information of the failure reason.
	

	userData
	UserData
	O
	0..1
	Any user data which the user of the eiRTCW entity wants to send in the response. Based on the operator policy, this information element possibly does not reach to the eiRTCW entity behind the eiRTCW server.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.9	Get information request
Table 6.9.7.4.5.9-1 describes the payload of a GetInfo request message.
Table 6.9.7.4.5.9-1: Payload for GetInfo request message
	Payload name
	Data type
	P
	Cardinality
	Description

	reqGetInfo
	object
	M
	1
	Payload format of a GetInfo request message.



Table 6.9.7.4.5.9-2 describes the information element structure of reqGetInfo payload.
Table 6.9.7.4.5.9-2: Definition of reqGetInfo payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	This information element indicates the message type of the message.
It is required to be set to "request".
	

	method
	string
	M
	1
	This information element indicates the method type of the message.
It is required to be set to "getinfo".
	

	transactionId
	TransactionId
	M
	1
	This information element indicates the transaction ID of the message.
The value is required to be generated as described in Table 6.9.7.4-1.
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) required to process the request. If even one of the features is not applicable at the eiRTCW entity which receives the request, the request is required to be rejected.
	

	resources
	object
	O
	0..1
	
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.



6.9.7.4.5.10	Get information response
Table 6.9.7.4.5.10-1 describes the payload of an GetInfo response message.
Table 6.9.7.4.5.10-1: Payload for GetInfo response message
	Payload name
	Data type
	P
	Cardinality
	Description

	resGetInfo
	object
	M
	1
	Payload format of an GetInfo request message.



Table 6.9.7.4.5.10-2 describes the information element structure of resGetInfo payload.
Table 6.9.7.4.5.10-2: Definition of resGetInfo payload
	IE name
	Data type
	P
	Cardinality
	Description
	Applicability (NOTE)

	msgType
	string
	M
	1
	The type of the message. It is required to be set to "response"
	

	method
	string
	M
	1
	The method of the request corresponding to the response.
	

	transactionId
	TransactionId
	M
	1
	Transaction identity which is assigned for the pair of request message and response message.
	

	success
	Success
	M
	1
	The result of the request processing. If the request is accepted, this IE is set to "true". If the request is not accepted, this IE is set to "false".
	

	supportedFeature
	SupportedFeature
	O
	0..1
	The feature(s) supported by the eiRTCW entity.
	

	requireFeature
	RequireFeature
	O
	0..1
	The feature(s) requested to the eiRTCW entity which sent the corresponding request. This IE is not allowed to include the feature(s) which is not included in the supportedFeature information element in the corresponding request.
	

	unsupportedFeature
	UnsupportedFeature
	O
	0..1
	The feature(s) which is included in the requireFeature information element of the received request, however, which is not supported by the eiRTCW entity sending the response,
	

	resources
	object
	O
	0..1
	
	

	retryAfter
	RetryAfter
	O
	0..1
	This information element indicates the wait time to send next request to the entity which indicates this information element.
	

	problemDetails
	ProblemDetails
	O
	0..1
	This information element indicates the detailed information of the failure reason.
	

	NOTE:	This field is to describe if the use of the information element depends on the feature described in clause 6.9.8.8.




6.9.8	Signalling procedures
This clause describes the procedures for the methods described in clause 6.9.7.3 of this document.
-	Registration and authentication
-	Media session set up
-	Media session update
-	Media session disconnection
-	Information query
-	application specific method
6.9.8.1	Authentication and registration procedure
[bookmark: _Hlk131376459]6.9.8.1.1	General
To enable the use of eiRTCW services, following eiRTCW entities are required to be authenticated and registered with the WSF in the operator network.
-	All eiRTCW clients
-	An eiRTCW entity which need to be identified by the WSF(s) to provide its service content(s)
-	An WSF in a service provider network which needs to be identified by the WSF(s) in an operator network to provide its service (e.g., set up a media session between the eiRTCW client of the service provider network and the eiRTCW client of the operator network).
To set up a media session between entities registered to different WSFs, both WSFs are required to be registered to each other based on operator policy and the inter-operator agreement. Necessity of authentication is determined by the operator policy and the agreement between operators or between the operator and the service provider.
Editor’s Note: Whether and how authentication and registration are performed between WSFs is FFS.
The purpose of authentication/registration are;
-	authentication of the eiRTCW user identity,
-	binding the eiRTCW user identity with the WebSocket connection/IP address of the endpoint
Editor’s Note: The WSF related information need to be registered to other WSF is FFS.
It needs to be possible to register a user identity that is simultaneously shared across multiple endpoints via the registration procedures.
eiRTCW signalling protocol supports following authentication mechanism:
-	Basic Authentication
-	Bearer Authentication
Editor’s Note: Other authentication mechanism is FFS.
6.9.8.1.2	Authentication and registration procedure on Rs-u reference point
This clause describes the authentication and registration procedures on Rs-u reference point between an eiRTCW client and an eiRTCW server.
6.9.8.1.2.1	Authentication and registration procedure for eiRTCW client using Basic Authentication
This clause describes the authentication and registration procedure using Basic Authentication between an eiRTCW client and a WSF.
The eiRTCW client is required to send auth request message to the WSF. The auth request message is: 
i)	required to include following information elements as follows:
-	"msgType"	:	"request";
-	"method"			:	"auth";
-	"transactionId"	:	the value generated as described in Table 6.9.7.4-1 of this document;
-	"authType"		:	"basic";
-	"webrtcId"		:	the eiRTCW user identity which is requested to be authenticated and registered, and
ii)	allowed to include following information elements:
-	"supportedFeature";
-	"requireFeature"; and
-	"disconnectTtl".
Upon receiving the auth request message from the eiRTCW client, the WSF is required to:
1.	process the received request message information;
2.	verify if the received information elements are valid or not.
3.	if the verification is successful and authType information element is set to "basic", the WSF is required to send auth response message to the eiRTCW client. The auth response message is :
i)	required to include following information elements as follows:
-	"msgType"		:	"response";
-	"method"			:	"auth";
-	"transactionId"	:	the value included in the request corresponding to the response;
-	"success"			:	"false";
-	"wwwAuthenticate":	the value is set to the value described in Table 6.9.7.4-2, and;
-	"problemDetails":	set the appropriate value according to Table 6.9.7.4.5-5 and "status" is set to "401", and
ii)	allowed to include following information elements:
-	"supportedFeature", and
-	"requireFeature".
4.	if the verification is failed, the WSF is required to send auth response message to the eiRTCW client. The auth response message is :
i)	required to include following information elements as follows:
-	"msgType"		:	"response";
-	"method"			:	"auth";
-	"transactionId"	:	the value included in the request corresponding to the response;
-	"success"			:	"false";
-	"problemDetails":	set the appropriate value according to Table 6.9.7.4.5-5, and
ii)	allowed to include following information elements:
-	"supportedFeature", and
-	"requireFeature".
Upon receiving the auth response message indicating "false" in success information element from the WSF, the eiRTCW client is required to:
1.	process the received response message information;
2.	if the received auth response message including "wwwAuthenticate" information element, the eiRTCW client is required to send auth request message with authorization information. The auth request message is:
i)	required to include following information elements as follows:
-	"msgType"		:	"request";
-	"method"			:	"auth";
-	"transactionId"	:	the value is generated as described in Table 6.9.7.4-1 of this document;
-	"authType"		:	"basic";
-	"webrtcId"		:	the eiRTCW user identity which is requested to be authenticated and registered;
	"authorization"	:	the credential of the eiRTCW client as described in Table 6.9.7.4-3, and
ii)	allowed to include following information elements:
-	"supportedFeature";
-	"requireFeature"; and
-	"disconnectTtl".
Upon receiving the auth request message including authorization information element from the eiRTCW client, the WSF is required to:
1.	process the received request message information;
2.	verify the received information elements (including validity of the credential in the authorization information element);
3.	if the verification is successful, register the received eiRTCW user identity in the webrtcId and send auth response message to the eiRTCW client. The auth response message is:
i)	required to include following information elements as follows:
-	"msgType"		:	"response";
-	"method"			:	"auth";
-	"transactionId"	:	the value included in the request corresponding to the response;
-	"success"			:	"true";
-	"expires"			:	the value is set to the duration time that the authentication is valid, and
ii)	allowed to include following information elements:
-	"supportedFeature", and
-	"requireFeature".
-	"disconnectTtl".
-	"webrtcRequthCredential".
4.	if the verification is failed, the WSF is required to send auth response message to the eiRTCW client. The auth response message is :
i)	required to include following information elements as follows:
-	"msgType"		:	"response";
-	"method"			:	"auth";
-	"transactionId"	:	the value included in the request corresponding to the response;
-	"success"			:	"false";
-	"problemDetails":	set the appropriate value according to Table 6.9.7.4.5-5, and
ii)	allowed to include following information elements:
-	"supportedFeature", and
-	"requireFeature".
Upon receiving the auth response message indicating "true" in success information element from the WSF, the eiRTCW client is required to:
1.	process the received response message information;
2.	store the received value of the following information elements, if received:
-	"expires";
-	"disconnectTtl", and
-	"webrtcRequthCredential".
6.9.8.1.2.2	Authentication and registration procedure for eiRTCW client using Bearer Authentication
This clause describes the authentication and registration procedure using Bearer Authentication between an eiRTCW client and a WSF.
The eiRTCW client is required to send auth request message to the WSF. The auth request message is: 
i)	required to include following information elements as follows:
-	"msgType"	:	"request";
-	"method"			:	"auth";
-	"transactionId"	:	the value generated as described in Table 6.9.7.4-1 of this document;
-	"authType"		:	"bearer";
-	"authentication"	:	the credential of the eiRTCW client as described in Table 6.9.7.4-1;
-	"webrtcId"		:	the eiRTCW user identity which is requested to be authenticated and registered, and
ii)	allowed to include following information elements:
-	"supportedFeature";
-	"requireFeature"; and
-	"disconnectTtl".
Upon receiving the auth request message including authorization information element from the eiRTCW client, the WSF is required to:
1.	process the received request message information;
2.	verify the received information elements;
3.	if the verification is successful and authType information element is set to "bearer", verify the authentication information element;
4.	if the verification of authentication information element is successful, register the received eiRTCW user identity in the webrtcId and send auth response message to the eiRTCW client. The auth response message is :
i)	required to include following information elements as follows:
-	"msgType"		:	"response";
-	"method"			:	"auth";
-	"transactionId"	:	the value included in the request corresponding to the response;
-	"success"			:	"true";
-	"expires"			:	the value is set to the duration time that the authentication is valid, and
ii)	allowed to include following information elements:
-	"supportedFeature", and
-	"requireFeature".
-	"disconnectTtl".
-	"webrtcRequthCredential".
5.	if the verification is failed at step 3 or step 4, the WSF is required to send auth response message to the eiRTCW client. The auth response message is :
i)	required to include following information elements as follows:
-	"msgType"		:	"response";
-	"method"			:	"auth";
-	"transactionId"	:	the value included in the request corresponding to the response;
-	"success"			:	"false";
-	"problemDetails":	set the appropriate value according to Table 6.9.7.4.5-5, and
ii)	allowed to include following information elements:
-	"supportedFeature", and
-	"requireFeature".
Upon receiving the auth response message indicating "true" in success information element from the WSF, the eiRTCW client is required to:
1.	process the received response message information;
2.	store the received value of the following information elements, if received:
-	"expires";
-	"disconnectTtl", and
-	"webrtcRequthCredential".

6.9.8.1.2.3	re-Authentication procedure for eiRTCW client
This clause describes the re-authentication and -reregistration procedure between an eiRTCW client and a WSF.
Editor’s Note: Detailed procedure will be added.
6.9.8.1.2.4	Restoration procedure for eiRTCW client authentication and registration
This clause describes the restring authentication and registration procedure between an eiRTCW client and a WSF.
Editor’s Note: Detailed procedure will be added.

6.9.8.2	Media session set up procedure
6.9.8.2.1	General
An eiRTCW entity is allowed to establish a media session with other eiRTCW entity. An eiRTCW entity is allowed to set up multiple media session in parallel based on the service policy. A media session is identified by media session identifier (ID) between directory connected eiRTCW entities. A media session ID is required to be generated by a WSF in an operator network, during a new media session set up procedure, as follows:
-	When a WSF receives a media session set up request from an eiRTCW client (including eiRTCW media resource), the WSF is required to generate a media session ID and include it into a response to the received request.
-	When a WSF sends a media session set up request to an eiRTCW entity, the WSF is required to generate a media session ID and include it into the request.

6.9.8.2.2	Media session set up procedure on Rs-u reference point
This clause describes the media session set up procedures on Rs-u reference point between an eiRTCW client and an eiRTCW server. 
6.9.8.2.2.1	Media session set up procedure for eiRTCW client originating case
This clause describes the procedure that the eiRTCW client originates a media session set up procedure.
The eiRTCW client is required to send msetup request message to the WSF. The msetup request message is required to include information elements as described in Table 6.9.7.4.5.3-2.
Upon receiving the msetup request message from the eiRTCW client, the WSF is required to:
1.	process the received request message information.
2.	verify the eiRTCW client has valid authentication with the WebSocket connection on which the request is received, and if the received information elements are valid.
3.	if the verification is successful, the WSF is required to sends msetup response message to the eiRTCW client. The msetup response message is required to include information elements as described in Table 6.9.7.4.5.4-2.
4.	if the verification is failed, the WSF is required to sends msetup response message to the eiRTCW client, and the rest of the steps are skipped. The msetup response message is required to include information elements as described in Table 6.9.7.4.5.4-2.
5.	After sending msetup response message, the WSF is required to:
i)	if the resourceUri information element included in the received msetup request message includes eiRTCW user identity which registered to the WSF, performs the procedure described in clause 6.9.8.2.2.2, or
ii)	if the "resourceUri" included in the received msetup request message includes any URI of the Media resource of a content which is registered to the WSF, performs step 6 using the content information.
iii)	if the "resourceUri" included in the received msetup request message includes any URI of the eiRTCW client/Media resource which is not registered to the WSF, performs the procedure described in clause 6.9.8.2.3.1.
6.	If step 5 is successfully processed, based on the information obtained at step 5, the WSF is required to send mupdate request message to the eiRTCW client. The mupdate request message is required to include information elements as described in Table 6.9.7.4.5.5-2.
7.	If step 5 is failed or receives error response, the WSF is required to send mdisc request message to the eiRTCW client. The mdisc request message is required to include information elements as described in Table 6.9.7.4.5.7-2.
Upon receiving the mupdate request message from the WSF, the eiRTCW client is required to:
1.	process the received request message information.
2.	set SDP description as follows:
i)	if an offerDesc is included in the received mupdate request message,
-	set the received offerDesc as remote SDP description
-	create an SDP answer based on the received offerDesc and set the SDP answer as local SDP description
ii) 	if an answerDesc is included in the received mupdate request message,
-	set the preofferDesc at step 1 as local SDP description
-	set the received answerDesc as remote SDP description
3.	send the mupdate response message to the WSF. The mupdate response message is required to include information elements as described in Table 6.9.7.4.5.6-2. If an offerDesc is included in the received mupdate request message, the mupdate response message is required to include answerDesc information element.
Upon receiving the mdisc request message from the WSF, the eiRTCW client is required to:
1.	process the received request message information;
2.	send the mdisc response message to the WSF. The mdisc response message is required to include information elements as described in Table 6.9.7.4.5.8-2.

6.9.8.2.2.2	Media session set up procedure for eiRTCW client terminating case
Editor’s Note: Details need to be described.

6.9.8.2.3	Media session set up procedure on Rs-i reference point
Editor’s Note: Details need to be described.

6.9.8.2.3.1	Media session set up procedure for eiRTCW client originating case
Editor’s Note: Details need to be described.

6.9.8.3	Media session update procedure
6.9.8.3.1	General
Editor’s Note: Details need to be described.

6.9.8.4	Media session disconnection procedure
6.9.8.4.1	General
Editor’s Note: Details need to be described.

6.9.8.5	Information query procedure
6.9.8.5.1	General
Editor’s Note: Details need to be described.

6.9.8.6	Application specific procedure
6.9.8.6.1	General
Editor’s Note: Details need to be described.

6.9.8.7	Error handling
6.9.8.7.1	General
Editor’s Note: Details need to be described.

6.9.8.8	Feature negotiation
6.9.8.8.1	General
Editor’s Note: Details need to be described.



3.	Proposal 
This contribution shows the draft version of signalling protocol requirements and details of signalling protocol for eiRTCW. The source of the contribution would like to discuss clarification, modification of the proposed description on this paper, for progressing the consensus building of eiRTCW signalling protocol. 
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* WebSocket is bootstrapped with HTTP/1.1 or HTTP/2.
  Transport protocol over HTTP/3 for WebRTC is an open issue.
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