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The Provisioning AF restricts the exposure of UE data over reference points R5 and R6 by configuring a set of Data Access Profiles for each Event ID to be exposed. A Data Access Profile specifies a set of data processing operations that need to be performed by the Data Collection AF on the collected UE data in order to synthesize the event data that will be exposed to the NWDAF and/or Event Consumer AF.
When subscribing to event exposure notifications for a particular Event ID, an NWDAF or Event Consumer AF goes through an authorisation procedure (see clause 5.8) with an Authorisation AS that determines the level of access the event subscriber is allowed to have by selecting one of the provisioned Data Access Profiles for the Event ID in question. If successful, the Authorisation AS supplies an access token to the subscriber which is presented to and validated by the Data Collection AF as part of the event subscription procedure.
NOTE:	The procedure for selecting an appropriate Data Access Profile is not specified in the present document.
Figure 4.5.2-1 depicts the static data model for the data collection provisioning with Data Access Profiles to restrict data exposure access.


Figure 4.5.2-1: Data exposure restriction domain model
The Data Access Profile defines restrictions along the time, user, and location dimensions:
-	Restrictions along the time dimension determine the granularity of access to UE data along the time axis. The finest granularity allows access to individual events as they take place in time, independent of restriction by user or group identification or location area(s). Coarser granularity allows access to aggregated collected event data (by one or more of the following measures: count, mean average, maximum, minimum or sum) based on a specified time duration. The coarsest level of access aggregates all event data along the time axis to produce a single aggregated value.
-	Restrictions along the user dimension allow the Provisioning AF to restrict access to UE data related events based on groups. The finest granularity allows the event consumer to access events related to one or more single users, independent of time duration(s) or location area(s). Coarser granularity allows access toexposes aggregated collected event data (by one or more of the following measures: count, mean average, maximum, minimum or sum) based on user groups. The coarsest granularity access exposes the data being aggregated for all users.
-	Restrictions along the location dimension allow the Provisioning AF to restrict access to UE data related events based on the geographical location of the data collection client during the event. The finest granularity allows the event consumer to access events individually, irrespective of the location(s) of the UE(s). Coarser granularity allows access toexposes aggregated collected event data (by one or more of the following measures: count, mean average, maximum, minimum or sum) based on a one or more geographical areas. The coarsest level of access aggregates all event data along the location axis to produce a single aggregated value for all locations.
The baseline set of aggregation functions is listed in table 4.5.2‑1:
Table 4.5.2‑1: Baseline aggregation functions
	Aggregation function
	Description

	None
	No aggregation is applied, and all reported data records are exposed as individual events.

	Count
	The number of reported data records is exposed to event consumers.

	Mean
	The mean average of the values in reported data records is exposed to event consumers.

	Maximum
	The maximal observed value in reported data records is exposed to event consumers.

	Minimum
	The minimal observed value in reported data records is exposed to event consumers.

	Sum
	The sum of the values in reported data records is exposed to event consumers.



The authorization URL, if present in the data exposure restrictions, is used to redirect subscription requests without a valid access token to an authorization server, which will perform the authorization for the requested Data Access Profile.
Upon successful authorization, the consumer entity obtains an access token, which contains an identifier of the Data Access Profile that is allowed for the event consumer. Upon successful subscription, the Data Collection AF shall apply the indicated aggregation functions of the corresponding Data Access Profile along the time and user dimensions on the collected data prior to exposing it to the event consumer.
END OF CHANGES
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