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=====  CHANGE =====
[bookmark: _Toc178586626]4.0.4	Content preparation
The content preparation feature is applicable to both downlink media streaming (where is is provisioned as part of the content hosting feature introduced in clause 4.0.2) and uplink media streaming (where is is provisioned as part of the content publishing feature introduced in clause 4.0.3). The content preparation feature enables a 5GMS Application Provider to specify content manipulation by network-side components of the 5GMS System according to provisioned Content Preparation Templates.
When a 5GMSd Application Provider has provisioned the content preparation feature for downlink media streaming:
1.	Network-side components of the 5GMS System may manipulate ingested media content and may cache the manipulated content prior to serving it to the 5GMSd Client in the UE. Content Preparation may include encoding, packaging, encryption and protecting content using DRM.
When a 5GMSu Application Provider has provisioned the content preparation feature for uplink media streaming:
1.	Network-side components of the 5GMS System may manipulate the media content ingested from the 5GMSu Client in the UE and may cache the manipulated content prior to egesting it to the 5GMSu Application Provider.
=====  CHANGE =====
5.14	Content Preparation of DRM-protected content
5.14.1	Scenario
There are cases for which the 5GMSd System runs a content encoding, encryption and/or packaging service. This may be needed in case the content is provided under restricted licence. In a typical deployment scenario, the License Server is external in the 5GMSd Application Provider domain, but the encoding, encryption and packaging is completed in the 5GMSd AS, for example to adapt the content to the mobile distribution needs. In order to complete the encryption tasks and manifest generation, the 5GMSd AS needs to communicate with the License Server for content encoding and packaging.
5.14.2	Procedure
A typical example workflow of encrypted content is shown in figure 5.14.2-1.


Figure 5.14.2-1: Procedure for encoding, packaging and encrypting content
The following call flow is provided and transaction via 5GMSd interfaces and reference points are highlighted in bold:
Initialisation:
1.	The Encryptor/Packager, License Server, and Authorization Server exchange public keys via M2d.
Content Protection Information construction:
2.	The Packager constructs content protection information.
3.	The Encryptor retrieves keys and adds them to the content protection information.
Content Protection Information distribution:
4a.	The Encryptor/Packager sends the content protection information to the License Server via M2d.
4b. The License Server sends the content protection information to the Authorization Server.
5.	The Authorization Server decrypts the keys and adds data to the content protection information.
6.	The Authorization Server sends the updated content protection information to the License Server.
7. 	The License Server decrypts the keys and adds data to the content protection information.
8.	The License Server sends the updated content protection information to the Encryptor/Packager and the Manifest Creator via M2d.
Presentation manifest and media segment generation:
9.	The Manifest Creator generates the presentation manifest (e.g. DASH MPD) and adds the content protection information.
10.	The Manifest Creator uploads the presentation manifest to the Content Hosting.
11.	The Encryptor/Packager generates encrypted segments and adds the content protection information.
12.	The Manifest Creator uploads the encrypted segments to the Content Hosting.
Client requests and authorisation:
13.	The DASH Client requests the presentation manifest from the Content Hosting via M4d.
14.	The DASH Client requests authorisation tokens from the Authorization Server.
15.	The DASH Client requests a DRM licence from the License Server, possibly using the authorisation tokens.
16.	The DASH Client provides the DRM licence to the DRM Client.
Content delivery and decryption:
17.	The DASH Client requests encrypted segments from the Content Hosting via M4d.
18.	The DASH Client provides the encrypted segments to the Media Platform.
19.	The Media Platform provides the encrypted samples to the DRM Client.
20.	The DRM System decrypts the samples using the DRM licence and content keys.
21.	The DRM System provides the decrypted samples to the Media Platform.
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