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[bookmark: _Toc113732261]**** START OF CHANGES ****

**** START OF FIRST CHANGE ****
[bookmark: _Toc167821493]7.9.1.3.1	General
The IRI-POI present in the AAnF shall send the xIRIs over LI_X2 for each of the events listed in TS 33.127 [5] clause 7.9.3.17.15.3.1.4, the details of which are described in the following clauses.
**** END OF FIRST CHANGE ****

**** START OF SECOND CHANGE ****
[bookmark: _Toc167821496]7.9.1.3.4	AAnF Start of intercept with established AKMA key material
The IRI-POI in the AAnF shall generate an xIRI containing an AAnFStartOfInterceptWithEstablishedAKMAKeyMaterial record when the IRI-POI present in the AAnF detects that interception is activated on a target UE that has already established AKMA key material. The IRI-TF in the AAnF shall also trigger the IRI-POI of AFs within the scope of the warrant as described in clause 7.9.1.2.3.
Table 7.9.1.3-4: AAnFStartOfInterceptWithEstablishedAKMAKeyMaterial record
	Field name
	Value
	M/C/O

	aKID
	AKMA Anchor Key Identifier (currently valid).
	M

	kAKMA
	AKMA Anchor Key associated with aKID.
	C

	aFKeyList
	List of all available (aFID, kAF, kAFExpTime)-tuples which are available, have not expired and complies with provisioning.
	C



**** END OF SECOND CHANGE ****

**** START OF THIRD CHANGE ****
[bookmark: _Toc167821499]7.9.1.4.1	General
The IRI-POI present in the AF shall send the xIRIs over LI_X2 for each of the events listed in TS 33.127 [5] clause 7.9.3.17.15.3.1.4, the details of which are described in the following clauses.

**** END OF THIRD CHANGE ****

**** START OF FOURTH CHANGE ****

[bookmark: _Toc167821504]7.9.1.5	Generation of IRI over LI_HI2
When an xIRI is received over LI_X2 from the IRI-POI in the AAnF or AF, the MDF2 shall send the IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received from LI_X2. The record may be enriched by other information available at the MDF2.
The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the AAnF/AF event was observed (i.e. the timestamp field of the xIRI).
Table 7.9.1.5-1 shows the IRI type (see ETSI TS 102 232-1 [9] clause 5.2.10) to be used for each record type.
Table 7.9.1.5-1: IRI type for AAnF originated messages
	Record type
	IRI Type

	AAnFAnchorKeyRegister
	BEGIN

	AAnFKAKMAApplicationKeyGet
	CONTINUE

	AAnFStartOfInterceptWithEstablishedAKMAKeyMaterial
	BEGIN

	AAnFAKMAContextRemovalRecord
	END



IRI messages associated with the same A-KID from the same AAnF shall be assigned the same CIN.
Table 7.9.1.5-2: IRI type for AF originated messages
	Record type
	IRI Type

	AFAKMAApplicationKeyGet
	BEGIN

	AFAKMAApplicationKeyRefresh
	CONTINUE

	AFStartOfInterceptWithEstablishedAKMAApplicationKey
	BEGIN

	AFAuxiliarySecurityParameterEstablishment
	CONTINUE

	AFApplicationKeyRemoval
	END



IRI messages associated with the same AKID from the same AF shall be assigned the same CIN.
**** END OF FOURTH CHANGE ****

**** END OF ALL CHANGES ****

