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[bookmark: _GoBack]*** First change ***
8.6.x	Intercept manual Suspend and Resume
This clause presents a means within current ETSI and 3GPP specifications to support the temporary suspension (suspend) and subsequent resuming (resume) of a Lawful Intercept. National requirements may vary from no need to support suspending interception, to only supporting suspended delivery of LI product to the LEA, to complete temporary suspension of all aspects of a Lawful Intercept.  The temporary suspension of LI may be manual (directly requested by the LEA) or automatic based on predefined criteria/policy between the LEA and CSP as part of the warrant. This clause only addresses the case of manual (i.e., LEA invoked) temporary suspension of the delivery of LI product to the LEA. 
The underlying baseline is that a Lawful Intercept has been fully authorised and established between the LEA and the CSP via LI_HI. Specifically via a LI TASK ID and with an agreed LLID to map the LEA warrant to the CSP provided LI products via LI_HI2,  LI_HI3, and LI_HI4.
For manual invocation, the LEA may request that the active LI instance be temporarily suspended. This means, at a minimum, that the CSP no longer delivers (or buffers) LI content to the LEA. 
[bookmark: _Hlk30171096]Manual LI suspension may involve the following steps:
· The LEA, via LI_HI1, sends an Update Request referencing the warrant mapped LI TASK ID and with the Desired Status of 'Suspended', reference ETSI TS 103 120 [7].
· The ADMF via LI_X1 sends a Deactivate Task request to the required MDF(s), reference ETSI TS 103 221-1 [8], which then locally fully delete the active task and hence stops any subsequent LI_HI2/3 delivery.
NOTE: Depending on the CSP LI implementation, other NFs may need to be de-activated.
· The ADMF should maintain all the information of the original requested active LI TASK ID, and the CSP LI Task Object status should be advanced to 'Suspended'.
· The MDFs for which the LI instance has been de-activated send a LI_HI4 ‘deactivation’ notification to the LEA.
· [bookmark: _Hlk30235132]The ADMF sends an Update Response message to the LEA, via LI_HI1, with the reference LI TASK ID (and optionally the LI TASK Object) with a status of 'Suspended'.

To resume the LI product delivery, this may involve the following steps:
· The LEA sends the CSP, via LI_H1, an Update Request referencing the original LI TASK ID and with the Desired Status of 'Active’. (Just like the initial LI activation, but without having to repeat all the Warrant information in the original LI Task Object.). The existing LIID is maintained.
· The ADMF, via LI_X1, sends a new task to the MDFs (and any other de-activated NFs) to re-instantiate the (delivery of) the intercept.
NOTE: This implies all LI Product deliveries will restart just as for a new intercept; e.g., PDU sequence numbers will restart at zero, etc.
· The re-provisioned MDFs send a LI_HI4 ‘activation’ notification to the LEA.
· The ADMF sends an Update Response message to the LEA, via LI_HI1, with the reference LI TASK ID (and optionally the LI TASK Object) with a status of 'Active'.

[bookmark: _Hlk30244866]*** End of all changes ***
