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[bookmark: _Toc489878314]Intellectual Property Rights
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
[bookmark: _Toc489878315][bookmark: For_tbname]Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (LI).
[bookmark: _Toc489878316]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc489878317]Introduction
The objective of the present document is to form the basis for a standardized handover interface, that will deliver the LI and/or RD information via IP-based networks between Law Enforcement Authorities under various European treaties and national regulations in case of legal assistance.
The present document is intended to be general enough to be used in handling the following situations:
· Transportation of intercepted Content of Communication (CC) and intercept-related information (IRI)
· Collection and transportation of traffic and location data (RD)
Editor’s note:	In a first step, the Inter LEMF handover Interface will be defined for LI, later on the HI-S will describe the handling of RD and other (processed or stored) data or accounting and administrative data (tasking process). These additional requirements can be described in other parts of these specification.


[bookmark: _Toc489878318]1	Scope
The present document specifies the LEMF to LEMF interface to support (as a minimum) European Investigation Orders (EIOs) related to LI and/or RD. This specification aims to be capable of securely handling real time and stored data transfer between LEMFs.
National LI handover interfaces frequently use dedicated networks for delivery with national specific security features. With the EIO Directive in place, there will be the need to have a common Handover Interface to allow the (near) real time exchange between LEMFs that can be located in different countries, under different jurisdictions.
Besides the EIO Directive, there is also a need in some countries to exchange stored or LI data in (near) real time between different LEMFs or between a primary LEMF and a secondary analysis framework (this forms another use case for the interface).
For the handover of LI between LEMFs the present document will use the TS 102 232 part 1 to 7 [6], [7], [8], [9], [10], [11], [12] family.
Editor’s note:	The following figure is only for references and should be deleted later. Source: ETSI TS 102 232 part 1, figure 2.
[bookmark: OLE_LINK5][bookmark: OLE_LINK4][image: cid:image001.png@01D27567.50115480]
ETSI TS 102 232 IP HO family

[bookmark: _Toc489878319]2	References
[bookmark: _Toc489878320]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	ETSI TS 101 671: "Lawful Interception (LI); Handover interface for the lawful interception of telecommunications traffic".
[2]	ETSI TS 103 280: "Lawful Interception (LI); Dictionary for common parameters".
[3]	ETSI TS 102 657: "Lawful Interception (LI); Retained data handling; Handover interface for the request and delivery of retained data".
[4]	ETSI TS 103 307: "CYBER; Security aspects for LI and RD Interfaces".
[5]	3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Handover interface for Lawful Interception (LI)".
[6]	ETSI TS 102 232-1: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP delivery”.
[7]	ETSI TS 102 232-2: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 2: Service-specific details for messaging services”.
[8]	ETSI TS 102 232-3: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 3: Service-specific details for internet access services”.
[9]	ETSI TS 102 232-4: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 4: Service-specific details for Layer 2 services”.
[10]	ETSI TS 102 232-5: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 5: Service-specific details for IP Multimedia Services”.
[11]	ETSI TS 102 232-6: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 6: Service-specific details for PSTN/ISDN services”.
[12]	ETSI TS 102 232-7: “Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 7: Service-specific details for Mobile Services”.
[13]	ETSI TS 103 120: “Lawful Interception (LI); Interface for warrant information”.
[14]	ISO 3166-1: Alpha-3 codes.
[bookmark: _Toc489878321]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	European Union>: "Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European Investigation Order in criminal matters".
[i.2]	
[bookmark: _Toc489878322]3	Definitions, symbols and abbreviations
[bookmark: _Toc489878323]3.1	Definitions
Clause numbering depends on applicability.
A definition shall not take the form of, or contain, a requirement.
The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below).
The terms and definitions shall be presented in alphabetical order.
The following text block applies. More details can be found in clause 2.11.1 of the EDRs.
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
Use the Normal style.
The term shall be in bold, and shall start with a lower case letter (unless it is always rendered with a leading capital) followed by a colon, one space, and the definition starting with a lower case letter and no ending full‑stop.
For the purposes of the present document, the terms and definitions given in ETSI TS 101 671 [1], ETSI TS 102 232 [2] and the following apply:
NOTE:	This may contain additional information.
[bookmark: _Toc489878324]3.2	Symbols
Symbols should be ordered alphabetically. Clause numbering depends on applicability.
The following text block applies. More details can be found in clause 2.11.2 of the EDRs.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
Use the EW style and separate this from the definition with a tab. Use the EX style for the last term.
<1st symbol> [tab]<1st Explanation> (style EW)
<2nd symbol> [tab]<2nd Explanation> (style EW)
<3rd symbol> [tab]<3rd Explanation> (style EX)
[bookmark: _Toc489878325]3.3	Abbreviations
3GPP	Third Generation Partnership Project
AA	Authorised Authority
ADMF	Administration Function
ASCII	American Standard Code for Information Interchange
ASN.1	Abstract Syntax Notation One
BER	Basic Encoding Rules
CC	Content of Communication
CC IW	Content of Communication Interworking
CID	Communication IDentifier
CIN	Communication Identity Number
CR	Change Request
CSP	Communications Service Provider
DCC	Delivery Country Code
DDoS	Distributed Denial of Service
DF	Delivery Function
HI1	Handover Interface 1 (for Administrative Information)
HI2	Handover Interface 2 (for Intercept Related Information)
HI3	Handover Interface 3 (for Content of Communication)
HI-S	Inter LEMF Handover Interface – SMILE (Smart Handover Interface between LEAs)
IRI	Intercepted Related Information
IRI IW	Intercepted Related Information Interworking
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LIID	Lawful Interception IDentifier
MD	Mediation Device
MF	Mediation Function (at CSP)
NW	Network
PoP		Point of Presence
RD	Retained Data
RD IW	Retained Data Interworking
reqAA	Requesting Authorised Authority
reqLEMF	Requesting LEMF
resAA	Responding Authorised Authority
resLEMF	Responding LEMF
[bookmark: _Toc489878326]4	General descriptions
[bookmark: _Toc489878327]4.1	Introduction
This document specifies a Handover Interface between LEMFs, the Inter LEMF Handover Interface HI-S.
[image: ]
Figure 4.1.1: Functional block diagram showing Inter LEMF Handover Interface
Basically, the responding LEMF forwards the data to the requesting LEMF according the herein specified HI-S interface (data format and exchange procedure).
[bookmark: _Toc489878328]4.2	Responding LEMF (resLEMF)
The responding LEMF (forwarding party) takes care of the mapping of the information received via the national hand over interface from the executing CSP to the inter LEMF handover interface HI S.
The national handover interface is out of scope of the present document.
The mapping to the inter LEMF handover interface and the inter LEMF handover interface itself are the core of the present document.
[bookmark: _Toc489878329]4.3	Requesting LEMF (reqLEMF)
The requesting LEMF (receiving party) takes care of receiving the information transmitted via the inter LEMF handover interface and is mapping the information to its national format.
The inter LEMF handover interface is the core of the present document. The mapping to the national format is out of scope of the present document.
[bookmark: _Toc489878330]5	Requirements
[bookmark: _Toc489878331]5.1	General
The HI-S for LI shall be based on the TS 102 232 part 1 to 7 [6], [7], [8], [9], [10], [11], [12] and the related TS 33.108 [6] as well as TS 103 120 [13] for requesting data from resLEMF. Based on this the responding LEMF acts as “CSP Delivery Function” (on the Session Layer) and the requesting LEMF as “LEMF Delivery Function”.

Editor’s note:		In principal, the handling of the tasking process and the delivery of retained data could be described in a further step.

The HI-S shall provide a default template for the use of the TS 102 232 part 1 to 7 [6], [7], [8], [9], [10], [11], [12] and the related TS 33.108 [6].
The HI-S for RD shall be based on TS 102 657 [3].
The HI-S shall use for the network layer:
· public Internet with IP-VPN interconnection of the involved LEMFs or
· network connection secured by other means.
[bookmark: _Toc489878332]5.2	Jurisdiction and usage
This set of requirements focuses on the technical interface assuming the legal requirements on the delivered information are met. A typical example of a juridical issue is the handling of communications situations which involve additional legal privacy rights.
It shall be possible to use the HI-S in situations of handling:
· bilateral legal assistance
· legal assistance regarding the European Investigation Order in criminal matters [i.1]
· (bilateral) administrative assistance (This means the data exchange between LEMFs)
Therefore, the present document specifies the mandatory requirements below and supplementary options to fulfil the possible applications listed above.
Editor’s note:		For Inter LEMF Handover Interface it would be useful to define a template ‘national format’.
Editor’s note:		How to forward information describing under which circumstances and legal basis the interception results are allowed to be used during investigation and in front of court. Will this be arranged in mutual assistance treaties or is it required to send a notification along with each Interception result/session and in which format.
Forwarding processed data which was subject to “modification” due to national legal requirement for example to protect privacy rights. The parts which have been modified/deleted has to be reported to the requesting party
What type of information needs to be forwarded to satisfy legal requirements?
[bookmark: _Toc489878333]5.3	Functional requirements
[bookmark: _Toc489878334]5.3.1	Introduction
The HI-S shall be capable of handling the exchange real time data and stored data between LEMFs. In particular, the scope includes subscriber data and administrative data, such as information which is defined in TS 102 657 [4]. The HI-S shall explicitly acknowledge receipt of data on a network level as well as at application level.
Editor’s note:	Besides the Inter LEMF Handover Interface shall support the transmission of RD and of any other (stored or processed) data (further doing).
[bookmark: _Toc489878335]5.3.2	Network requirements
It is assumed that the network used for the HI-S is the internet including an IP-VPN (to ensure privacy and security requirements of the inter connection). Also possible are network connections secured by other means.
Editor’s note:		Should we also support network connections secured by other means?
The HI-S shall support validation of the integrity of delivered data, using hashes or signatures according to TS 102 232 part 1 [6] and TS 103 307 [4]. The security of the HI-S shall not be dependent on the security of the network layer. In principle, secure handover shall be possible over unsecured transport networks.
Editor’s note:	Possible requirements for IP-VPN: Here we could describe some general considerations about a workable IP-VPN solution:
Hardware-box vs. software solution
Which Evaluation Assurance Level should be supported as a minimum? (e.g. in Germany EAL 4+ is required for national IP-delivery)
Editor’s note:		For how to implement using hashes or signatures (see ETSI TS 103 307, Annex A [4]).
[bookmark: _Toc489878336]5.3.3	Application layer
The data exchanged over this HI-S shall be normalized in a way to avoid or minimize the national differences while following their corresponding standards. An interworking function can provide additional services like buffering (or other services; for further study).
Editor’s note:	It is assumed that the exchanged data over this Inter LEMF Handover Interface (HI-S) will be encoded according to the corresponding standards and technical specifications (e.g. ETSI, 3GPP) as specified for the responding LEMF. However, due to the different national requirements and specificities, some data set may be impossible to be decoded or may not be supported by the receiving foreign LEA/LEMF. For instance, national parameters are formatted according to the specific technical requirements of the originating country; or the geo-coordinates of location information may be encoded according to a national reference geodetic system. 
Therefore, it is assumed that transcoding / transforming issues related to this are solved by the requesting LEMF / LEA / AA. In order to avoid inconsistencies, the usage of predefined templates is recommended. The templates shall be based on a minimum set of parameters in order to ensure the best compatibility between the different national variations. 
Editor’s note:	The present document shall provide a template for LI implementation according the TS 102 232 part 1 to 7 [6], [7], [8], [9], [10], [11], [12].
[bookmark: _Toc489878337]5.3.4	Reliability requirements
The Inter LEMF Handover Interface shall support multiple alternative/simultaneous endpoints/gateways for the delivery of a specific delivery set in accordance to TS 102 232 part 1[6]. Furthermore, the HI-S shall support a reliable and timely delivery, to the same extent as for delivery to national endpoints/gateways.
[bookmark: _Toc489878338]5.3.5	Performance requirements
It shall be possible to deliver information with a minimum of delay assuming that there is sufficient bandwidth available.  
Editor’s note:	See to this also clause 6.4.5 (error handling). A clearer wording and more details needed. 
The Inter LEMF Handover Interface, use case scenarios for LI are:
· Forwarding the delivered interception results HI 2 and HI 3 in (near) real time.
· Forwarding processed data as good as and as fast as possible (subject of the second phase of the specification)
Data that will be forwarded in real time has a higher priority than delivery of processed data.
Editor’s note:		Should we define near ‘real time’ as a minimum value? It could certainly helpful to set a reasonable threshold.  with a minimum of delay assuming sufficient bandwidth available between the requesting and responding LEMF
The Inter LEMF Handover Interface, use case scenario RD:
· desired is a delivery without undue delay
Editor’s note:	The final answer should be that the protocol is not one that is broken up into blocks (i.e. ftp) but instead is a streamed one. The protocol should not have anything which introduces delays (e.g. a check-sum over 5s or 10s of delivery). But let’s not worry about 100ms or 500ms or 1s.
· Integrity check may have additional delay.
[bookmark: _Ref489866035][bookmark: _Toc489878339]6	Solution
[bookmark: _Toc489878340]6.1	Architecture overview
Figure 6.1.1 shows the architecture overview of Inter LEMF Handover Interface.
reqLEMF
IW-a
IW-b
resLEMF

HI-S


Figure 6.1.1: Architecture overview of Inter LEMF Handover Interface
IW-a: Describes the Inter Working function on the responding side.
IW-b: Describes the Inter Working function on the requesting side.
With regard to interworking, the following applies:
a) The responding LEMF will forward the information based on the selected template (HI-S format). No transcoding of national parameters in accordance to the requesting LEMF are required.
b) Cell ID mapping shall be done within the Interworking Function Geo coordinates shall be provided using WGS84 format to avoid any incompatibility issues.  
c) The requesting LEMF will transcode to its own national format (IW-b), if required
It is most unlikely that the national CSPs are willing to share the mapping information between Cell ID and geo-coordinates with all the authorized LEAs within the European Union and associated countries. Therefore, the mapping has to be done in the jurisdiction of the responding LEMF. 
NOTE2:	As described in the EIO the receiving LEMF is liable for processing format of the received data. On bilateral basis, it could be agreed that some pre-processing is done by the sending LEMF. 
[bookmark: _Toc489878341]6.2	Interworking function
The following clause describes the interworking function of the Inter LEMF Handover Interface.

The Interworking Function shall in principle consider the following main aspects:
· Identity handling
· Integrity
· Security
· Reliability (e.g. buffering for the prevention of transmission failures)
· Error handling

When the responding LEMF delivers data with national options or extensions, the requesting LEMF shall handle this set of data according to the national requirements of responding LEMF. This is outside the scope of the present document.




Figure 6.2.13: HI-S interworking function
Editor’s note:	Country A side (right column) is unclear. Probably will be removed.
[bookmark: _Toc489878342]6.3	Network connectivity
The network connectivity is a bilateral issue and is not part of this Technical Specification.
[bookmark: _Toc489878343]6.4	HI-S over all aspects
[bookmark: _Toc489878344]6.4.1	Identity handling
Generation of LIID used by the CSP is a national issue. The responding LEMF shall translate the LIID received from the CSP into an LIID used on the HI-S. The requesting LEMF shall send the HI-S-LIID to be used on the HI-S which shall be used within all corresponding data forwarded by the responding LEMF.
6.4.1.1	HI-S lawful interception identifier
The international unique HI-S-LIID has a length of 25 octets and is defined within the warrant provided by the requesting LEMF. The HI-S-LIID shall be structured according to the following pattern:

· The first 2 characters/2 octets reserved for authorization country code according to ISO 3166-1
· 23 octets reserved for internal LIID definition

For HI-S-LIID only ASCII characters in “a” … “z”, “A” … “Z”, “.”, “-“, “_” and “0” … “9” shall be used.

Example: DE01234567890123456789FFF

Editor’s note:	Using a template for default format in the future the HI-S-LIID could be extended by a unique identifier describing the responding LEMF. This parameter should be optional because the SMILE handover interface will support data exchange with non-European countries, too.
6.4.1.2	HI-S communication identifier
It is subject to national implementation of the present document to change the correlation information consistently throughout the Session data (HI2 and HI3). The exchange of the correlation number at the responding LEMF shall be transparent to the requesting LEMF and shall have no impact on the payload concerning:
· Decoding of session data
· Ensuring of data integrity and avoidance of data manipulation (e.g. usage of the data in court) 
6.4.1.3	Payload timestamp
The timestamp is mandatory for IRI for all services and CC shall contain a timestamp. The timestamp described here relates to the Packet Switched (PS) Header. It does not apply for “cCPayload” and “iRIPayload”.
The time stamp format shall be:
· The ASN.1 GeneralizedTime (UTC time, “YYYYMMDDHH[MM[SS[.fff]]].Z) or the ASN.1 microSecondTimeStamp format shall be used
· If local time was used in the PDU header data, the payload timestamp shall be converted to universal time (UTC), or the offset from UTC shall be added in the interworking function of the responding LEMF (resLEMF) before the PDU is forwarded to the requesting LEMF (reqLEMF).
· For Inter LEMF Handover Interface the timeStampQualifier shall be used. If this was not supported by the national CSP, this will be supplemented by the timeOfInterworking of the HI-S.
 
· The precision/resolution of the time stamp received from the CSP shall not be changed.
[bookmark: _GoBack]
NOTE: 	The synchronisation between LEMFs in different countries could be an issue.
6.4.2	Location information
In mobile networks, the location of the target is provided by the Cell-ID (eCGI, etc.). The translation of the Cell-ID to the Geo-Location can be done by:
· Forwarding the Geo-Location as received from the CSP
· Added by the responding LEMF in WGS84 format (this can be added in real time or added in an additional IRI message if more time for this process is needed
· Addition request from the requesting LEA to the responding LEA
Editor’s note:		Additional thoughts (ffs) might be needed:
- is an additional “IRI message” useful? How should we call this message?
- additional geo-location like azimuth, …
- who added this additional IRI? Should this be visible in the IRI message?
[bookmark: _Ref489865966][bookmark: _Ref489866003][bookmark: _Ref489866021][bookmark: _Toc489878345]6.43	Integrity
The integrity check mechanism shall be implemented for HI-S as described in TS 102 232-1 [6] clause 7.2.3. This enables the requesting LEA (reqLEA), without further assistance from the responding LEA (resLEA), to assure that all PDUs send by the responding LEMF (resLEMF) are received by the requesting LEMF (reqLEMF) unaltered, complete and authentic.
It is up to national specification, if there is an integrity check between CSP and responding LEMF. The national integrity check is to be terminated at the receiving site of the responding LEMF.
NOTE:	Pre-LI Key exchange could be implemented to support the integrity check. (Check 102 232-1 for that clause). The implementation is out of scope in this document.
[bookmark: _Toc489878346]6.4.4	Security
The encryption provided by the CSP (as described in TS 102 232-1 [6] clause 6.2.6) shall be terminated (removed) by the responding LEMF. 
The responding LEMF shall appropriate protect the information using payload encryption as described in TS 102 232-1 [6] clause 6.2.6 to the requesting LEMF or by any other appropriate means. 
[bookmark: _Toc489878347]6.4.5	Reliability
It is required that no data is lost due to unexpected termination of the transport connection and that no traffic is dropped during very short system outages. Therefore, the Interworking Function of the responding LEMF shall be able to buffer traffic for short periods. Therefore, each Interworking Function keeps a cyclic buffer (FIFO). 
Buffering shall be implemented in accordance with TS 102 232-1 [6],
The use of TCP does not guarantee that all PDU data transmitted by the HI-S Interworking Function of the responding LEMF is received and processed by the requesting LEMF. Therefore, the session layer PDU acknowledgement shall be used over the transport layer connection. 
Editor’s note:	Please refer to TS 102 232-1 [6] chapter 6.3.6. Option (2), required implementation in an endpoint (this use does not need option negotiation).

NOTE:	Buffering to cover longer outages is out of scope of the present document.
[bookmark: _Toc489878348]6.4.6	Error handling
In the case of errors like connection problems, buffer overflow or application failures, these events shall be logged at the responding LEMF (resLEMF) and should be reported to the requesting LEMF (reqLEMF) using HI1-Operations as per TS 101 671 [1].
Editor’s note: 	Have a list of error messages in annex B
Editor’s note:	Should error cases as considered by (the German) TR TKÜV ordinance (not enough bandwidth, loss of data, connection failure) be taken into account here as well? Parameters could be:

- keep-alive (according to TS 102 232-1)
- data loss (e.g. considering time stamp, total data loss, …)
- bandwidth (e.g. MC/LEMF is blocking)

[bookmark: _Toc489878349]6.4.7	Transport layer
The transport layer for HI-S is common. ETSI TS 102 232 part 1 [6] shall be used.

[bookmark: _Toc489878350]6.4.8	Application layer
In principal, the information can be delivered in the way that was delivered by the CSP. A preferred way of delivery is shown below.
NOTE	For PSTN/ISDN services the ETSI TS 102 232 part 6 [11] should be used.

ETSI TS 102 232 part 2 [7] for the handover of messaging service like email.
ETSI TS 102 232 part 3 [8] for the handover of fixed IP access interception.
ETSI TS 102 232 part 7 [12] for the handover of mobile IP access interception.
ETSI TS 102 232 part 6 [11] for the handover of fixed PSTN/ISDN interception.
ETSI TS 102 232 part 5 [10], part 6 [11] and/or part 7 [12] for the handover of fixed VoIP telephony interception.
ETSI TS 102 232 part 6 [11] or part 7 [12] for the handover of CS mobile telephony interception.
ETSI TS 102 232 part 5 [10], part 6 [11] and/or part 7 [12] for the handover of (VoLTE) IMS interception.

[bookmark: _Toc489878351]6.4.9	Interworking considerations




[bookmark: _Toc489878352]Annex A (informative):
Operational roles
[bookmark: _Toc489878353]A.1	Introduction
Figure A.1.1 shows the involved parties for handling an LI or RD based European Investigation Order and the steps that are involved in the process. An acknowledgement shall be send for each single step to the requesting LEA/AA.
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Figure A.1.1: Roles and steps of legal assistance using Inter LEMF handover Interface



Figure A.1.2: Roles and steps of legal assistance using Inter LEMF handover Interface
Editor’s note:		The figure A.1.2 is only for references and should be deleted later.
In figure A.1.1, the following steps are identified:
Step 1:	The requesting LEA or requesting Authorised Authority (AA) sends a message to the responding LEA or responding AA by defining the data the reqLEA or reqAA needs. Simultaneously the requesting LEA/AA sets up the LEMF (reqLEMF) to receive the corresponding data when delivered by the responding LEMF (sub step 1a)
Step 2:	If accepted, the responding LEA or responding AA is forwarding this request to the CSP. Simultaneously the responding LEA /AA sets up the LEMF (resLEMF) in order to enable the forwarding of the requested Data towards the requesting LEMF when received from the responding CSP Network (sub step 2a)
Step 3:	The CSP activates the warrant request like a national request done by the CSP ADMF. 
Step 4:	The CSP MF transfers the corresponding IRI and CC data or RD to the responding LEMF (which pre-processes it in the same way as a national initiated LI or RD process).
Step 5:	The responding LEMF forwards the pre-processed IRI IW and CC IW or RD IW data in (near) real time to the requesting LEMF. 
This document only specifies step 5, the Inter LEMF Handover Interface HI-S.

[image: ]
Figure A.1.3: Functional block diagram showing Inter LEMF Handover Interface



Figure A.1.4: Functional block diagram showing Inter LEMF Handover Interface
Editor’s note:	The figure A.1.4 is only for references and should be deleted later. Style A.1.4 is in line with A.1.1 so maybe remove A.1.3 or adjust style A.1.1

The responding LEMF forwards the data to the requesting LEMF according the herein specified HI-S data format and exchange procedure.

[bookmark: _Toc489878354]A.2	Responding party (resLEA/resAA)
The responding party will verify the requesting party and translate the received warrant into a national warrant that can be issued to the executing CSP.
[bookmark: _Toc489878355]A.3	Requesting party (reqLEA/reqAA)
The requesting party is the party that takes the initiative for the LI request. It will send its warrant to the responding party which is the authorized authority in the jurisdiction that applies to the CSP which technically has to fulfil the warrant 
The role of the requesting party and the protocols used between the requesting and responding party are out of the scope of the present document.
The role of the responding party and the protocols used between the requesting and responding party, and between the responding party and the executing CSP, are out of the scope of the present document.
[bookmark: _Toc489878356]A.4	Executing Communication Service Provider
The executing CSP is the CSP which technical fulfils the warrant of the responding party (LEA/AA) and sends the CC and IRI to the forwarding party.
The role of the executing CSP and the Handover Interface between the CSP and the forwarding party (responding LEMF) are out of the scope of the present document.

[bookmark: _Toc489878357]A.5	Responding LEMF (resLEMF)
The forwarding party takes care of the mapping of the information received via the national hand over interface from the executing CSP to the inter LEMF handover interface HI-S.
The national handover interface is out of the scope of the present document.
The mapping to the inter LEMF handover interface and the inter LEMF handover interface itself are the core of the present document.
After the interception request of the requesting reqLEA/AA has been accepted by the resLEA/AA, the warrant administrator checks the general availability of the HS-interface, conditions its resLEMF for receiving the dedicated interception products and gives an ACK message to the resLEA/AA. 
Subsequently the resLEA/AA orders the interception at the CSP in charge. The warrant is identifiable by its (international) Lawful Interception Identifier I-LIID, (Content to be defined yet as well as the creating party of the I-LIID). 
The ACK message of the resCSP triggers the ACK message of the resLEA/AA towards the reqLE/AA indicating the start of interception.
By receiving the intercepted products, the resLEMF pre-processes it and converts it into the specified HS Format according as specified further down in this document.
The transfer of intercepted products from the resLEMF towards the reqLEMF is near real time and organised in Push Mode, e.g. the resLEMF always initiates the transfer. However, the intercepted products in the resLEMF are FIFO buffered to overcome temporarily performance shortage of the HS transfer channel. 
The interception of the resLEMF ends either automatically when the time period in the requesting warrant is exceeded or manually by invoking a corresponding command triggered by the resLEA/AA on behalf of the requesting resLEA/AA. The interception hereby stops always only at the end of a communication session. 
All resLEA/AA – resLEMF interactions are logged within the LEMFs of both sides.

[bookmark: _Toc489878358]A.6	Requesting LEMF (reqLEMF)
The receiving party takes care of receiving the inter LEMF handover interface and mapping the information to the format handled by the requesting LEMF.
The inter LEMF handover interface and the mapping to the requesting LEMF format are the core of the present document.
By reqLEA/AA sending a warrant request to the resLEA/AA, it triggers the warrant administrator of its reqLEMF to check the general availability of the HS-interface and to condition the reqLEMF to receive the intercepted products from the resLEMF.
The warrant becomes identifiable by its (international) Lawful Interception Identifier I-LIID, (Content to be defined yet as well as the creating party of the I-LIID). 
The ACK-Message of the reqLEA/AA activates the reception of intercepted product hand over through the HS Interface. 
The reqLEMF then receives the intercepted products and transform it into its particular internal format for further processing. 
The interception of the reqLEMF ends either automatically when the time period, as given in the requesting warrant is exceeded, or manually, by invoking an appropriate command, triggered by the reqLEA/AA through the resLEA that on her part triggers the resLEMF to stop. The interception hereby stops always only at the end of a communication session. 
All resLEA/AA – resLEMF interactions are logged within the LEMFs of both sides.

Figure A.6.1 shows the basic interaction sequence of the Inter LEMF Handover Interface.

Figure A.6.1: Basic interaction sequence of an inter LEMF handover communication



[bookmark: _Toc489878359]Annex B (normative):
Template for a default profile
[bookmark: _Toc489878360]<B.1>	First clause of the annex (style H1)
[bookmark: _Toc489878361]<B.1.1>	First subdivided clause of the annex (style H2)


[bookmark: _Toc489878362]Annex C (normative):
Guidelines for implementation of the HI-S
[bookmark: _Toc489878363]<C.1>	First clause of the annex (style H1)
[bookmark: _Toc489878364]<C.1.1>	First subdivided clause of the annex (style H2)




Abstract Test Suite (ATS) text block
This text should be used for ATSs using either TTCN-2 or TTCN-3. In case:
TTCN-2 is used: attach the TTCN.MP;
TTCN-3 is used: attach the TTCN-3 files and other related modules, as well as the HTML documentation of the TTCN-3 files.
<PAGE BREAK>
[bookmark: _Toc489878365]Annex <C> (normative or informative):
ATS in TTCN-2 (style H8)
This text shall only be used for ATSs using TTCN version 2 (TTCN-2):
[bookmark: _Toc489878366]<C.1> Introduction (style H1)
This ATS has been produced using the Tree and Tabular Combined Notation version 2 (TTCN-2) according to ISO/IEC 9646-3 [<bookmark reference>].
[bookmark: _Toc489878367]<C.2> The TTCN-2 Machine Processable form (TTCN.MP) (style H1)
The TTCN.MP representation corresponding to this ATS is contained in an ASCII file (<any_name>.MP contained in archive <Shortfilename>.ZIP) which accompanies the present document.
<PAGE BREAK>
[bookmark: _Toc489878368]Annex <D> (normative or informative):
ATS in TTCN-3 (style H8)
This text shall only be used for ATSs using TTCN version 3 (TTCN-3):
[bookmark: _Toc489878369]<D.1>	Introduction (style H1)
This ATS has been produced using the Testing and Test Control Notation (TTCN) according to ETSI ES 201 873-1 [<bookmark reference>].
Indicated here which parts of the ETSi ES 201 873 series and its versions (editions) have been used; also indicate any extensions which have been used.
[bookmark: _Toc489878370]<D.2>	TTCN-3 files and other related modules (style H1)
The TTCN-3 and other related modules are contained in archive <Shortfilename>.zip which accompanies the present document.
[bookmark: _Toc489878371]<D.3>	HTML documentation of TTCN-3 files (style H1)
The HTML documentation of the TTCN-3 and other related modules are contained in archive <Shortfilename>.zip which accompanies the present document.
<PAGE BREAK>
[bookmark: _Toc489878372]Annex <E> (informative):
Bibliography (style H8)
This optional informative clause shall start on a new page and be the last annex of an ETSI deliverable or the last but one if followed by the "Change history/Change request history" annex, if any. The Bibliography shall not contain requirements.
The Bibliography identifies additional reading material not mentioned within the document. Those publications might or might not be publicly available (no check is made by the ETSI Secretariat).
The Bibliography shall include list of standards, books, articles, or other sources on a particular subject which are not referenced in the document.
The Bibliography shall not include references mentioned in the deliverable.
Use Heading 8 style for the "Bibliography" annex, see clause 2.13 for examples.
For the listed material use the Normal style or bulleted lists (e.g. B1+), do not use numbered references.
<Publication>: "<Title>".
OR
<Publication>: "<Title>".
<PAGE BREAK>
[bookmark: _Toc489878373]Annex <F> (informative):
Change History (style H8)
The informative clause shall start on a new page and be the last annex before the "History" clause. It is an optional, informative element and shall not contain requirements.
If it is desired to keep a detailed record of the changes implemented in a new version it is recommended that this is done by inserting a "Change history/Change request" annex, see clause 2.15.
It shall be presented as a table. Apply the normal style format for tables (see clause 5.2.2 of the EDRs).


[bookmark: _Toc489878374]History
This unnumbered clause shall start on a new page and be the last clause of an ETSI deliverable. It is a required informative element and shall not contain requirements.
The "History" identifies the major milestones in the life of an ETSI deliverable through the means of a table. The history box shall be provided by the ETSI Secretariat (all additional information will be removed at the publication stage).
	Document history

	<Version>
	<Date>
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