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Introduction
This document tries to capture a discussion that took place in the last SA3LIs an via email discussion. 
Legal perspective

UEs transmitting IMEI information is not mandatory in the GSM and 3G specifications at the 3GPP access level, but is mandatory for IMS. In practice the IMEI is by requested from the mobile at initial attachment or initial registration. This is for example done to get an indication of the capabilities of the mobile which can be identified by a UE model type.. Another reason to request the IMEI is to support fraud detection and mitigation. Blacklisting might be required by the CSP or enforced by law.

Many (European) county regulations assume or require the IMEI to be available for at least LI. In these regulations of most EU countries the technical identifiers: subscriber identifier, service identifier, the access network identifier and the equipment or device identifier are mandatory target identifiers for LI (and DR) requests. The IMEI represents is this equipment/device identifier used as a mandatory triggers for interception and retained data in many laws. 
Regulation allows for selectivity with interception. Although a warrant could contain a arbitrary selection on what is to be intercepted of a target and what is not, in general regulation will contain some levels of service selective interception. Some typical service levels that could be distinguished in regulation are: telephony, SMS, email, paging, mobile, fixed, internet access. Mobile telephony is a very common on warrants. 
Furthermore regulation can allow for different types of warrants.

In general two types of warrant are in use: warrant specifying a technical identifier; warrant on a person. In the first case the warrant has the technical identifier and the type of identifier (e.g. MSISDN, IMEI, IMSI, etc.) that are targeted for LI. In the second case the warrant contains a natural person as target. When targeting a natural person, the associated technical identifiers are not necessary specified in the warrant. In general the LE will inform the CSP on what technical identifiers to use for the actual interception.

Regulation generally address CSPs not systems. These regulations do not distinguish between services, systems and subsystems with the associated architecture that a CSP might have implemented. Regulation assumes the CSP can maintain interaction between the parts of it’s system.
The developments of networks/systems like the transition from CS to PS do not change the legal perspective. The IMEI interception capability should be maintained even if IMS is used to handle a warrant on mobile voice interception.
IMEI interception activation levels

In the past SA3LI meetings questions were asked on the level of LI that is expected for a IMEI warrant.
In general the following levels could be identified:

1 Basic IMEI interception scenario
Only the communication that can be clearly identified as being to or from that equipment or device will be reported to the LEMF. Any user’s use of that device will be reported for the timeframe of the warrant. In case of any service invoked or provided to the user which can’t be clearly associated with the targeted device will not be reported. For example unconditional forwarding without the IMEI device being involved no activity will be reported. 

Note: this is expected to be the most common IMEI interception capability.
2 Temporary IMEI to service identifier interception scenario
The service identifiers (e.g. MSISDNs) associated with the IMSI locked to the IMEI are intercepted. E.g. unconditional forwarded calls are also intercepted. If the network identifies a UICC is removed from the equipment or device and determined by the network, the service identifier based interception stops. The service based interception stops anyway if the warrant period expires. 
Note: many countries would allow this way to implement IMEI interception. The association of the IMEI to a MSISDN is assumed to be an internal system feature particularly used in networks that do not have actual IMEI interception capabilities.
3 IMEI as initial trigger of service scenario
As soon as the equipment or device with the targeted IMEI starts communication the user identifier (e.g. MSISDN) is provisioned as LI target. This service identifier based interception only stops as the warrant period expires.  This is different from scenario 2 where LI on the user identifier stops when a new user identifier is associated with the IMEI, or the network releases the association such as due to inactivity timers.  In this scenario, any user starting to use the targeted IMEI will be reported on, even if they move their UICC to another device until the expiration of the warrant.
Note: The warrant on a person can in some countries can lead to this level 3 IMEI interception implementation. The translation of the IMEI to a MSISDN is assumed to be an internal system feature.
4 IMEI as trigger of service for other RAT
In the situation were the IMEI is not the equipment identifier of the radio access network, the core network will be informed with the IMEI only if the IMEI clearly and uniquely represents the UE. After this exchange has taken place level 1, 2 or 3 can apply.
Note: This implementation can depends on what correlation is made in the regulation between the access and service.
Note: The use of IMEI as an equipment identifier for equipment for non-3GPP RATs for any LI besides IMS is outside the scope of 3GPP and will need to be addressed by the SDOs responsible for their respective RATs.

Note: There can be some deployments where even though this is the standard, because the 3GPP access radio chain and associated security elements could be external to the platform executing the IMS service layer, the 3GPP specifications may be insufficient and care must be made not to rely too heavily on 3GPP specifications for non-3GPP access.  One example is if a laptop has two 3GPP dongles and an internal WiFi transceiver.  In this case, each 3GPP dongle will be identified by an IMEI and the WiFi transceiver will be identified by whatever is implemented on the PC.
