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Summary

At the July 2007 SA3-LI meeting, the working document was updated based on a review of the document.  This contribution reviews the current open issues and makes proposals to close out the open issues.  
1 Introduction
A few open issues appear to be identified in the SA3LI07113.  This contribution makes proposals intended to close the open issues.

2 Specific Proposals
2.1 Close Open issue in Clause 9.1

In Section 9.1 of SA3LI07113, an open issue is identified indicating that the PDG is the normal interception point for WLAN Interworking.  Since Specific text is present above the editor’s note, it is proposed to delete the editor’s note.

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification.

The delivery functions are used:

-
to convert the information on the X2-interface to the corresponding information on the HI2 interface;

-
to distribute the intercept related information to the relevant LEA(s);

-
to distribute the intercept product to the relevant LEA(s).
For most WLAN Interworking cases, the Packet Data Gateway (PDG) handles the bearer level interception, specifically interception of CC and IRI related to tunnel establishment and release.  This includes the case where the PDG is in the intercepting carrier’s network (whether it be home or visited) contains the PDG handling the tunnel.  For the case where a visited network is to intercept WLAN related tunnel and the PDG for the tunnel is not in the visited network, the Wireless Access Gateway (WAG) is used to intercept the CC and IRI related to tunnel establishment and release. It should be noted that the CC available at the WAG is encrypted.
[Editor’s Note: Action Point -  Add in text indicating that PDG is the normal interception approach when it is in the intercepting network.  For the case where interception is needed in the visited network and PDG is not in the visited network, the WAG would be place to do it.]
2.2 Close Open Issue in Clause 9.2
In Section 9.2 of SA3LI07113, an open issue is identified indicating that the CC available at the WAG is encrypted.  Since Specific text is present above the editor’s note, it is proposed to delete the editor’s note.

The access method for the delivering of 3GPP WLAN Interworking Intercept Product is based on duplication of packets without modification at the PDG or WAG. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery. Note that CC available at the WAG is encrypted.{OPEN ISSUE:  Add text about CC being encrypted at WAG. ]  
2.3 Issue Regarding Duplicate Interception by WAG and PDG

At the last meeting, there was a potential issue of duplicate interception and reporting when both the WAG and PDG are in the intercepting network.  If both the WAG and PDG are provisioned to intercept an intercept subject’s communications then they could both intercept the same traffic and report this to law enforcement.

Reporting duplication information if avoidable is highly desireable for law enforcement.  The group should consider whether there are reasonable ways to avoid this duplication.  For example, if a rule were made that the WAG only needs to intercept subject communications when the PDG is not in the same network for the communication, this may help to avoid the duplication.  

The question arises as to how the WAG knows whether a PDG in the same network or different network is used for a given connection.  The WAG should know the tunnel endpoint and ensures that the communications from the subject is routed to that tunnel endpoint.  The tunnel endpoint must be the PDG according to 3GPP TS 23.234, 6.2.5.1.  Thus, if the WAG could determine by the tunnel endpoint identifier (or address) whether the endpoint is within the network or outside of the network, then the WAG could decide to intercept or not intercept the communications.  In fact, according to 6.2.5.1, it appears that the WAG would know which PDGs are within the VPLMN and which are in the HPLMN.
Therefore if the WAG does know that a given PDG is in the same network, then it appears that it could make the determination of when to intercept a tunnel’s communication and when not to.  Consequently, the group should consider take into account this possibility as well as the desire from LE to avoid duplication of interception if possible.

3 Recommendation
It is recommended that SA3-LI discuss the proposals of Section 2 of this contribution and make appropriate changes to SA3LI07113 as necessary.  
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